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Part 1: Software Essentials & Hardware: Home Lab & Troubleshooting
Master Sword Publishing Virtual Machine Environment Setup

Scenario Information

A startup company called Master Sword Publishing is rapidly growing. They currently have seven employees.
They have decided to hire a new Information Technology/Cybersecurity team: two IT staff and one cyber
operations person. This new IT staff is to design and maintain a new internal computer network. MSPUB’s
current infrastructure has no servers, only independent computers that are poorly managed.

Overview

Using Miro create a topology designing Master Sword Publishing’s new IT infrastructure. It must include two
Windows servers and one Linux Web/App serves, three primary machines with mixed operating systems
(Windows, macQOS, Linux), and one Kali Linux terminal for cybersecurity use only.

Using a hypervisor (Parallels), create the topology in a virtual home lab environment. Demonstrate virtual
machine creation for each virtual machine as well as the initial operating system installation and setup
process. Document the process.

Master Sword Publishing Topology
Virtual Machine Home Lab Topology

Line Key:
— —_
NAT Internet connection MSPUB Network connection

MSPUB IP: 10,
MSPUB DNS

Parallels-NAT: None



https://miro.com/app/board/uXjVHToxxmo=/?share_link_id=846938108475
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macOS 26 Tahoe Virtual Machine Installation

When creating an macOS virtual machine it is important to know the minimum system requirements for the
operating system, which can be found on Apple’s website, https://support.apple.com/en-us/122867. One
thing to keep in mind a macOS can only be installed on Macintosh Hardware, which includes virtualization, as
well as there are only two official hypervisors that come with native support if the host system is an Apple
Silicon Mac. macOS 26 Tahoe will work on limited Intel based Macs as well as any M-series processors. You
must have at least a minimum of 50 gigabytes of storage and 8 gigabytes of RAM.

1. In Parallels to create a new select “Download macOS” and click on “Continue”. Click “Download” on the
macOS details window to begin downloading the operating system.

Create New

Downloading

macOS 26.5.0 (25F71)

563.7 MB of 19.77 Gi

Cancel Pause

2. After macOS finishes downloading and installing to a new VM, it can be found in Parallels Control Center.
To configure the new VM, right click “macOS” in Parallels Control Center and select “Configure...”

Start

Start in Recovery Mode

Clone...

Remove "macOS"...

Manage Snapshots...
Configure...

Show in Finder



https://support.apple.com/en-us/122867
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3. Inthe “macOS” Configuration window, under the general tab give it a new name. In this case it will be
called, “MSPUB-WS-VM03-MAC,” which will change the name of the window.

"MSPUB-WS-VM03-MAC" Configuration

o macos

Name: MSPUB-WS-VM03-MAC

Description:

Total size

92.7 MB
B Hard Disks B snapshots B Miscellaneous B Reclaimable
92.6 MB 0 KB 11KB 0 KB

,;ﬂ Click the lock to prevent further changes.

4. Under “Hardware” in the “MSPUB-WS-VM03-MAC” Configuration window, choose “CPU & Memory”
choose “Manual.” Under the Processors drop down keep the default to “Auto,” for Memory, choose “8
GB.” On the left pane select, “Hard Disk” to confirm enough storage has been allocated to the VM, in this
case 128 GB has been given to the VM, you can adjust it as needed by clicking “Advanced...”

"MSPUB-WS-VM03-MAC" Configuration

2 CPU & Memory | CPU & Memory

Automatic (Recommended) Source: (@ harddisk.hdd

* For this Mac - 4 CPUs, 8 GB RAM
oy Network & \etvor Disk capacity: 128 GB
® Manual
] 3 Advanced...
g Hard Disk Processors: | Auto (Recommended) & E Hard Disk
4 CPUs

A

Memory: | 8 GB <

Restore Defaults =
i n
fg Clickthe lock to prevent further changes

.“T‘ Click the lock to prevent further changes.

5. In the same “MSPUB-WS-VMO03-Mac” Configuration window click the “+” button in the lower left corner,
and select “Network” to add an additional Network Adapter. “Network 2” should be selected, under
Source choose “MSPUB?” or another secondary predefined subnet source, if your VM requires a
secondary network. Network 1, shares the host Mac’s internet connection, using NAT. We will keep
Network 1 as default. Close the “MSPUB-WS-VM03-MAC” Configuration window.

= o o aery: (a

"MSPUB-WS-VM03-MAC" Configuration "MSPUB-WS-VMO03-MAC" Configuration

. CPU & Memory
e Source: | MSPUB

e CPU & Memory A -
Source: | 8 harddisk.hdd & \etvork 1 —

s Network Disk capacity: 128 GB s
Hard Disk
(=

Advanced...

=] ; S
" Hard Disk B Network 2

Restore Defaults
o

|=f‘ Click the lock to prevent further changes.

=
‘ % Network
® Hard Disk  ( to prevent further changes.
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6. In Control Center, click on the Apple logo to start the virtual machine.

MSPUB-WS-VM03-MAC

macOS Setup Assistant & Parallel Tools Installation

Parallel installs a specialized virtual machine image of macOS, so it doesn’t take you through the traditional
macOS Installation Assistant for physical Mac hardware. After the Virtual Machine has been created and
macOS has finished installing, you will be greeted with the Setup Assistant which will guide you through
configuring language settings, country or region, accessibility settings, and creating a new user account.

1. At the scrolling languages “Hello” screen click continue to enter the macOS Setup Assistant.

2. Select the language you want macOS to use for the system, in this case “English” has been selected.
Click the right pointing arrow to continue.

Language

i
R

EEEX ()
B%E
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3. Select the country or region which will determine configure the keyboard layout, currency, and other
country specific settings, in this case “United States” is selected. Click “Continue”.

Select Your Country or Region

4. If this were a new Mac users have the option to transfer files, apps, and settings from an older Mac or

Windows PC. If users don’t have access to their old Mac and they have a backup of the system stored in

iCloud they may choose “Setup with iPhone or iPad” to sign them in and choose their iCloud backup.
Since this is a virtual machine select, “Set up as new.” Click “Continue.”

Transfer Your Data to This Mac
You can transfer your data from another Mac or Windows
PC. If you don't want to transfer from a computer, you can

use a backup or startup disk, or set up this Mac without
transferring any data.

How do you want to transfer your information?

(O From a Mac, Time Machine, or startup disk
From a Windows PC
Set up with iPhone or iPad

et up as new

5. macOS will confirm it has selected the correct Written and Spoken Languages for the user. If they need to
be changed, they can be manually configured. If these settings are correct click on “Continue.”

Written and Spoken Languages
The following languages are commonly used in your

region. You can set up your Mac to use these settings, or
customize them individually.

Preferred Languages

Input Sources
ue

O Dictation
Q' English (United states)

6. macOS has tons of Accessibility settings for users that may have disabilities making their Mac more
accessible to them based on their needs, such as people who have vision impairments, motor skills,
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hearing loss, or even cognitive disabilities. For the purposes of this lab click “Not Now.”

US. = 9:28PM

Accessibility

Accessibility features adapt your Mac to your individual
needs. You can turn them on now to help you finish setting
up, and further customize them later in System Settings.
See what's available in each of the categories below.

® ) ®

Vision Hearing Cognitive

7. The next screen goes over Apple’s Data & Privacy policies. Click “Continue” to accept.

US. = 9:30PM

[

Data & Privacy
This icon appears when an Apple feature asks to use your
personal information.

You won't see this with every feature since Apple collects
this information only when needed to enable features,
secure our services, or personalize your experience.

Apple believes privacy is a fundamental human right, so
every Apple product is designed to minimize the collection
and use of your data, use on-device processing whenever
possible, and provide transparency and control over your
information

@ Learn More..

8. Create a new user account. For this lab’s purposes, fill in the following information, then click “Continue”:

*  Full Name: MSPUB Administrator

* Account Name: mspubadmin

* Password: CSNT253_2026#

* Verify Password: CSNT253_2026#

* Deselect: Allow computer account password to be reset with your Apple Account

US. & 9:37PM

Create a Mac Account
The password you create here will be used to log in to this
Mac.

+ D OOBE

Full Name: MSPUB Administrator

ccount Name : mspubadmin
This wi e of your home foder
Verify Password:

O ter account password to be reset with your Apple.
"Account. You must sign in with your Apple Account in the next step to.

ount.
use this feature.

9. You will be asked to sign into an Apple Account. To bypass this click on “Other Sign-In Options,” then
select “Use Multiple Accounts” and click “Continue.” Click “Skip” on the confirmation popup message.

10



Part 1: Software Essentials & Hardware: Home Lab & Troubleshooting

US. = Sat May 16 9:44PM

a0 ’@)q

Sign In to Your Apple Account
Sign in to use iCloud, the App Store, and other Apple
services.

Email or Phone Number

& Use Multiple Accounts
® Signin Later in Settings

10. Read through the Terms and Conditions and click “Agree.” Click “Agree” again on the popup message.

US_ = Sat May 16 9:53PM

Terms and Conditions

Important: Use of your Mac computer, the macOS software
and related services is subject to these Terms and
Conditions. Please read them carefully.

A. macOs Software License Agreement
o

License, Warranty, and other important product information are saved on your
system, and can be found in About This Mac. The License s also posted at

11. Choose the age range of the primary user.

US. = Sat May 16 9:57PM

)

Age Range
Select the age range of the person who will use this Mac

This information will help Mac set up parental controls and
safety features.

child
T 2oy

unger

o Teen
D G
a Adult

T oo

fc

8 A
Are you sure you want to skip

|| Vit gy g
signing in with an Apple
Account?

i

| | An Apple Account is used to
automatically set up the App Store,
iCloud, and other Apple services.

ioTTIWare License Agreement

I have read and agree to the
macOS Software License

Agreement. S

£, g
Disagree ‘ J

N N
| - _4"D
liocn TLIE ABBI £ CACTIABE A€ BABT AE AN ADD! ©

12. Keep Location Services disabled, by ensuring that “Enable Location Services on this Mac” is deselected.
Click “Continue.” Click “Don’t Use” on the popup message.

11
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Us_ = _sat May 16 9:59PM

Enable Location Services

Location Services allows apps like Maps and services like
Spotlight Suggestions to gather and use data including
your approximate location.

atinn Saruvirac

Oname Location Services on this Mac

Are you sure you don’t want to
| use Location Services? ]

Some features, such as Find My,
won't be available until you turn on
Location Services.

Use Location Services

18. Choose the closest city to you in the drop down menu to set the Time Zone. In this case “Cupertino, CA”
is the closest city which is in the Pacific Time Zone. Click “Continue.”

US. = Sat May 16 10:02PM

Select Your Time Zone

US. = Sat May 16 10:05PM

Analytics
Help Apple and app developers improve their products and
services automatically.

15. macOS allows you to set specified Screen Time usage across different apps, which is used in place of
Parental Controls. It will also send parents a report of their child’s app usage and internet history. This is
also usefully if you want to set up limitation for social media apps for yourself. For this lab choose “Set Up
Later.”

12
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= _Sat May 16 10:10PM

Screen Time

Get a weekly report with insights about your screen time,
and set time limits for apps and websites you want to
manage. Adults can also set parental controls for a child’s
device.

Weekly Reports
R View daly and wee

16. You can setup Apple’s personal assistant, Siri right in Setup Assistant, for this lab deselect “Enable Ask
Siri.” If this were a newer Mac, the Siri setup screen is replaced with Apple Intelligence (Al) setup instead.
Click “Continue.”

17. For now leave FileVault turned off, this will be configured in another lab section from System Settings
instead. Click “Not Now.” Click “Continue” on the popup window.

‘Your Mac is Ready for FileVault
FileVault keeps your Mac safe by encrypting your data and
ou

5 Ready for FileVault

4 n

[‘ Mac Data Will Not Be ]
Securely Encrypted

Are you sure you want to continue
without FileVault? You can manage
this at any time in Privacy &
Security settings.

18. Select a theme, light mode, dark mode, or auto (switches between light and dark modes depending on
the time of day). Click “Continue.”

13
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19. Click “Continue” to leave Automatic Software Updates turned on. Or “Only Download Automatically” to
manually install updates later. For this lab click “Continue.”

Update Mac Automatically

20. macOS Setup Assistant is now complete. Click “Get Started” on the Welcome screen to take you to the
macOS Desktop.

& Finder File Edit View Go Window Help

 1E0e RO COOB8- T FXH® mU

21. On the macOS Desktop double click the “Parallels Tools” icon. Double click “Install.” A GateKeeper
window will popup asking you to authenticate with your user account and password. MSPUB
Administrator should be pre-populated in the User Name field. Type in the password, “CSNT253_2026#”
then click “OK.” This will install special drivers for the virtual machine. Once installed, click “Restart” to

reboot the Mac VM.

14
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& Finder File Edit View Go Window Help Q 8 SatMay16 10:34PM

Parallels Tool

G
Parallels® Tools

Please Wait... 10%

Install

]
ql Install wants to make changes.

Enter your password to allow this.

MSPUB Administrator

!a ® @G'c 'Q‘..‘(\" NGO mu Cancel

o

Parallels Tools have been
installed successfully.

Some features will be unavailable
until you restart macOS.

If you do nothing, macOS will
restart in 1:52

Postpone Restart

15
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Windows 11 Professional Virtual Machine

When creating an Windows 11 Professional virtual machine it is important to know the minimum system
requirements for the operating system, these can be found on Microsoft’s website, https://
www.microsoft.com/en-us/windows/windows-11-specifications. At least 1GHz and 2 CPU core, 4 gigabytes
of RAM, 64 gigabytes of storage, and a TPM 2.0 chip are required prior to installation. This system will be
installed using Parallels for Mac, and the ARM64 version will be installed.

1. First, you will need to download Windows 11 ARM64 from Microsofts website, https://
www.microsoft.com/en-us/software-download/windows11arm64.

2. From Parallels Control Center click the “+” in the upper right corner of the window to create a new virtual
machine.

Control Center

MSPUB-WS-VM03-MAC

3. On the Create New window click on “Install Windows, Linux, or macOS from an image file.” Click
“Continue.”

Create New

16


https://www.microsoft.com/en-us/windows/windows-11-specifications
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4. Click the “Choose Manually” button. Click “select a file...” Navigate and select the Windows 11 ISO file,
then click “Open.” Parallels will automatically recognize the operating system. Click “Continue.”

Create New Create New

InsiderPr..t_en-us_26501.iso Qo
u Linux - ubuntu-26.04-desktop-armé4.iso o

Drag an ISO or IPSW image file here ot

Choose Manually Find Automatically

Go Back Continue Continue without a source Go Back

Create New

Windows 11

Win11_25H2_English_Ar- Click Continue to begin the installation.
164 _\ 0

@ Oneprive. Find Automatically

1 DINRAAL

Installation files (“vhdx *iso *d.

New Folder Hide Options Install operating system manually Go Back Continue

5. Select the edition “Windows 11 Pro” from the drop down menu and click “Done"

Choose Windows edition to install.
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6. You can select what the VM will be used for. For this lab accept the default, “Productivity” and click
continue.

| will primarily use Windows for

Productivity
c Text editors, spreadsheets, accounting, email, web browsing, etc.

Software development

IDE, databases, emulators, etc.

Software testing

For testing software in an isolated environment.
of
4

Desit
cAD and graphics editing programs

Games only
Full-screen 3D games with high demand for resources

Go Back Continue

7. Name the VM “MSPUB-WS-VMO01-WIN” and choose a destination to save the VM. Select “Customize
settings before installation.” Click “Create.”

Name and Location

Name: MSPUB-WS-VMO1-WIN|
Save to: IVolumes/CSNT-C.

10.74 GB of disk space v

Go Back Create

8. In the “MSPUB-WS-VMO01-WIN” Configuration window click “Hardware” at the top, then select “CPU &
Memory” and select “Manual.” Leave Processors set to “Auto.” Choose “8 GB” under the Memory
dropdown menu.

- | CPU & Memory

! Graphics

Automatic (Recommended)
For this Mac - 4 CPUs, 8 GB RAM (up to 4 GB for graphics)

® Janual

BEE
o Mouse & Keyboard Processors: | Auto (Recommended) &
2roiin

|-| Shared Printers
s Network

._ Sound & Camera

Memory: <

Advanced...
g’i usB

Restore Defaults

g Hard Disk
=]
-—

+
n

[ Click the lock to prevent further changes.

9. Click on “Hard Disk” in the “MSPUB-WS-VMO01-WIN” Configuration window and click on “Advanced...”
Click “Properties...” on the popup window. Reduce the size to “64 GB” and click “Apply” then “Close.”
Click “Continue” in the warning popup window. Close the “Size” popup window. Click “OK” on the
“Properties” window.
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opt
“u CPU & Memory
! Graphics

-' Mouse & Keyboard
§~) Shared Printers
s Network

.- Sound & Camera
:" usB

? Hard Disk

JH=

"MSPUB-WS-VMO01-WIN" Configuration

source: [ MSPUB-WS-VMO1-WIN-O.hdd ¢

Disk capacity: 256 GB

Advanced...

Properties...
Location: | SATAO0:1 €

Enable TRIM

¥ Sync free space with Mac

|£‘ Click the lock to prevent further changes.

Size: |64 GB

Network
B, sound & Camera
%‘ usB
9 Hard Disk
S

° CD/DVD 1
° CD/DVD 2

? TPM Chip

 Boot Order

h||=

Cancel OK

128 GB 512 GB

&

Do you want to continue?

Continue

Trusted Platform Module data has been encrypted - the
password is kept in the macOS Keychain

To use "MSPUB-WS-VMO01-WIN" on another Mac, you will need
to transfer both the virtual machine and password to it.

For more details, please read

1“7‘ Click the lock to prevent further changes.
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11. For this lab, install a second Network adapter by clicking the plus in the lower left and select “Network.”

"MSPUB-WS-VMO01-WIN" Configuration

s Network Trusted Platform Module data has been encrypted - the
password is kept in the macOS Keychain

.- Sound & Camera To use "MSPUB-WS-VMO01-WIN" on another Mac, you will need
to transfer both the virtual machine and password to it.

=
3 usB For more details, please read

9 Hard Disk
=

=, Printer to prevent further changes.
#® Hard Disk

© CD/DVD

& Serial Port

"MSPUB-WS-VMO01-WIN" Configuration
[m)
Security Backup

..l Sound & Camera Source: | MSPUB

g‘t use Network Conditioner

s
.

° CD/DVD 1
° CD/DVD 2

H TPM Chij
i ? 2 Advanced...

Boot Order

e Network 2 I
Restore Defaults
=

n

| Click the lock to prevent further changes

13. Click the “Lock” icon in the lower left to prevent further changes. Close the “MSPUB-WS-VMO01-WIN”
Configuration window, by clicking the red dot in the upper left corner. You maybe required to authenticate
these changes with your password or finger print.

"MSPUB-WS-VMO1-WIN" Configuration

-. Sound & Camera

:‘i usB

8 Hard Disk
=

@

Parallels Desktop
Parallels Desktop is trying to
make changes.
Boot Order Touch I[_) or enter your password to
’6 Network 2 allow this.

Use Password...

Cancel

'En Authenticating...
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14. Click “Continue” on the Virtual Machine Configuration screen.

Virtual Machine Configuration

MSPUB-WS-VMO1-WIN

15. The VM will launch and begin installing the operating system automatically. No user input is required
during the automated Installation Assistant process. It may take up to 15 or more minutes to install.

Installing Windows 11

Windows 11 Out of Box Experience & Parallels Tools Installation

Microsoft has made it harder for users to bypass the Microsoft Account sign-in process. | will not be going
through the traditional Out of Box Experience setup wizard, but will bypass it completely with a command.

1. Select the country or region you are in, in this case the “United States” is selected. Click “Yes.”

Afghanistan

Aland Islands

Albania

21



Part 1: Software Essentials & Hardware: Home Lab & Troubleshooting

2. Select the keyboard layout, in this case “US” is selected. Click “Yes.” Don’t add a second keyboard

layout. Click “Skip.”

Is this the right keyboard layout or
input method?

layout you can add that

Canadian Multilingual Standard

Colemak
English (India)
Irish

NZ Aotearoa

® »

Want to add a second keyboard
layout?

® »

3. Atthe “Let’s connect you to a network” screen press Shift+F10 to open a Command Prompt window.
(Some keyboard requires you to press Shift+FN+F10). Type “start ms-cxh:localonly” and press enter.

MSPUB-WS-VMO1-WIN

200088 Y @

B Administrator: CAWINDOWS\system32\cmd.exe

Let's connect you to a
network

4. This will open the Microsoft account creation window. Fill in the following information, then click “Next":

User Name: mspubadmin
Password: CSNT253 2026#
Renter Password: CSNT253_2026#

22
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« Select 3 Security questions from the drop downs and type the answers

Who's going to use this PC?

mspubadmin

Make it secure.

In case you forget your password

Hyrule

Hyrule Academy

<

MSPUB-V

1dst a moment...

This might take a few minutes.

Don't turn off your PC

6. One it’s completed creating the Local Account, deselect everything on the privacy settings windows and

click “Accept.”

Choose privacy settings for your
device

23
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7.

The Windows 11 Desktop will be displayed. Since the computer name was not entered during the OOBE
this can be changed by clicking the “Windows charm” on the taskbar and clicking “Settings.” From the
“Home” section click “Rename.” Name the VM “MSPUB-WS-VMO01-WIN” and click “Next.” Click “Restart
later.” The VM will be restarted after Parallels Tools is installed. Close the Settings window by clicking the
“X” in the upper right corner.

DESKTOP-029MUMK
Paraliels ARM Virtual Machine

© Bletootn & devi @ Notcomeced g indows Updte
@ offine Up to date.
@ Network & intemet

/ Personalization -
L
B Aps

°
& Accounts

&
It's all here with Microsoft account

Sign in to connect your favorite Microsoft apps to your device.

GaSREOVE

Recommended D Time &language
) Getsered ® Gaming
Welcome to Windows
K Accessibility
@ Privacy & security

Windows Updat i
@ Windows Update Recommended settings

La.¢ca NG &

Q_ Find a setting

Home

%ﬁ DESKTOP-029MUMK e i—-ﬁ DESKTOP-029MUMK

7 Parallels ARM Virtual Machine S Parallels ARM Virtual Machine
. s - . 4 Rename
) Rename your PC

Bly

u
combination of lettrs, hyphens, and numbers Rename your PC
Net

After you restart, your PC name will change to: MSPUB-WS-VMO1-WIN

S Per
- ine
B an B A

° e
Act & Ac
-
ancel 3 "t your favorite MIcrosoTt apps 1o your device.

o I ® Time & language

GabREBVE EASREOVE

 Gaming  Gaming
K Accessibiity K Accessibiity
@ Privacy & security @ Privacy & security

@ Windows Update @ Windows Update

Recommended settings Recommended settings

B oo L2-CB@ ~evs e B oo L2AZCBE ~ees e
T ——

Parallels Tools are a set of Virtual Machine drivers that enables features of the Parallels Hypervisor. To
install: on the hosts menu bar click on “Actions.” Select “Reinstall Parallels Tools.” Click “Yes” to confirm
Parallels Tools to be installed. The Parallels Tools installation media will be mounted to the virtualize CD/
DVD ROM drive. Open “File Explorer” from the Taskbar and click “DVD Drive (D:) Parallels Tools” on the
left Navigation pane. Double-click “autorun_arm64.” Click “Yes” on the User Account Control (UAC) dialog
to allow the installation. Parellels Tools will begin to install the drivers onto the virtual machine. Once
Parellels Tools has finished installing the VM will need to be restarted. Click “Restart.”

& MSPUB-WS-VMOI-WIN File Edit View abwim Window  Help

v O Start S-VMO1-WIN = 8 A ® O ¢ m
i Enter Travel Mode "
]

11 Pause

¢ Suspend

@ Shut Down - n 3 b 3l You are going to reinstall Parallels
- Tools. Do you want to continue?

Parallels Tools are required for features that

B Stop provide better integration of your Mac and

©) Reset v Windows, like Coherence, automatic mouse

capture and dynamic screen resolution

+ Take Snapshot... ) adjustment

4 Revert to Snapshot

@ Manage Snapshots... No Yes

Reinstall Parallels Tools
Do not show this message again

#* Configure...
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‘@ DVD Drive (D) Parallels Tools X + - o X
& A~ G 0 > DVDDrive (D) Parallels Tools > Search DVD Drive (D) Parall Q.
e o ® N sort = view (@ Details
@ Home O Name - Date modified Type Sze
’  Files Currently on the Disc
1) Gallery v . " e folder User Account Control x
> @ oneiie
Py TV S— @
o @@ ) A5 849AM___ Applcation skl Do you want to allow this app to make
esktop. » I e 13072 A 128
L Souots ¢ B changes to your device?
B Decumens .
1 Pictures . N
© Music » N
{@ Parallels Tools Setup
3 Videos »
> W ThisPC Verified publisher: Parallels International GmbH
File origin: CD/DVD drive
> O Network
Show more details
S tem [=o
la Parallels Tools Installation Agent —_ o] Parallels Tools Installation Agent
q. Installing Parallels Tools Parallels Tools have been installed
N : successfully.
Please Wait... 15% I
h Some features will be unavailable until you restart Windows.
A | If you do nothing, Windows will restart in 1:48

1

B Uneunve

Cancel

Postpone
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Windows Server 2025 Virtual Machine

Before creating Windows Server 2025 virtual machine it is important to know the minimum system
requirements for the operating system. These can be found on Microsoft website, https://learn.microsoft.com/
en-us/windows-server/get-started/hardware-requirements?tabs=cpu&pivots=windows-server-2025. The
minimum requirements are: 1.4 GHz 64-bit processor, 4 gigabytes of RAM, and 32 GB of storage.

1. Download a copy of Windows Server 2025 from Microsoft’s website, https://www.microsoft.com/en-us/
evalcenter/evaluate-windows-server-2025.

| cnter
Windows Server 2025

Overview

B p—

v 5 Pstres o Demand.To e s g lngusges s Add icouaces

Get started for free

Description

2. In Parallels Control Center click the “+” button in the upper right corner to create a new virtual machine.

[ ] Control Center

— :\ll

B MSPUB-WS-VMO1-WIN

i

[ ¢ MSPUB-WS-VM03-MAC

3. Click on “Install Windows, Linux, or macOS from an image file.” Click “Continue”

Create New

4. Click the “Choose Manually” button. Click “select a file...” Navigate and select the Windows Server 2025
ISO file, then click “Open.” Parallels will automatically recognize the operating system. Click “Continue.”
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Create New Create New

A Windows 5 - Windows_InsiderPr...t_en-us_26501.iso o
o,
€  Ubuntu Linux - ubuntu-26.04-deskiop-arm6.iso °

Drag an ISO or IPSW image file here ot

Choose Manually Find Automatically

Go Back Continue Continue without a source Go Back

Create New

ARM64 3

ARMB4 » B kKali-linux-202...ller-arm64.iso
cIScea. B macOS_26-Tahoe.iso
B ubuntu-26.04...top-arm64.iso
B ubuntu-26.
B Win11_25H2_...
B WINSVR2025.is0
Windows Server 2025

Click Continue to begin the installation.

Find Automatically
Installation files (*vhdx *iso *d.

New Folder Hide Options Cancel Continue without a source Go Back Continue

&8 csn.

5. You can select what the VM will be used for. For this lab accept the default, “Productivity” and click
continue.

| will primarily use Windows for

Productivity

Text editors, spreadsheets, accounting, email, web browsing, etc.

Software development

IDE, databases, emulators, etc.

Software testing

For testing software in an isolated environment.

Design
CAl and graphics editing programs

Games only
Full-screen 3D games with high demand for

Go Back Continue

6. Name the new virtual machine “MSPUB-GLEEOK-DCO01” and choose a location to save the VM. Select
“Customize settings before installation.” Click “Create.”
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Name and Location

Name: MSPUB-GLEEOK-DCO1
IVolumes/CSNT-C... PUB-GLEEOK-DCO1 ¢

34.36 GB of disk space will be used

Go Back Create

Windows Server 2025

Name: MSPUB-GLEEOK-DCO1

Description:

Productivity
Configure for: ext e spreadsheets, accounting, email, web Change...

Total size | ' Reclaim...
2.3 MB
M Hard Disks B snapshots M Miscellaneous B Reclaimable
2.2 M 0 KB 15 KB 0 KB

Reclaim disk space on shutdown

'Eﬂ Click the lock to prevent further changes.

8. Leave the defaults for “CPU & Memory.”

"MSPUB-GLEEOK-DCO1" Configuration
()

y Backup

CPU & M
B emony I ® Automatic (Recommended)

For this Mac - 4 CPUs, 8 GB RAM (up to 4 GB for graphics)

! Graphics
— Manual

e Mouse & Keyboard Advanced...
) Shared Printers

& network

..l Sound & Camera

g‘t use

@ HarDisk
S
-

Restore Defaults
+

|“'-“ Click the lock to prevent further changes.

9. Click on “Hard Disk” in the “MSPUB-WS-VMO01-WIN” Configuration window and click on “Advanced...”
Click “Properties...” on the popup window. Reduce the size to “64 GB” and click “Apply” then “Close.”
Click “Continue” in the warning popup window. Close the “Size” popup window. Click “OK” on the
“Properties” window.



Part 1: Software Essentials & Hardware: Home Lab & Troubleshooting

"MSPUB-GLEEOK-DC01" Configuration

, CPU & Memo:
e 2/ source: [ MSPUB-GLEEOK-DC01-0.hdd ¢

B Graphics Disk capacity: 256 GB

-' Mouse & Keyboard Ll

§~) Shared Printers
B network
.- Sound & Camera

i use Location: | SATA

Properties...

? Hard Disk
Enable TRIM

=
Sync free space with Mac

|£‘ Click the lock to prevent further changes.

Cancel OK

Size: 164 GB

128 GB 512 GB

Do you want to continue?

Resizing the disk is sensitive to power failures

and similar events. You're highly recommended

to back up "MSPUB-GLEEOK-DCO01" before the
operation

Cancel Continue

10. Scroll down the hardware list to ensure there is a TPM Chip installed.

"MSPUB-GLEEOK-DCO1" Configuration

Trusted Platform Module data has been encrypted - the

) Shared Printers N
password is kept in the macOS Keychain.

Network To use "MSPUB-GLEEOK-DCO01" on another Mac, you will need
to transfer both the virtual machine and password to it.

'a Sound & Camera For more details, please read

43 usB

& Hera Disk
=]
‘ CD/DVD

: ? TPM Chip

> Boot Order
R

1‘0 Click the lock to prevent further changes.
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11. For this lab, install a second Network adapter by clicking the plus in the lower left and select “Network.”

§ ) Shared Printers
Network

a0 Sound & Camera

43 UsB

g Hard Disk
(=]

0 CD/DVD

{ ? TPM Chip

Boot Order

% Network

= Printer to preven
@ Hard Disk

© CD/DVD

@ Serial Port

12. Configure Network 2 with the predefined source “MSPUB” in dropdown menu.

B Nervork 1

.- Sound & Camera

:‘* usB

g Hard Disk

° CD/DVD

? TPM Chip

Boot Order

B Network 2

=

"MSPUB-GLEEOK-DCO1" Configuration

al 1)
) )
Back

Trusted Platform Module data has been encrypted - the

password is kept in the macOS Keychain.

To use "MSPUB-GLEEOK-DCO01" on another Mac, you will need

to transfer both the virtual machine and password to it.

For more details, please read

t further changes.

"MSPUB-GLEEOK-DCO1" Configuration
[}

Backup

Source: | MSPUB

Network Conditioner

Advanced...

,‘0 Click the lock to prevent further changes

13. Click the “Lock” icon in the lower left to prevent further changes. Close the “MSPUB-WS-VMO01-WIN”

Restore Defaults

Configuration window, by clicking the red dot in the upper left corner. You maybe required to authenticate

these changes with your password or finger print.

s Network 1
B, sound & Camera
%‘ usB

@ HarDis
=

° CD/DVD

£ ? TPM Chip

Boot Order

B Network2

g Jlick the lock to

"MSPUB-GLEEOK-DCO01" Configuration

make changes.
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14. Click “Continue” on the Virtual Machine Configuration screen.

Virtual Machine Configuration

MSPUB-GLEEOK-DCO1

Configure...

Continue

Windows Server Installation & Setup

1. The VM will automatically start. The Windows Server Setup will be displayed. Select a Language and Time

and Currency Format to install from the drop down, in this case “English (United States)” is selected for
both. Click “Next.”

i Windows Server Setup.

Select language settings
Language to install Engish (United States)

Time and currency format  Engish (Unked States)

Select keyboard settings

Keyboard or input method
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3. Select “Install Windows Server.” Select “I agree everything will be deleted including files, apps, and
settings.” Click “Next.”

MSPUB-GLEEOK-DCO1 @ @ § @ ® & < ¢ &

i Windows Server Setup.

Select setup option

version of W or repair your PC. I
files, apps, and settings il be deleted.

1 would like to (@) nstall Windows server

O Repair my PC

@ i i s i 5

4. Enter in a Windows Server Product Key or select “Pay-as-you-go.” In this case an Evaluation Product Key
was entered. Click “Next.”

& Windows Seve Setup

Choose a licensing method

P

1d be with the box the DVD came i or on your email receip.
o this: KO- K000 XXKKXXKKKXRAK

5. Select an Image from the list. | this case “Windows Server 2025 ServerStandard” was selected. Click
“Next.”

i Windows Server Setup.

Select Image
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6. Read the Applicable notices and license terms the click “Accept”

i Windows Server Setup

Applicable notices and license terms

Please read this 5o you know what you're agreeing to,

Your use of this software s subject to the terms and conditions of the license agreement by
‘which you acquired this software. If you are a volume license customer, use of this software
is subject to your volume license agreement. You may not use this software if you have not
validly acquired a license for the software from Microsoft o its licensed distributors.

EULAD:Sept2018_V_en-us

. Click “Next.”

& Windows Server Setup

Select location to install Windows Server

Name TotalSze  FreeSpace  Type
Dk 0 Unalocated Space: 64.0 GB. 64.0 GB Unalocated Space

8. Click “Install.”

6 Windows Server Setup

Ready to install

You pC

To recap, you've chosen to

 Install Windows Server 2025 Servertandard

v Keep nothing
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9. Windows Server will now be installed. This may take 15 or more minutes to complete.

10. Once Windows Server 2025 has finished installing you will be required to create the Administrator account
password. Type the following, then click “Finish”:
* Password: CSNT253_2026#
* Reenter Password: CSNT253_2026#

Customize settings

Type a password for the built-in administrator account that you can use to sig:

11. The VM will automatically restart. Press CTRL+ALT+Delete on the keyboard and sign into the
Administrator account using the password “CSNT253_2026#"and pressing enter.

Administrator

Please wait for the User Profile Service
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12. On the Send diagnostic data to Microsoft screen scroll down and click “Required only.” Click “Accept.”

183. Close the “Try Windows Admin Center and Azure Arc today” window. This server will need to be renamed
from the default that was set during the Windows Server installation. On the Server Manager click “Local
Server” on the left pane. Click on the randomly generated computer name hyper link. Click “Change...” in
the System Properties window. In the Computer name field and type “MSPUB-GLEEOK-DCO01.” Leave the

member of settings as default. Click “OK.” Click “OK” in the Computer Name/Domain Changes dialog

box. Click “Close” on the System Properties window. Click “Restart Later.” The VM will be restarted after
installing Parallels Tools. Close Server Manager by clicking the “X” in the upper right corner.

R File and Storage Services b

. 5 @ @-

Wi pecEen 5 e Moot e e Sy 122 112585
- Saar a = 133AM
B Qo E=€i @aw oM g

For example: IS Poduction Server” SRKGROUP

Ful computername:  WINJPQCFSTLS00
Workgroup: WORKGROUP

TASKS v

Log Date and Time:

WIN-JPQCFSTLEOO 24 Warning Microsoft-Windows-s 5177
WIN-JPQCFSTLEOO 23 Warning Microsoft Wi /2026 112529 AM
WIN-JPQCFTLE00 24 Warning Microsoft-Windows-AppModel-State Application 5/17/2026 112529 AM

B Mg

B Q s E = @R syi7/2026
T ——

12529 AM

-
M System P e
M
i Computer Name/Domain Changes X
. Youcan change the name and the membership of this computer
8  computer. Changes might affect access to network resources.
1 "
i Computer name: t DF
i MsPusGLEEOK-DCOT] 4__
Full computer name:
MSPUB-GLEEOK-DCO1
ol
More ange... b
Member of . | Computer Name/Domain Changes
O Domain: al - € Microsoft Windows X
al You must restart your computer to apply 4
© Workgroup: Pl these changes % You must restart your computer to apply these
WORKGROUP changes
Before restarting, save any open files and close all i

programs.

ok D oo
- L

OK Cancel

s Before restarting, save any open files and close all programs.

R —..
Restart Now [ Restart Later [}
—

35



Part 1: Software Essentials & Hardware: Home Lab & Troubleshooting

14. Parallels Tools is a set of virtual machine drivers for the system. To install Parallels Tools, from the host
machine’s menu bar click “Actions” and select “Install Parallels Tools...” Click “Continue” to mount the
Parallels Tools installation media to the VM. Open “File Explorer” from the taskbar. Click “DVD Drive (D:)
Parallels Tools” on the left navigation pane. Double-click “autorun_arm64.” Parallels Tools will begin
installing. Once completed, click “Restart.”

& MSPUB-GLEEOK-DCO1 File  Edit Viewim.‘evices Window Help

v O start
8 Enter Travel Mode

Il Pause
( Suspend
@ Shut Down

C!

Click Continue to connect the Parallels
Tools installation image to this virtual

M Stop

) Reset : N ;
machine and start the installation.

=+ Take Snapshot... If the installation does not start automatically,
open your CD/DVD drive in Windows and
double-click "Setup.exe".

m Manage Snapshots...

Install Parallels Tools... Cancel Continue

# Configure... Do not show this message again

@ OVDDrive (0) Parallels Tools X+ =

& T~ G Q> DVDDrive (D) Parallels Tools > Search DVD Drive (D) Parall  Q

@ [ M sort

ol
=

23 Home

Y Gallry

£ Parallels Tools Installation Agent = c

ql Installing Parallels Tools
Please Wait... 52% %
Sitems 1 temstced 12418 el ) [
earen 177206 &

Cancel

Parallels Tools Installation Agent

Parallels Tools have been installed
successfully.

Some features will be unavailable until you restart Windows.
If you do nothing, Windows will restart in 1:48

Postpone
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15. This VM will be cloned to create a second Windows Server 2025 virtual machine. From Parallels Control
Center right click “MSPUB-GLEEOK-DCO01” and select “Clone...”

B MSPUB-GLEEOK-DCO1

Start

. MSPUB‘W Manage Snapshots...

Reclaim Disk Space...

" MSPUB-WS-\ Configure...

Linked Clone...

Archive

Prepare for Transfer

Remove "MSPUB-GLEEOK-DCO1"...

Show in Finder

16. In the Save window Save the cloned VM “MSPUB-COLGERA-DMO01.pvm” and choose a location to save
the cloned VM. Click “Save.” The Virtual Machine will begin cloning “MSPUB-GLEEOK-DCO01” and save it
as “MSPUB-COLGERA-DMO01”. This will take several minutes.

i 0 Shared Save As:  MSPUB-COLGERA-DMO1.pvm

@) imangum

2 Applicati... < = MSPUB-COLGERA-D.. & A

@ Downloads

2 Deskt... Servers MSPUB-COLGERA-DMO01

D oS Workstations MSPUB-GLEEOK-DCO1
MSPUB-GOHMA-DC02

MSPUB-LYNOL-WEBO1

Virtual Machine Copying

& iCloud Dr... Copying Hard Disk 1...

@ GoogleD.
@ Google D..
@ Oneprive.
@ Onebrive.
D0 DINRAAL
& Macintos...

New Folder Cancel Save

17. Once the cloning has been completed it will show in the Parallels Control Center. Start “MSPUB-
COLGERA-DMO01” by clicking the Windows Logo next to name.

Control Center

B MSPUB-COLGERA-DMO1

B MSPUB-GLEEOK-DCO1

B MSPUB-WS-VMO1-WIN

MSPUB-WS-VM03-MAC
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18. Login by pressing CTRL-ALT-DEL on the keyboard and type in the Administrator password,

“CSNT253_20264#".

Administrator

19. This machine needs to be renamed to reflect the virtual machine file. On Server Manager click “Local
Server” on the left pane. Click the Computer name: “MSPUB-GLEEOK-DCO01.” Click “Change...” in the
System Properties window. In the Computer Name/Domain Changes window change the Computer name
to “MSPUB-COLGERA-DMO01.” Leave the Member of settings as their defaults and click “OK.” Click “OK”
on the Computer Name/Domain Changes dialog. Click “Close” on the System Properties window. Click

“Restart Now” on the dialog box to restart the VM.

3

EVENTS

64 total TASKS v

Server Name D Severity Source Log Date and Time

8198 Emor Applic
MSPUB-GLEEOK-DC 8198 Error
MSPUB-GLEEOK-DC 8198 Error

5/17/2026 1:48:49 PM
5/17/2026 1:46:53 PM
5/17/2026 1:46:51 PM

Microsoft-Windows-Security- PP Appli
Microsoft-Windows-Security-SPP_ Application

B Qs EEC

w306
D& s

= urOURRIIES

! Computer Name/Domain Changes X

YYou can change the name and the membership of this
5  computer. Changes might affect access to network resources.

Computer name:
MSPUB-COLGERA-DMO1

computer

System Properties X

! Computer Name  Hardware Advanced Remote

[ Windows uses the following information to identify your computer

on the network.
Computer description:
For example: "IIS Production Server” or
"Accounting Server".
Full computer name: MSPUB-GLEEOK-DCO1|
Workgroup: WORKGROUP

— Ir
G D

To rename this computer or change its domain or
workgroup, click Change.

Cancel Rorly
= oprnoseTIES
System Properties X
! Computer Name  Hardware Advanced Remote b

Windows uses the following information to identify your computer
) c> on the network.

Computer description: MSPUB-COLGERA-DMO1|

For example: "IIS Production Server" or
"Accounting Server"

Full computer name MSPUB-COLGERA-DMO1
Full computer name:
MSPUB-COLGERA-DMO1 Workgroup: WORKGROUP
|
More.. ange... { To rename this computer or change its domain or Change.. [
Computer Name/Domain Changes workgroup, click Change. "
Member of
O Domain:
You must restart your computer to apply
© Workgroup: these changes
WORKGROUP
Before restarting, save any open files and close all
e rograms.
C ox ) o pres
h 1, Changes will take effect after you restart this computer.
] OK
OK Cancel Apply ‘g < Close > Cancel Apply
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f€ Microsoft Windows X

% You must restart your computer to apply these
changes

Before restarting, save any open files and close all programs.

—
A A, Restart Now ) Restart Later
—

20. Once the VM restarted, login using the Administrator account credentials. Confirm the Computer name

: Home Lab & Troubleshooting

has been changed by clicking “Local Server” in server manager.

Server Manager * Local Server

& File and Storage Services

MSPUB-COLGERA-D 8198 E
MSPUB-COLGERA-D 8198 Error

TaSks v

MSPUB-COLGERA-D 1 Error

BB Q search

Z110m
ERL AP
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Ubuntu Desktop 26.04 LTE Virtual Machine

Before creating a new Ubuntu Desktop virtual machine it is important to know the minimum system
requirements so that the Virtual Machine settings can be set accurately for the operating system. The
minimum requirements can be found on Canonical’s website, https://ubuntu.com/download/desktop. The
systems requirements for Ubuntu Desktop 26.04 LTE are: 2 GHz dual-core processor, 6 gigabytes of RAM,
and at least 25 GB of storage space. This virtual machine will be created using Parallels on macOS.

1. Download the Ubuntu Desktop 26.04 LTS ARM 64 I1SO file from Canonical’s website, https://ubuntu.com/
download/desktop.

Download Ubuntu Desktop

Ubuntu 26.04 LTS

2. On Parallels Control Center click the “+” button in the upper left to create a new VM.
Control Center
B MSPUB-COLGERA-DMO1
B MSPUB-GLEEOK-DCO1
B MSPUB-WS-VMOT-WIN

@  MSPUB-WS-VM03-MAC

3. In the Create New window click on “Install Windows, Linux, or macOS from an image file.” Click
“Continue.” Click the “Choose Manually” button. Click the “select a file...” hyperlink. Navigate to the
Ubuntu Desktop 26.04 LTE ARM64 ISO file and click “Open.” Parallels will detect the operating system
automatically. Click “Continue.”

Create New

Create New

Free Systems

Download Download
<
:? Ubuntu with Rosetta B ool

Continue
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Create New

ARM64 <
B kali-linux-202...ller-armé4.iso
B macOS_26-Tahoe.i

B ubuntu-26.04.

B ubuntu-26.04..ver-armé4.iso
B Win1_25H2_..Arm64_v2.iso
B WINSVR2025.is0

Drag an ISO or IPSW image file here or ubuntu-26.04-desktop-

Find Automatically Installation files (*vhdx %iso *d... ¢

[ DINRAAL
& Macintos.
@ sio.

Continue without a source Go Back Nsvioidey @iacelDptbns (e Opsy

Create New

A

= .
& Ubuntu Linux
Click Continue to begin the installation.
Find Automatically

Continue without a source Go Back Continue

4. In the Name and Location window, Name the new VM “MSPUB-WS-VM02-UBT.” Choose a Save to
location to save the VM. Select “Customize settings before installation.” Click “Create.”

Name and Location

Name: MSPUB-WS—VMOZ-UBT‘

Save to [Volumes/CSNT-C... UB-WS-VM-02-UBD ¢

v

5.26 GB of disk space will be used

Create alias on Mac desktop

v Customize settings before installation

Go Back Create

5. Inthe “MSPUB-WS-VM02-UBT” Configuration window click on “Hardware” in the top toolbar, and select

“CPU & Memory” on the left pane. Set Processes to “2” from the drop down menu and change the
Memory to “6028” MB (~6GB).
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"MSPUB-WS-VM02-UBT" Configuration
(m]

opt

-] CPU & Memory
Processors: | 2 (Recommended) ¢
' Graphics

Memory: 6028 MB (&

-' Mouse & Keyboard

- aMB  1GB 4GB 16GB  64GB 128GB
) Shared Printers

& netvork Use Rosetta to run x86-64 binaries
Performance may be affected

.- Sound & Camera

:" usB

g Hard Disk
-

Em

Restore Defaults

1‘\'\ Click the lock to prevent further changes.

6. In the “MSPUB-WS-VM02-UBT” Configuration windows select Hard Disk on the left pane. Click the
“Advanced...” button. Click “Properties...” in the popup window. Reduce the size to “25 GB” and click
“Apply.” Click “Continue” on the Warning popup. Click “Close” on the Size window. Click “OK” on the
properties window.

"MSPUB-WS-VM02-UBT" Configuration

-

™) Shared Printers Source: | I MSPUB-WS-VMO02-UBT-0.hdd &

Disk capacity: 64 GB
’ Network

Advanced...
B, sound & Camera

%‘ use

W Hard Disk

° CD/DVD

SSrislpo Location: | SATAO0:1 €

Boot Order
> = Enable TRIM

,‘0 Click the lock to prevent further changes.

Properties...

Cancel

Size: |25/6B IS

i
32GB 128 GB 512 GB A_‘
-
’

Do you want to continue?

Resizing the tive to power failures
and similar ev u're highly recommended
to back up "MSPUB VMO02-UBT" before the

Cancel Continue
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7. For this lab, install a second Network adapter by clicking the plus in the lower left and select “Network.”
"MSPUB-WS-VM02-UBT" Configuration

[ 4
A

[ |Shared Printers Source: I MSPUB-WS-VM02-UBT-0.hdd ¢

s Network

.-l Sound & Camera

Disk capacity: 25 GB
Advanced...
-}
43 usB

E Hard Disk

° CD/DVD

Serial Port

Boot Order

I [
® Network
= Printer
#® Hard Disk
© CD/DVD
& Serial Port

to prevent further changes.

8. Configure Network 2 with the predefined source “MSPUB” in dropdown menu. Close the “MSPUB-WS-
VMO02-UBT” Configuration window.

"MSPUB-WS-VMO02-UBT" Configuration
a o

rity  Backup

@ network 1 Source: | MSPUB

.- Sound & Camera Network Conditioner

g,li usB
8 Hera Disk
=

° CD/DVD

Serial Port
Advanced...

Boot Order
B Network2 I
Restore Defaults
o=

|‘ﬂ Click the lock to prevent further changes.

9. Click “Continue” on the Virtual Machine Configuration window to create the Virtual Machine.

Virtual Machine Configuration Starting Ubuntu Linux

MSPUB-WS-VM02-UBT

Configure.

Continue
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10. MSPUB-WS-VMO02-UBT should automatically open and load the Ubuntu Desktop ISO.

MSPUB-WS-VM02-UBT & @@ N ¢ e

<3 Ubuntu

Ubuntu Desktop Installation & Setup Wizard

1. In the Ubuntu installer, choose your language, in this case “English” is selected. Click “Next.”

Ubuntu

e

2. Ubuntu Desktop allows users to setup Accessibility settings automatically from the installer. For this lab
skip this setup by clicking “Next.”

DEHOEENT VBT @

Accessibility in Ubuntu
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3. Select a keyboard layout, in this case “English (US)” has been selected. Click “Next.”

Keyboard layout

Select your keyboard layout

Internet connection

Connect to the internet

Il mprove your nstallation with compatibility check

cecs@ccccssssccns @

Try or install Ubuntu

What do you want to do with Ubuntu?

6. Ubuntu allows users to install a custom image if they have one. For this lab select “Interactive installation”

and click “Next.”
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Type of installation

How would you like to install Ubuntu?

Applications

What apps would you like to install to start with?

8. If this were being installed on actual hardware Ubuntu allows the installer to search the web for third party

drives. As well as, if you need to install different media formats it can also automatically browse the web
to install them. For this lab leave everything un-selected and click “Next.”

Optimise your computer

Install recommended proprietary software?

Ubuntu ships with no proprietary software by default. Installing additional
’6‘- software may Improve your computer's performance.
= ~—
A
A @ O install third: for graphics and WI-Fi hardware
€ Incluging but ers and simil

(O Dpownload and install support for additional media formats.
Including but ot imied to MP3, MP4, MOV and similar
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9. Since this is a new virtual machine, choose “Erase disk and Install Ubuntu.” For an advanced installation if

you were going to dual boot a system you can choose Manual installation to set customized drive
partitions. Click “Next.”

Disk setup

How do you want to install Ubuntu?

Erase disk and install Ubuntu
9 a and partitions on the d

O  warnin
systems.

Bk |  eessesssss @ccccce @

10. For now Encryption will be disabled. This will be setup in a later lab. Select “No encryption” and click
“Next.”

Encryption and file system

Encryption and file system
P
/p Q ‘( © Noencryption D
(5
Encrypt with ssphrase
@ Advanced options.

Bk |  essssssses @ccccce

11. In the “Create you account” window apply the following, then click “Next”:
« Your Name: MSPUB Administrator
« Your Computer’s Name: MSPUB-WS-VM02-UBT
+ Your Username: mspubadmin
- Password: CSNT253_2026#
« Confirm Password: CSNT253_2026#
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. Select “Require my password to log in”

MSPUB-WS-VM02-UBT & & (§ @

Create your account X

Create your account

_ MSPUB Administrator ]

Your computer's name

MSPUB-WS-VM02-UBT ]
/ mspubadmin o

Password
g _ CSNT253_2026# @ Hide Strong password
=< Confirm password

Require my password to log in

(O use Active Directory

Back XX XXX

12. Choose a city on the map for the timezone, in this case “Seattle (Washington, United States) has been
selected).” Click “Next.”

Select your timezone X
Location Timezone
Seattle (Washington, United States) America/Los Angeles
L ‘ 4
i
L
=
Back eeccccccccccePece Next

13. Review the settings on the “Ready to install” windows then click “Install.” Ubuntu 26.04 will begin to
install. This may take 15 minutes or more to complete. Once the installer has completed, click “Restart
now.”
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Ready to install %

Review your choices

General

a Created and formatted as fat32
used for /boot/efi

Ubuntu 26.04

Fast, free and full of
new features

The latest version makes computing easier than ever.

Whether you're a developer, ¢
find g

m > Copyingfiles

Installation complete x

Ubuntu 26.04 is installed and ready to use

14. Once the VM reboots, login by clicking “MSPUB Administrator” and enter in the password

“CSNT253_2026#”

15. Parallels Tools is a set of virtual machine drivers for the system. To install Parallels Tools, from the host
machine’s menu bar click “Actions” and select “Install Parallels Tools...” Click “Continue” to mount the
Parallels Tools installation media to the VM. Open the “Parallels Tools” disc on the left-side bar. Double-
click “install-gui.” Authenticated with the MSPUB Administrator credentials and click “Authenticate.

)

MSPUB Administrator

< Ubuntu
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& MSPUB-WS-VM02-UBT File Edit View (gAGHiGHs)) evices Window Help

v O start
W Enter Travel Mode

1l Pause
 Suspend
®© Shut Down

m Stop
) Reset

+ Take Snapshot...

@ Manage Snapshots.

Install Parallels Tools... //////

# Configure...

— —

=
>
%

/////m\\\\\\\\\

Authentication Required

isneeded to run
Parallels Tools/ .. arm64/ptiagent-armé4 -install_silent'asthe
super user

o]

)

MSPUB Administrator

Ccancel

Parallels Tools Installation Agent

Parallels Tools have been

@ installed successfully.
Some features will be unavailable

until you restart Linux.

Parallels Tools will begin installing. Once completed, click “Restart.”

Click Continue to connect the Parallels
Tools installation CD to this virtual
machine.

To install Parallels Tools, go to the CD/DVD
drive directory and run "install-gui".

Note: In some Linux systems, you may need to
unmount the installation CD and then mount it
again using the following command: "mount -0

exec", and only after that install Parallels Tools.

Cancel Continue

Do not show this message again

Files

£t Home

=
@ Recent . .

P installer tools install install-gui
arre
& Network

8 Tch Parallels Tools Installation Agent

please Wait... 10%
-

® Documents
1 Music

@ Pictures Cancel
B Videos

3 Downloads

@ Paral...Tools &

version

“install-gui” selected (463.7 kB)
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Ubuntu Server 26.04 LTE Virtual Machine

Before creating a new Ubuntu Server 26.04 LTE virtual machine it is important to know the minimum system
requirements for the operating system. These can be found on Canonical’s website, https://ubuntu.com/
download/server#system-requirements-tab-Its. Ubuntu Server 26.04 LTE’s minimum requirements are at least
1.5 gigabytes of memory and 5 gigabytes of storages.

1. Download the Ubuntu 26.04 LTE ARM64 ISO from Canonical’s website, https://ubuntu.com/download/
server/arm.

Ubuntu Server for ARM

,,,,,,,,,,,,,,,,,,,,,

Containers, databases, web
nd

2. On Parallels Control Center click the “+” in upper right corner.
Control Center
B MSPUB-WS-VM02-UBT
B MSPUB-COLGERA-DMO1
B MSPUB-GLEEOK-DCO1
B MSPUB-WS-VMO1-WIN

MSPUB-WS-VM03-MAC

3. Inthe Create New window click “Install Windows, Linux, or macOS from an image file.” Click “Continue.”
Click on the “Choose Manually” button. Click on “select a file...” hyperlink. Navigate to the Ubuntu Server
26.04 LTE ARM ISO and click “Open.” Parallels will automatically detect the operating system. Click on
“Continue.”

Create New

Create New

Free Systems

g%  Download Download Download
& UbuntuLinux @ Ubuntu with Rosetta (@ Fedora Linux

Continue
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Create New

ARMBA
ciscea

B WINSVR2025.is0

Drag an ISO or IPSW image file here ol ubuntu-26.04-li
armé64.iso

Find Automatically Information

Installation files (“vhdx %iso *d... ¢

without a source Go Back New Folder Hide Options

Create New

& Ubuntu Linux

Click Continue to begin the installation.
Find Automatically

Continue without a source Go Back Continue

4. On the Name and Location window, name the virtual machine “MSPUB-LYNEL-WEBO01.” Choose a
location to save the virtual machine. Select “Custom settings before installation.” Click “Create.”

Name and Location

ame: MSPUB-LYNOL-WEBO1|

[Volumes/CSNT-C.. PUB-LYNOL-WEBO1 &

5.26 GB of disk s be used

Go Back Create
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5. On the “MSPUB-LYNEL-WEBO1” Configuration window click on “Hardware.” Leave the defaults for “CPU
& Memory,” Processors set to “2” and Memory set to “4096 MB” (~4 GB).

"MSPUB-LYNOL-WEBO1" Configuration

opt
-] CPU & Memory

! Graphics

-' Mouse & Keyboard

|-| Shared Printers
B network

.- Sound & Camera

:" usB
g Hard Disk
-

Em

Processors: | 2 (Recommended) &

Memory: 4096 MB O

amB 168 4GB 16GB

64GB  128GB

Use Rosetta to run x86-64 binaries

Performance may be affected

Advanced...

1‘\'\ Click the lock to prevent further changes.

6. Inthe “MSPUB-LYNEL-WEBO01” Configuration windows select Hard Disk on the left pane. Click the
“Advanced...” button. Click “Properties...” in the popup window. Reduce the size to “25 GB” and click
“Apply.” Click “Continue” on the Warning popup. Click “Close” on the Size window. Click “OK” on the

properties window.

"MSPUB-LYNOL-WEBO1" Configuration

Optic
“gg' CPU & Memory
I Graphics

-; Mouse & Keyboard
‘:| Shared Printers
s Network

B, sound & Camera
?‘ use

T Hard Disk

-
-

ty Backup

Source:

R MSPUB-LYNOL-WEB01-0.hdd
Disk capacity: 64 GB

Advanced...

,‘0 Click the lock to prevent further changes.

Size: |25/GB

168

Revert

8GB

Apply

Restore Defaults

Properties...
Location: | SATA0:1 €

Enable TRIM

Cancel

&

Do you want to continue?

Resizing the disk is sensitive to power failures
and similar events. You're hig mmended
to back up "MSPUB-LYNOL-V 1" before the

operation

Continue
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7. For this lab, install a second Network adapter by clicking the plus in the lower left and select “Network.”

8.

9.

"MSPUB-LYNOL-WEBO1" Configuration

-
|-| Shared Printers Source: [ MSPUB-LYNOL-WEBO1-0.hdd ¢

Disk capacity: 25 GB

s Network

.- Sound & Camera

Advanced...

'3" usB
E Hard Disk

° CD/DVD

&) Serial Port

= Printer to prevent further changes.
® Hard Disk

© CD/DVD

@@ Serial Port

Configure Network 2 with the predefined source “MSPUB” in dropdown menu. Close the “MSPUB-
LYNEL-WEBO1” Configuration window.

"MSPUB-LYNOL-WEBO1" Configuration
(]
Optic Securit;

B Netvork 1 Source: | MSPUB

.- Sound & Camera Network Conditioner

%‘ use

& Hera Disk
=]
° CD/DVD

erial Port
Advanced...

Boot Order

Network 2 I
Restore Defaults
o=

‘Eﬂ Click the lock to prevent further changes.

Click “Continue” on the Virtual Machine Configuration window to create the Virtual Machine. The virtual
will be created

Starting Ubuntu Linux

Virtual Machine Configuration

MSPUB-LYNOL-WEBO1

Configure...

Continue
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Ubuntu Server Installation & Setup

1. In GNU GRUB boot selector using the keyboard arrow key select “Try or Install Ubuntu Server” and press
enter. The Ubuntu Server 26.06 LTE will begin to load.

(X X Ctrl(~)+AR(Y) to free.. MSPUB-LYNOLWEBO! = & () @ @ @ ® @ ¢ B8 C ISPUB-LYNOL-WEBO1 @ @ ) @

6NU GRUB version 2.14

2. Using the keyboard arrow keys, select the system’s language and press enter. In this case English has
been selected.

MSPUB-LYNOLWEBO! & @ @ & S =W

Hillkonmen! Bienvenue! Helcome! AoSpo noxanosate! Helkon! [ Help ]

Use UP, DOHN and ENTER k

3. Using the arrow keys choose the keyboard layout and using enter to confirm. Select “Done” and press
enter when finished. In this case “English (US)” has been selected.

200 08 me
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4. Using the arrow keys on the keyboard choose “Ubuntu Server” for the installation base and press enter.
Select “Done” and press enter once finished.

Choose the tupe of installati

5. Leave the defaults on the Network confiscation, select “Done” and press enter.

(SR = ]

Netuark conf iguration [ Help ]

ably

Proxy configuration

If this

Pr
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7. Leave the Ubuntu archive mirror configuration as defaults, select done and press enter.

[ Help 1

8. For the Guided storage configuration, select “Use an entire disk”, leave the disk as the default, select
“Setup up this disk as an LVM group.” Select “Done” and press enter once finished.

Guided storage configuration [ Help ]

Storage configuration [ Help ]

FILE SYSTEM SUMM

[/
[ /boot
[

sefi
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10. Select “Continue” in the Confirm destructive action dialogue and press enter.

MSPUB-LYNOL-WEBO1 @ @& f

Starage configuration

11. Fill out the following information for the Profile configuration using the arrow keys to navigate the fields:
*  Your Name: MSPUB Administrator
*  Your Servers name: MSPUB-LYNEL-webO1
* Pick a username: mspubadmin
* Choose a password: CSNT253_2026#
*  Confirm your password: CSNT253_2026#
+ Select “Done” and press enter once complete

MSPUB-LYNOL-WEBO1 & @) ® NI Y B e &
Profile configuration [ Help 1
ername and passwor ou will use to ¥ in to the system. You can configure SSH access on
en, but a password i1l needed for sudo.
MUGNCI R SPUE Administrator Qe |
QUGN isoub—Lyno Lwebol —_— |
Pick a username: N
Choose a password: —_— |

Confirm your passuord: T
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12. Select “Skip for now” for Upgrade to Ubuntu Pro. Select “Continue” and press enter.

Upgrade to Ubuntu Pra [ Help ]

il

[ Continue ]
[ Back 1

18. For the SSH (Secure Shell Protocol) configuration, select “Install OpenSSH server.” Select “Done” and
press enter once finished.

(SR =N ]

[ Help ]

14. Skip the Featured server snaps by selecting “Done” and pressing enter.

Featured server snaps
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15. Ubuntu server will begin installing. This may take more than 15 minutes to complete. Once completed
select “Reboot Now” and press enter.

[ Help 1 [ Help 1

16. Once the VM reboots login by typing the username “mspubadmin” and press enter. Type the password
“CSNT253_2026#" (it is normal for no text to be displayed when entering a password) and press enter.

XX MSPUB-LYNOL-WEBO1 g S &N Y B8«

Ubuntu 26.904 LTS mspub-lynol-webg1l ttyil

from host.

16. Parallels Tools is a set of virtual machine drivers for the system. To install Parallels Tools, from the host
machine’s menu bar click “Actions” and select “Install Parallels Tools...” Click “Continue” to mount the
Parallels Tools installation media to the VM.

& MSPUB-LYNOL-WEBO1 File Edit \ﬁm-v)wim Window  Help

v O start WEBOl @ @ A @ @ @ N @ ¢
@ Enter Travel Mode
nol-wehol ttyl
Il Pause
 Suspend am host.
@ Shut Down
Click Continue to connect the Parallels

Tools installation CD to this virtual

U szp machine.

) Reset .
To install Parallels Tools, go to the CD/DVD

drive directory and run "install-gui".

+ Take Snapshot...

Note: In some Linux systems, you may need to
unmount the installation CD and then mount it
again using the following command: "mount -0

@ Manage Snapshots... ¢
' 9 P exec", and only after that install Parallels Tools.

of 10.76(

Install Parallels Tools...
Cancel Continue

% Configure...

Do not show this message again

1@:21c:42ff:fe?

17. To update the package list in Ubuntu Server type the command:

sudo apt-get install -y dkms libelf-dev linux-headers-$(uname -r) build-essential gcc make

Type in the the MSPUB Administrator password to authenticate the sudo command.

mspu nin@ -lynol-weho1:~% t- install -y dkms libelf-dev linux-headers-${uname -r) build-essential gcc make
el F

]

18. Mount the Parallels Tools installation media by typing the commands: (It is normal for there to be no
response after typing some commands)
« sudo mkdir -p /media/cdrom
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sudo mount -o exec /dev/sr0 /media/cdrom
mspubadmin@mspub- lynol-webé1:™% sudo mkdir -p /mediascdr
mspubadmint 1-1yno $ SL

r|||lln|+ IiH

~g/mediascdrom

ev/srg smediascdrom

E:DIJI ce write- [Il otected,

h mounted read-only.
m_pubjdmlnm _|uh lunnl mwhnl

19. To mstall the Parallels Tools drivers type the following commands:
cd /media/cdrom

sudo ./install

“% cd /mediascdrom
:/mediascdrom® sudo ./install
Parallels Tools will begin installing. Once completed you will receive an “installed successfully
message

AR 215 LhUEST by 'n'r—‘[_:l”“ : ?H.2.2 coaga !
installer ;

nLnLn_l|'||'l

Mon May 18 ©5:38:14 UTC 5
Start ins n or upgrade of Guest Tools
lr'|‘+-1llr-'r .

Par .-sllH l s Guest Tools were installed successfully!

mspubadmin@mspub- lynol-wehél: /medias/cdrom$

20. To reboot the VM type the command:
sudo shutdown -r now
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Kali Linux 2026 Virtual Machine

Before creating a Virtual Machine for Kali Linux 2026.1, it is important to know the minimum system
requirements. These can be found on Kali Linux’s website, https://www.kali.org/docs/installation/. The
minimum requirements are: 1.0 GHz processor, 2 gigabytes of RAM, and 20 GB of storage.

1. Download the Kali Linux 2026.1 ISO file from Kali Linux’s website, https://www.kali.org/get-kali/#kali-
installer-images.

t}’ Installer Images

Kali Linux 2026.1 Changelog

2. In Parallels Control Center click on the “+” button to create a new virtual machine.
Control Center
B MSPUB-COLGERA-DMO1
B MSPUB-GLEEOK-DCO1
B MSPUB-LYNOL-WEBO1
B MSPUB-WS-VMO1-WIN
B MSPUB-WS-VM02-UBT

MSPUB-WS-VMO03-MAC

3. On the Create New window click on “Install Windows, Linux, or macOS from an image file.” Click
“Continue.” Click the “select a file...” hyperlink. Navigate to the Kali Linux 2026 ARM ISO file and click
“Open.” Parallels will automatically detect the operating system. Click “Continue.”

Create New Create New

Choose Manually
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Create New

ARM64 E

ARM64 B kali-linux-202...ller-armé4.iso

cisce4 B mac0S_26-Tahoe.iso

3 B ubuntu-26.04..top-armé4.iso
B ubuntu-26.04..ver-armé4.iso
B Win1_25H2_..Arm64_v2.iso
B WINSVR2025.is0

Drag an ISO or IPSW image file here ot

Find Automatically Installation files (*vhdx %iso *d...

Continue without a source Go Back New Folder Hide Options

Create New

& Kali Linux
Click Continue to begin the installation.
Find Automatically

Continue without a source Go Back Continue

4. On the Name and Location window name the new virtual machine “MSPUB-WS-VMO04-KAL.” Choose a
location to save the VM. Select “Customize settings before installation.” Click “Create.”

Name and Location

Name: MSPUB-WS-VMO04-KAL|

Save to: /Volumes/CSNT-C.. UB-WS-VM-04-KAL

<

11.81 GB of disk space will be used

Create alias on Mac desktop

v Customize settings before installation

Go Back Create

5. On the “MSPUB-WS-VM04-KAL” Configuration window click on “Hardware” on the top toolbar. For “CPU

& Memory” leave the defaults as, Processor “2” and Memory “2048 MB” (~2 GB).
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"MSPUB-WS-VM04-KAL" Configuration
(m]

opt

-] CPU & Memory
Processors: | 2 (Recommended) ¢
' Graphics

Memory: 2048 MB

B
@ Mouse &Keyboard ]

- aMB  1GB 4GB 16GB  64GB 128GB
) Shared Printers

& netvork Use Rosetta to run x86-64 binaries
Performance may be affected

.- Sound & Camera Advanced...

:" usB
g Hard Disk
-

Em

Restore Defaults

1‘\'\ Click the lock to prevent further changes.

6. On the left pane of the “MSPUB-WS-VMO04-KAL” Configuration window click on “Hard Disk.” Click
“Advanced.” Click “Properties...” Reduce the storage size to “25 GB.” Click “Apply.” Click “Continue” on
the warning message popup. Click close on the “Size Properties” window. Click “OK” on the Advanced
options window.

"MSPUB-WS-VM04-KAL" Configuration

w CPU & Memo!
= i Source: [ MSPUB-WS-VMO04-KAL-0.hdd ¢

! Graphics Disk capacity: 64 GB

-i Mouse & Keyboard Advanced...

|-| Shared Printers
s Network

.- Sound & Camera

Properties...

%i usB

Location: SATAO0:1 ¢
S Hard Disk

= Enable TRIM
n

= Click the lock to prevent further changes.

Cancel

Size: |25 GB

128 GB 512 GB

Do you want to continue?

Resizing the disk is se ve to power failures
and similar events. You're highly recommended
to back up "MSPUB-WS-VM04-KAL" before the

operation.

Continue

7. At the lower left of the left pane of the “MSPUB-WS-VMO03-KAL” Configuration window click on the “+”
button and select “Network.” Change the source of Network 2 to the predefined, “MSPUB.” Close the
“MSPUB-WS-VMO04-KAL” Configuration window by clicking the red circle in the upper left corner.
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N 0 r=y a

"MSPUB-WS-VMO04-KAL" Configuration

CPU & Memol
B i Source: [ MSPUB-WS-VMO04-KAL-0.hdd ¢

g Graphics Disk capacity: 25 GB

-} Mouse & Keyboard Lzl

|-| Shared Printers
s Network
..‘ Sound & Camera
:'* usB

? Hard Disk

-
o —

% Network
=, Printer to prevent further changes.

® Hard Disk
© CD/DVD
& Serial Port : 4 14 H H L

"MSPUB-WS-VM04-KAL" Configuration

fa ¢

@ network 1 Source: | MSPUB

._ Sound & Camera Network Conditioner

93 usB

g Hard Disk
=]
° CD/DVD

erial Port
Advanced...

Boot Order
o Network 2
=

|‘n Click the lock to prevent further changes.

8. Click “Continue” on the Virtual Machine Configuration window.

Virtual Machine Configuration

MSPUB-WS-VM04-KAL

Configure...

Continue

9. The virtual machine will automatically boot.

Starting Kali Linux

Restore Defaults
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Kali Linux Install & Setup

1. Once the Kali Linux installer has booted up, use the arrow keys to select “Graphical install” and press
enter to continue.

GNU GRUB

2. Once the installer graphical installer launched select a language, in this case English has been selected.
Click “Continue.”

Select a language

- canala

- EX(ES)
- ()
- Hrvatski

sed on the language you selected. Choose “other* If your location s not listed.
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4. Select a keyboard key mapping language, in this case “American English” is selected. Click “Continue.”

Configure the keyboard
Keymap to use:

rmeranzgin ]

Albantan

Load installer components from installation media

(PRIl components

Retrieving tzsetup-udeb

6. Choose “eth0:Ethernet” as the network adapter. Click “Continue."

Configure the network

[ screenshot | [ GoBack || continue
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7. Enter the hosthame “MSPUB-WS-VMO04-KAL.” Click “Continue.”

Screenshot | [ GoBack \

8. Change the domain name as "masterswordpub.net." Click “Continue.”

\ [

=y <

Configure the network
is the part of your Internet address to the right of your host name. It is often something that ends in .com, .net, .edu,
setting up a home network, you can make something up, but make sure you use the same domain name on all your
| Screenshot | GoBack \

9. Create a new user using the following information, and click “Continue” when completed:
*  Full Name of the new user: MSPUB Administrator
* Username for your account: mspubadmin
*  Choose a password: CSNT253_2026#
* Re-enter password: CSNT253_2026#

Set up users and passwords
To—
for his user a5 well 25 any
me should stat with 2 lower-case letzer, which can
( screenshor | Go Back
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10. Select the time zone the machine is in, in this case “Pacific” has been selected. Click “Continue.”

Configure the clock

| screenshot |

11. For Partition disks select “Guided - use entire disk.” Click “Continue.” Click “Continue” again.

uide you through p:
you will still have
k and set up LVM
Guid k and set up encrypted LVM
Manual
 screenshot | [ Hep |

| GoBack | continut

SCSI1 (0,0,0) (sda) - 26.8 GB ATA MSPUB-WS-VM04-KA'
(saenshn ) (conane ) (o)

Partition disks

Selected for partitioning:

small-disk (< 10GB) partitioning scheme

>

13. On the confirmation screen select “Finish partitioning and write changes to disk.” Click “Continue.” Select
“Yes” on the second confirmation screen. Click “Continue.”
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Partition disks

Partition disks

This s an overview of your currently configured partitions and mount points Select a partition to modify its settings (file system, mount point, etc.), a free
space to create partitions, or a device to iitialze ts partition table.

If you continue, the changes listed below will be written to the disks. Otherwise, you will be able to make further changes manually.
The partition tables of the following devices are changed:
Guided partitioning 5CS11(0,0,0) (sda)
Configure software RAID The following partitions are going to be formatted:
Configure the Logical Volume Manager partition #2 of SCS| 0) (sda) as ESP
partition #3 of SCs| 0) (sda) as exta
Configure encrypted volumes
Configure iSCS1 volumes

partition #4 of SCSI1 (0,0,
Write the changes to disks?

= SCSI1(0,0,0) (sda) - 26.8 GB ATA MSPUB-WS-VM04-KA

1oms FREE SPACE

> 16.8M8

> % 1068 f Esp

> #3 20468 f exta 1

> 4 1468 f swap swap
> 1omB FREE SPACE

[ screenshot | [ melp | [ GoBack

| screenshot |

Install the base system

Extracting utiklinux...

15. For the Software selection install the defaults and click continue. The software packages will be installed.

Software selection

Select and install software

At the moment, only the core of the system is installed. The default selections below will install Kali Linux with its standard desktop
environment and the default tools.

You can customize it by choosing a different desktop environment or a different collection of tools.
Choose software to install:

e Select and install software
7] Desktop environment [selecting this item has no effect]
Xfce (Kall's default desktop environment)

Retrieving file 906 of 2645 (34s remaining)
[ ... GNOME

[ ... KDE Plasma
) Collection of tools [selecting this item has no effect]
.. 10p10 - the 10 most popular tools

... default - recommended tools (available in the live system)

| Screenshot |
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16. Once the installation completes click “Continue.” To restart the VM.

( screenshot Go Back \

17. Parallels Tools is nhot compatible with Kali Linux 2026. They will not be installed in this VM.

The Master Sword Publishing Virtual Machine Environment is now complete. All VMs will be contained in

Parallels Control Center.

B MSPUB-COLGERA-DMO1

B MSPUB-GLEEOK-DCO1

B MSPUB-LYNEL-WEBO1

B MSPUB-WS-VMO1-WIN

B MSPUB-WS-VM02-UBT

MSPUB-WS-VM03-MAC

B MSPUB-WS-VMO04-KAL
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MSPUB Active Directory & DNS Deployment

Scenario Information

Master Sword Publishing (MSPUB) recently expanded their on-premises infrastructure and hired an internal IT
team to implement centralized authentication, user management, and internal name resolution services using
Microsoft Server 2025 Active Directory Domain Services (AD DS) and Domain Name System (DNS).
Previously, all workstations operated independently using local user accounts, making account management,
workstation access, and resource administration difficult to maintain across the organization. MSPUB
management requested that all employees be able to securely log into any authorized workstation within the
organization using centralized domain credentials. To improve administrative efficiency and support future
infrastructure growth, MSPUB selected the custom domain name: masterswordpub.net.

The MSPUB IT Department has been assigned the responsibility of configuring the first domain controller,
MSPUB-GLEEOK-DCO01, to host Active Directory Domain Services (AD DS) and DNS services for the
environment. The environment currently contains ten employees distributed across four organization
departments:

+ Administration

+ Publishing

« Information Technology/Security Operations

+ Online Services

The following objectives have been identified for the initial deployment phase:
- Configure AD DS
- Configure integrated DNS services
+ Promote MSPUB-GLEEOK-DCO01 to a domain controller
+ Create the masterswordpub.net domain forest
- Create Organizational Units (OUs) for each department
- Create employee user accounts
- Configure workstation domain membership
« Validate DNS name resolution and domain authentication
« Verify users can authenticate to domain-joined workstations

The IT Department has requested an employee roster to help determine user names and import user
information.

Name User Name Department Title

Zelda Princess z.princess Administration Owner

Impa Sheikah i.sheikah Administration CFO

Purah Sheikah p.sheikah Information Technology/ Director
Cyberseucirty

Robbie Sheikah r.sheikah Information Technology/ Help Desk Assistant
Cyberseucirty

Link Hero I.hero Information Technology/ Cybersecurity Administrator
Cyberseucirty

Midna Twili m.twili Online Services Senior Developer

Sidon Zora s.zora Publishing Manager

Riju Gerudo r.gerudo Publishing Editor

Yunobo Goron y.goron Publishing Writer

Tulin Rito t.rito Publishing lllustrator
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Users will be given a temporary password of Hyrul3W@rr10r$ which a change password request will be
executed upon first login.

Installation and Configuration of DNS and AD DS
The IT Department configured MSPUB-GLEEOK-DCO1 as follows:

1. Log into MSPUB-GLEEOK-DCO1 as the Administrator using the password “CSNT253_2026#".

Administrator

Welcome

2. Server Manager will automatically open. In server manager install the resources AD DS and DNS.
1. In Server Manger click “Manage” and select “Add Roles and Features.”

T Server Manager

Server Manager * Dashboard

Add Roles and Features

Remove Roles and Features
WELCOME TO SERVER MANAGER

I
122 Dashboard Add Servers

Create Server Group
ﬂ Configure this local server Cava b
2 Ad

d roles and features

0 Local Server

W& File and Storage Services b

WHAT'S NEW

LEARN MORE

ROLES AND SERVER GROUPS

Rol Server groups: 1 | Servers total: 1
Services
@ Manageability @® Manageability
Events Events
Performance Services
BPA results Performance

BPA results

5:47 PM

28 Q sercn E =@ Do® e




Part 1: Software Essentials & Hardware: Home Lab & Troubleshooting

2. On the Before you begin screen click “Next.”

ityou any of the ng
complete the steps, and then run the wizard again.

To continue, click Next.

[ Skipthis page by defautt

Events
Performancs 2
BPA results Performance
8P results
28 Q search @@L Co@ o

5/18/2026

3. For Select installation type select “Role-based or feature-based installation.” Click “Next.”

esktop Infrastructure (VDI) to create a virtual machine-based

Hide
Events
Performance
BPA results Performance

BPA results
- - = 3 ssaem
B  Q search E @@L D@ g

4. For Select destination, “Select a server from the server pool” is selected as well as “MSPUB-GLEEOK-
DCO01.” Click “Next.”

T Add Roles and Features Wizard

Select destination server

Select

Do w55V

5/18/2026

5. For the Select server roles select the following services to be installed:
+ Tick “Active Directory Domain Services” (AD DS)
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+ On the Add feature window ensure “Include management tools” is ticked, then click “Add

Features.”

[ Add Roles and Features Wizard

Add features that are required for Active Directory
Domain Services?

You cannot install Active Directory Domain Services unless the
following role services or features are also installed.

[Tools] Group Policy Management
4 Remote Server Administration Tools
4 Role Administration Tools
4 AD DS and AD LDS Tools
Active Directory module for Windows PowerShell
4 AD DS Tools
[Tools] Active Directory Administrative Center

[Tools] AD DS Snap-Ins and Command-Line Tools

Include management tools (if applicable)

l Add Features l| Cancel |

* Tick “DNS Server”

X

On the Add feature window ensure “Include management tools” is ticked, t hen click “Add

Features.”

Ea Add Roles and Features Wizard

Add features that are required for DNS Server?

The following tools are required to manage this feature, but do not
have to be installed on the same server.

4 Remote Server Administration Tools
4 Role Administration Tools
[Tools] DNS Server Tools

Include management tools (if applicable)

IAdd Features I| Cancel |

+ On the Validation Results warning dialog (if prompted), click “Continue.”

X

[ Add Roles and Features Wizard

1\ Validation Results

The validation process found problems on the server to which you want to install features.

Click Continue to install the selected features anyway, or click Cancel to select different

features.

Validation ¢

Results

OF! MSPUB-GLEEOK-DCO1

No static IP addresses were found on this computer. If the IP address changes, clients
might not be able to contact this server. Please configure a static IP address on this
computer before installing DNS Server.

X

{ Continue Cancel
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Click “Next: once all features have been selected.

T Add Roles and Features Wizard

Select server roles

Before You Begin

Installation

Confirmation

Select one or more roles to install on the selected server.
Roles

Jml, Active Directory Certificate Services

ctive Directory Domain Services
Active Directory Federation Services
[J Active Directory Lightweight Directory Services
[J Active Directory Rights Management Services
[] Device Health Attestation

DHCP Server
S Server
Fax Server

I [m] File and Storage Services (1 of 12 installed)
[ Host Guardian Service
[ Hyper-v
(] Network Policy and Access Services
[ Print and Document Services
[] Remote Access
[J Remote Desktop Services
[ Volume Activation Services
[J Web Server (IIS)
[J Windows Deployment Services

Description

Domain Name System (DNS) Server
provides name resolution for TCP/IP
networks. DNS Server is easier to
manage when it is installed on the
same server as Active Directory
Domain Services. If you select the
Active Directory Domain Services
role, you can install and configure
DNS Server and Active Directory
Domain Services to work together.

Events Events

Performance Services

BPA results Performance
BPA results

Q Search [ €]

=eL

o =

Hide

6:35PM
5/18/2026

6. No additional features will be installed at this time, click “Next.”

s Add Roles and Festures Wizard

Select features

efore Yo

Select one or more features to install on the selected server,

Features

v O
(8] NET Framework 48 Features (2 of 7 nstaled)
[ Background Inteligent Transfer Senvice (8ITS)
] BitLocker Drve Encryption
[ Bitlocker Network Unlock
[ BranchCache
[ Client for NFS
O Containers.
] Data Center 8ridging
[ Direct lay
[ Enhanced Storage.
[ Feilover Clustering

[ Group Policy Management Hide
(0] Host Guardian Hyper- Support
] V0 Qualty of Senv
] 15 Hostable Web Core
] Internet Printing Client
] 1P Address Management (IPAM) Server
1 LPR Port Monitor
Events |
Performance Bl serviees
BPA results Performance
BPA results
= = s38pm
Q search L =CR HO® e

View  Help

Description

NET Framework 35 combines the
powerof the NET Framework 20
APz vith new technologies for
building spplications that offer
appealing user interfaces, protect
your customers' personal identity
information, enable seamiess and
secure communication, snd provide
the abilty to model arange of
business processes.
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7. Read over the information on Active Directory Domain Services, then click “Next.”

& Server Manage

P Add Roles and Features Wizard

View

Active Directory Domain Services

Active Directory Domain Services (AD DS) stores information about users, computers, and other devices
on the network. AD DS helps administrators securely manage this information and faciitates resource
sharing and collaboration between users.

Things to note:

To help ensure that users can stil log on to the network in the case of a server outage, install 2
minimum of two domain controllers for 2 domai

AD DS requires a DNS server to be installed on the network. If you do not have a DNS server
instalied, you will be prompted to instal the DNS Server role on this machine.

Azure Active Directory,

e access management, porting, single sign-on to cloud

Hide

Events Events

pertormance sevices

8PA resuits Pertormance
8PA resits

saomm
D08 s

B8  Q search

u =@

T

8. Read over the DNS Server information, then click “Next.”

T Add Roles and Features Wizard

Tools  View  Help

DNS Server

Domain Name System (DNS) provides a standard method for associating names vith numeric Internet
addresses. This maks

refer «

names instead of a long series of numbers. In addition, DNS provides a hierarchical namespace,
ensuring that each host name will be unique across 2 local or wide-area network. Windows DNS services
can be integrated with Dynamic Host Configuration Protocol (DHCP) senices on Windows, eliminating
the need to add DNS records as computers are added to the network

om

Things to note:

olicates DNS data
along with other Directory Service data, making it easier to manage DN,

Active Directory Domain Services requires a DNS server to be installed on the network. I you are
installing a domain controller, you can also instal the DN Server role using Active Directory Domain
Services Instalation Wizard by selecting the Active Directory Domain Services rol.

Hide

] [

Events Events
Performance Services
BPA results Performance

BPA results
B8 Q search

n e L Do 52

5/18/2026

9. Look over the Confirm installation selections. Tick “Restart the destination server automatically if
required.” On the warning dialog box click “Yes.” Click “Install”

fa Add Roles and Features Wizard

Tools  View  Hep
Confirm installation selections MEPLR-G15806. 5601
To nsal th following roles,rle snvices, or features on selected sever, cick nstal,

[] Restart the destination server automatically if required.

Optionsl features (such as admiristration toos) might be isplayed on this page because they hav
been selected automaticaly. f you do not want o nstal thse optional features, clck Previous to clear
thercheck bores.

Active Directory Domain Sevices

ONS Server

Group Policy Management
Remote Server Administration Tools
Role Adminiztration Tools
AD DS and AD LDS Tools
Active Directory module for Windows Powershell e
AD DS Tools
Active Directory Adrmiristrative Center

AD DS Snap-Ins and Command-Line Tools
Manananans

Export configuratin setings
. Add Roles and Features Wizard
] Events Bl e
| If a restart is required, this server restarts automatically, Betiommance Setvices
without additional notifications. Do you want to allow BRATESUIE Eedionance
automatic restarts? BRI

B Qs I Qow Som
T ———
I ves ||| No I
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10. The new Server Roles will be installed. This may take several minutes to complete.

R

28 Q search na @i Cowe oo

T Add Roles and Features Wizard

Installation progress

e
hctie Diecory Administatv Center
[—— openthi
ocatons i the copmand s and Tk D,
-
Events Event:
Service Services
Perform: Perform:
BPA lts BPA ts
= - = = RGPy
B Qsean B ECL To®

12. The new roles will be displayed under Roles and Server Groups within Server Manager. Ignore the flag

with the attention icon for now, AD DS will be configured later. First DNS will be configured.

@)l f'A Misge  Took  View  Help

£ DNs
W& File and Storage Services b
WHAT'S NEW

LEARN MORE

ROLES AND SERVER GROUPS
Roles:3 | Server groups: 1 | Servers tot

il AoDs 1

@® Manageability

BPA results

28 Q search T FE D iopimaes

3. Before configuring DNS, a Static IP address needs to be set for MSPUB-GLEEOK-DCO1.
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1. Right-click the “Windows charm” and select “Settings.”

Installed apps
Maobility Center
Power Options

Event Viewer

System

Device Manager
Network Connections

Disk Management

Computer Management
Terminal

Terminal (Admin)

Task Manager

Settings

File Exu\or&

Search

Run

Shutdownorsignout >

Desktop

7526w
Qo

2.

& setings Q Find a setting

Network & internet

L4
B system Ethernet

z I Rinentcon, 1 rd oS scings,metred nework D
©  Buetooth & devices

vn
1@ Netuora miamat @ L comect, manoge ’

/ Personalization

B Aops

o> Arplne mode SO S

Accounts
D Time &language

S
5
K Accessibiity
@
(]

N
B Qo S Y Qaw o

®  Administrator Network & internet > Advanced network settings
@ Loalsccount
Network adapters
o Spem Cp Pl tar Dissble v
evork | Parallels Vit theret Ada
@ Bluetooth & devices
| ¥ Network & internet 9 5'"":"‘*‘2 Disable ~
/ Personalization
Meda stte:
B Apps Bytes sent:

Bytes received: 71

Accounts °
Link speec: 10 (Gbps)

® Time &language Duration: 023229

.
s
S

K Accessibility

9

Privacy & security
Windows Update View additional properties >

More adapter options Edit

B G
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4. In Rename your hardware type, “MSPUB-NET” and click “Save.”

Rename your hardware

You can use a combination of letters, hyphens, spaces, and numbers.

Current name: Ethernet 2

MSPUB-NET < x

1 Save || Cancel

5. In Settings > Network & internet > Advanced network settings > MSPUB-NET, under More adapter
options, click “Edit.”

®  Administrator Network & internet > Advanced network settings
@ Loalhccomt
Network adapters
S Disable v
dopter
O Bluetooth & devices
| ¥ Network & internet Disable ~
/ Personalization
B Aps
& Accounts
D Time &language
K Accessivility
Rename ths adapter Rename
& Privacy & security
O T View additonal properties >
More adapter options
More setting:
Advanced sh N
Change
= earc ) 5
Bl Q search DO ® gm0

6. Inthe MSPUB-NET Properties windows double-click “Internet Protocol Version 4 (TCP/IPv4).”

< MSPUB-NET Properties X
Networking  Sharing
/
Connect using:
[ Parallels VitlO Ethemet Adapter #2 b
This connection uses the following items: F
l
4 I:Cllent for Microsoft Networks
. DFI|E and Printer Shanng for Microsoft Networks
E-I ot -
I Intemet Pnotocol Verson 4 (TCP/IPvé) | |
Adapter Muttiplexor Protocol t
4. Microsoft LLDP Protocol Driver
. Intemet Protocol Version 6 (TCP/IPv6) )
E
Install... ninsta Properties
Description £
Transmission Control Protocol/Intemet Protocol. The default L
wide area network protocol that provides communication
across diverse interconnected networks. L
OK Cancel F

7. Inthe Internet Protocol Version 4 (TCP/IPv4) Properties windows configure the following:
+ Select “Use the following IP address:
* IP address: 10.0.0.11
* Subneet mask: 255.255.0.0
* Default gateway: 10.0.0.1
+ Select “Use the following DNS server addresses”
* Preferred DNS server: 10.0.0.11
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* Alternate DNS server: 10.0.0.12
+ Once al fields have been configured click “OK.”

oot i

i Internet Protocol Version 4 (TCP/IPv4) Properties

General

You can get IP settings assigned automatically if your network supports

this capability. Otherwise, you need to ask your network administrator

for the appropriate IP settings.

() Obtain an IP address automatically
se the following IP address:

IP address: ‘ 10 .

0

o

X

.11\4—

Subnet mask: | 255.255. 0 . 0 \4— ,

Default gateway: ‘ 0.0.0
Obtain DNS server address automatically
@se the following DNS server addresses:
Preferred DNS server: ‘ 0.0 .0
Alternate DNS server: ‘ 0.0 .0
(] validate settings upon exit

Cancel

1\4—

.11\4—
.121\4—

Advanced...

8. Back on the MSPUB-NET properties window click “OK.” The IP Address and DNS settings have been
configured. For this lab it is okay that MSPUB-NET has no internet connection, Parallels NAT gives the
VM internet access.

{ MSPUB-NET Properties X

Networking ~ Sharing

Connect using:

[ Parallels VitlO Ethemet Adapter #2

This connection uses the following items:

EH Client for Microsoft Networks

? File and Printer Sharing for Microsoft Networks
T3 QoS Packet Scheduler

B et Protocol Version 4 (TCP/IPv4) | '
[ s Microsoft Network Adapter Multiplexor Protocol
4 Microsoft LLDP Protocol Driver

4 Intemet Protocol Version 6 (TCP/IPv6)

Install.... Uninstal Properties
Description

Transmission Control Protocol/Intemet Protocol. The default
wide area network protocol that provides communication
across diverse interconnected networks.

T IVaLY O JTUurTTY

& settings

@  Administrator
W Local Account
System
Bluetooth & devices
| @ Network & internet
Personalization
Apps
Accounts
Time & language
Accessibility
Privacy & security

-
3]
v
7/
1
)
)
x
]
®

Windows Update

Q_ Find a setting

am
-n

Network & internet > Ethernet

IP assignment: Manua
1Pv4 address: 10001
1Pv4 mask:

1Pv4 gateway: 10.001

DNS server assignment: Manual

1Pv4 DNS servers: 10.0.0:11 (Unencrypted)
10001 rypted)

Aggregated link speed (Receive/  10/10 (Gbps)
Transmit).

Link-local IPv6 address: fe80::e82:3433:e142:dcb9%3
1Pv4 address: 100011
1Pv4 default gateway: 10,001
1Pv4 DNS servers: 10.0.0.11 (Unenc
10.0.0.1.
Manufacturer: Parallels International GmbH
Description: Parallels VirtlO Ethernet Adapter #2
Driver version: 100.2.0.0
Physical address (MAC): 00:1C:42:F7:74:48

& Give feedback

Q Search T F? {:}

Copy

3o @

820PM
5/18/2026

9. Close the Settings window by clicking the “X” in the upper right of the window.

4. If Server Manager was minimized, restore it from the Taskbar. Active Directory Domain Services (AD DS)

will be configured with the masterswrodpub.net domain.
1. In Server Manager click the “Flag” with the attention icon. There will be a Post-deployment

Configuration notification, click the “Promote this server to a domain controller” hyperlink.
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!
__ 5
20

WHAT'S NEW

W& File and Storage Services b

LEARN MORE

ROLES AND SERVER GROUPS
Roles:3 | Server groups: 1 | Servers tota

i ApoDs 1

@® Manageability

28 Q search n a3 @i Cowe o0

2. In Deployment configuration select “Add a new forest.” In the Root domain name field type
“masterswordpub.net" and click “Next.”

3. In Domain Controller Options configure the following:
* Forest functional level: Windows Server 2025
* Domain functional level: Windows Server 2025
* Tick: Domain Name System (DNS) server
* Tick: Global Catalog (GC)
* Password: CSNT253_2026#
*  Confirm Password: CSNT253_2026#
+ Once configured click “Next”

Server Manager * Dashboard

TARGET SERVER
MSPUB-GLEEOK-DCO1

rest and root domain

Windows Server 2025

B Qsea uae@ D& o
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+ Ignore the warning on DNS Options and click “Next.”

4. In Additional Options, change the NetBIOS domain name to “MSPUB” and click “Next.”

@I IVA Manage  Tools  View  Help

TARGET SERVER
MSPUB-GLEEOK-DCO1

i AllServers
il ADDS
& ONs

= csary
R File and Sto

BB ( Q search mEeL Dae o
T ———

6. In Review Options, scroll through to confirm the confirmation, if everything looks correct click “Next.”

I Servel
. TARGET SERVER
i aiseners | Review Options MSPUB-GLEEOK-DCO1
i ADDS

& ONs

5 File and Sto

e NetBIOS name of the domain: MSPUB

1 Level: Windows Server 2025

sl Level: Windows Server 2025

zzzzz

- = B 850 P
B Qs e ae [ Do ®

7. Active Directory Domain Services Configuration Wizard will run Prerequisites Checks. If the results

give you a green check mark towards the top click Install, if it shows anything else fix the issues. The

warnings shown in the results for this lab are normal and fine to proceed. Click “Install.” The
configuration will begin installation.
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[ f Active Directory Domain Services Configuration Wizard - o
1
. TARGET SERVER
Installation MSPUB-GLEEOK-DCO1
5 TARGET SERVER
L ers | Prerequisites Check MSPUB-GLEEOK-DCO1 Progress
& ADDS
N Configuring the DNS Server service on this computer,
& DNS [@ Aiprer B T )
R File and Sto
ice
tion
[E— f\ A delegation for this DNS

e end of the promotion operation.

More about installation options

504 PM

B Qse [ERS B P

8. Once the installation has completed, the server will reboot automatically. It may take several minutes
while it finishes applying the AD DS settings. Once the server restarts AD DS should now be setup. To
login type the NetBIOS with the username “MSPUB/Administrator” using the password

“CSNT253_2026#".

MSPUB\Administrator

9. Verify that DNS show the masterswordpub.net Forward Lookup Zones by:

1.

Clicking “Tools” in Server Manager and selecting “DNS.”

WELCOME TO SERVER MANAGER

s
il ADDS
& oNs QUICK START

B Fil and Storage Services >

WHAT'S NEW

LEARN MORE

ROLES AND SERVER GROUPS
Roles:3 | Server groups: 1 | Servers totl

il ADDs 1

® Manageabity
Everts
se
et

BPA results

BB Q sern

2. In DNS Manager expand “MSPUB-GLEEOK-DC” and selecting “Forward Lookup Zones.” It should

display, “_msdcs.masterswordpub.net" and “masterswordpub.net" and DNS has been setup
correctly during the AD DS installation. Close DNS Manager.
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£ NS Manager

View Help

File  Action

Type Status DNSSEC Status
dpub.net YActive Directory-Integrated Pr.. Running Not Signed
Jactive Directory-Integrated Pr.. Running Not Signed

Events Events
Services Services
Performance Performance
BPA results BPA results

2 Qow o

-
]
0
r
[}
(]
g

5. The masterswordpub.net FDQN (MSPUB NetBIOS) can now be configured with Organizational Units
(OUs), add clients, and users using Active Directory Users and Computers.

1. In Server Manager click “Tools” and select “Active Directory Users and Computers.”

WELCOME TO SERVER MANAGER

Actve
6 Configure this local ser|
QICK START

5§ Fil and Storage Services > and features

WHAT'S NEW

LEARN MORE
ROLES AND SERVER GROUPS
Roles:3 | Server groups: 1 | Servers

il Apops 1

307
D& o

2. In Active Directory Users and Computers, expand “masterswordpub.net” to show the default
Organizational Units (OUs). The only default OU that will be used is Computers. Custom ones will be
created for Servers, and each department. To create a new OU, right click the parent OU, hover over
“New,” and select “Organizational Unit.” The New Object -Organizational Unit opens, fill in the Name
of the OU and deselect “Protect container from accidental deletion,” and click “OK.” Create New OUs
within the appropriate OU hierarchy.

/SPUB-GLEEOK 0 A@e e L anmE.

Qs EEeL > Towe 00w

* masterswordpub.net
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+  Computers

* Servers (Create)

* Departments (Create)
+ Administration (Create)
+ IT-SecOp (Create)
* Online-Services (Create)
* Publishing (Create)

- This is what the structure will look like:

] Active Directory Users and Com
> | Saved Queries
v [ masterswordpub.net|
> ] Builtin
Computers

2| Domain Controllers
ForeignSecurityPrincipal:
Managed Service Accour,
Users

Servers

Departments

= | Administration
o IT-SecOp

2| Online-Services
3 Publishing

ESL AN I BMLE NN

3. The Employee user accounts will need to be added to each of their respective Department OU. To
create a new user right click the Department OU, hover-over “New”, select “User.” In the New Object -
User window enter in the users First Name, Last Name, Full Name, and User logon Name (f.lastname),
then click “Next.” Enter the default password, “Hyrul3W@rr10r$” and confirm it. Tick, “User must
change password at next logon,” then click “Next.” Verify the information, and click “Finish.” Use the
Employee Roster to add all 10 user accounts.

MSPUB-GLEEC

] Active Directory Users and Computers = a X
File Action View Help
e 2@E O/ XDo= Bm B eaEaTE%s
[ Active Directory Users and Com
] Adtve e Ty Name Type Description e «
v v “E":S . 151 Administrati... Organizational...
v M '““;”;‘f‘"’ pub.net S11T-SecOp  Organizational... R Con b
7 o Buin 127 Online-Servi... Organizational... =
“| Computers + Publich Oremivational ]
57 Domain Controllers v Publishing rganizational.. st nam: L s
> [] ForeignSecurityPrincipals Lot rame e —
> [] Managed Service Accour| Fullname. mm\!:
7| Users O
ot Rem——
User logon name (pre-Windows 20001
Delegate Control... usPUB T ==
Move...
5 publishi] __Find =
New > Computer
All Tasks > Contact ! New Oec - ser x
G {
View > = R Crsen mosesvorkub net/Depatmerts
InetOrgPerson bt
Cut msDS-ShadowPrincifalContainer r—
Delete mslmaging-PSPs.
Renaine MSMQ Queuelias
Refresh
Export List...
Properties
Shared Folder
Help > (™ Coce
Create a new object...
[ ] o - — = 10:15 PM
mm Q Search E = e = ¢ 0o @& 5/18/2026

The users should in each department OU as follows:

86



Part 1: Software Essentials & Hardware: Home Lab & Troubleshooting

] Active Directory Users and Com|| Name ] Active Directory Users and Com e
> ;J Saved Querijs . Impa Sheikah i ;3 :::tis;:?:;ub . &, Purah Sheikah
v 3 rTastel.'szor pub.net 5Zelda Princess > I Buitin ' E)Robbie Shei...
> __J Builtin ._"J Computers &, Link Hero
| Computers §
2| Domain Controllers 2. Domain Controllers
- . o . > [ ForeignSecurityPrincipal:
> || ForeignSecurityPrincipal: 8 j Manag ed Serv?;e A“zu'
> || Managed Service Accour = Usersg
| Users = g
o |4 Servers
AJ Servers v 2| Departments
v [ Departments 2| Administration
Administration | =1 IT-SecOp

] Active Directory Users and Com|| Name
> [ Saved Queries
v 3 masterswordpub.net

> [ Builtin
[] Computers
2] Domain Controllers
> [ ] ForeignSecurityPrincipals
> [ 1 Managed Service Accour,
[] Users
(2] Servers
v (3] Departments
2] Administration

2] IT-SecOp

4. Computers and servers will need to have placeholders added to their respective OUs. To add a new

] Active Directory Users and Com|| Name
> [ Saved Queries
v 3 masterswordpub.net

> [ Builtin
Computers
Domain Controllers
ForeignSecurityPrincipal:
Managed Service Accour

% Riju Gerudo
E) Sidon Zora
&Tulin Rito
Vunobo Goron

Users

Servers
Departments

21 Administration
(2] IT-SecOp

5| Online-Services
= | Publishing |

EEDDDERE

Computer right click the OU, hover-over “New,” and click “Computer.” In the New Object - Computer
window enter in the unique computer name, then click “OK.”

] Active Directory Users and Computers = X
File Action View Help
e @ 0 XDz Bm3eETaR
T Active Directory Users and Com|| Name Type Description
> (] Saved Queries ! New Object -Computer x
v (3 masterswordpub.net There are no items to sH
i N cesen: mastrsodubaetConuters
Delegate Control... r——
Find.. MPLBANQUEAE
Compute name e Widons 2000):
[T
All Tasks, > Contact e
s or g
Refresh GEp Dt Dol i =
InetOrgPerson o
Properties msDS-KeyCredential
Help msDS-ResourcePropertyList
msDS-ShadowPrincipalContainer E o= L2
mslmaging-PSPs
MSMQ Queue Alias
Printer
User
Shared Folder
Create a new object...
- i = (B < 11:05 PM
2R Q search [T I e B 7 Soe e

Add the following Computer in their respective OUs:

« Servers:

+  MSPUB-COLGERA-DMO1
+  MSPUB-LYNEL-WEBO1

- Computers:

«  MSPUB-WS-VMO01-WIN
+  MSPUB-WS-VM02-UBT
+  MSPUB-WS-VM03-MAC
+  MSPUB-WS-VM04-KAL
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« The structure should look like this:

I Active Directory Users and Com
> | Saved Queries
v 3 masterswordpub.net

> | Builtin

1% MSPUB-COLGERA-DMO1
1% MSPUB-LYNOL-WEBO1

| Computers

=] Domain Controllers
> || ForeignSecurityPrincipals
> || Managed Service Accour

53 Servens]

5. Close Active Directory Users and Computers.

] Active Directory Users and Com
> ] Saved Queries
v 3 masterswordpub.net

> [ ] Builtin
| Computers
2| Domain Controllers

Name

1% MSPUB-WS-VMO1-WIN
1 MSPUB-WS-VMO02-UBT
1 MSPUB-WS-VMO3-MAC
MSPUB-WS-VMO4-KAL
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MSPUB Network: IP Addressing, DNS Configuration Settings,

& Domain Join

Scenario Infoformation

With the new implementations of MSPUB-GLEEOK-DCO1 using Active Directory Domain Services (AD DS)

and DNS, the client machines and additional two servers need to be configured. New IP schema needs to be
configured, DNS settings need to be updated, as well as the systems joining the new Domain Services.

MSPUB-GLEEOK-DCO1 DNS & AD DS Settings:

FQDN NetBIOS IP Address Router/Gateway Subnet Mask DNS
10.0.0.11
masterswordpub.net MSPUB 10.0.0.11 10.0.0.1 255.255.0.0
10.0.0.12
The following settings will be configured on each of the 4 client devices:
Hostname IP Address Router/Gateway Subnet Mask DNS
10.0.0.11
MSPUB-WS-VM01-WIN 10.0.0.101 10.0.0.1 255.255.0.0
10.0.0.12
10.0.0.11
MSPUB-WS-VM02-UBT 10.0.0.102 10.0.01 255.255.0.0 10.0.0.12
10.0.0.11
MSPUB-WS-VM03-MAC 10.0.0.103 10.0.0.1 255.255.0.0 10.0.0.12
10.0.0.11
MSPUB-WS-VM04-KAL 10.0.0.104 10.0.0.1 255.255.0.0 10.0.0.12
10.0.0.11
MSPUB-COLGERA-DMO01 10.0.0.12 10.0.0.1 255.255.0.0 10.0.0.12
10.0.0.11
MSPUB-LYNEL-WEBO1 10.0.0.13 10.0.0.1 255.255.0.0 10.0.0.12

Configuring Network Settings in Windows 11

The Windows client MSPUB-WS-VMO01-WIN will be configured with a Static IP address 10.0.0.101 and must
point to the DNS server configured on MSPUB-GLEEOK-DCO01, 10.0.0.11, to be able to connect to the Active

Directory.

1. Log into MSPUB-WS-VMO01-WIN using the “mspubadmin” user and type the password

“CSNT253_20264#".
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2. On the taskbar right click the “Network icon” and select “Network and Internet settings.”

& Diagnose network problems
@ Perform speed test

83 Network and Internet settings

1330w
h & 5/18/2026

3. On Network & internet settings click “Advanced network settings.”

Settings Q_ Find a setting = B0R
@  mspubadmin Network & internet
@ Lol Accouns
ded |
ey
} Home ? Ethernet 2 © Properties @ Drausoe 5
; intern ublc etwork <18, ast 30 doys
B Sem No internet Publicnet W8, 2530 6
©  Bluetooth & devices
Network & internet Ethenet
{ 7 ienseaton, 1 and O seings, metered neswrk >

v
7 Personalization

ven
B apes 0] . >

Add, connect, manage

Accounts

o Aiplane mode ) >
D Time &language Stop wireless communication
 Gaming
g o N
Proxy server for Wi-Fi and Ethernet cannections

Privacy & security

e
)
=
K Accessivility
9
(]

Windows Update

BB Q searcn S L. C8 o3 ~ & Qo S50

4. On Advanced network settings expand “Ethernet 2.” Under Rename this adapter click “Rename.” Change
the name to “MSPUB-NET” and click “Save.”

& setings Q Find a setting = & =
@  mspubadmin Network & internet > Advanced network settings
W Loc Accont
Network adapters
) Home
faralles VirtlO Ethernet Adapter #2 L ~
o system
0 Bustootn & devices e G
Bytes sent 18297
| ¥ Network & intemet Bytes received: 46,948
Link speed: 10 (Gbps)
7/ BT Duration: 001332
B Acps
& rccouns Renam this adapter ]
P Time & language View additional properties > Rename your hardware
—) Cai More adapter options Edit P
% You can use a combination of letters, hyphens, spaces, and numbers.
Accessibity
Parallels NAT
@ Privacy & security G ek ot vt Ethenet Adaper L v
" POt A Current name: Ethernet 2
@ Windows Update
More settings MSPUB-NET| <— X
Advanced sharing settings. 5
enge network diacovery and shaing setings

@m 28 Q search S 208 (:) ~ & Qo 220
S —— I

Save I Cancel
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5. Ethernet 2 has been renamed to MSPUB-NET. Under More adapter options click “Edit.”

& Settings Q_ Find a setting

@  mspubadmin Network & internet > Advanced network settings

w Local Account
Network adapters

) Home W] MSPUB-NET S R
Unidentified nefyrk | Parallels VirtlO Ethernet Adapter #2

B System
a . Media state: Enabled
Bytes sent: 24,559
| ¥ Network & internet Bytes received: 68,560
Link speed: 10 (Gbps)
/ Personalization .
Duration: 00:18:15
B Apps
'Y Rename this adapter Rename
@ Accounts
‘L’ Time & language View additional properties >

#9 Gaming X )
More adapter options Edit

* Accessibility

Parallels NAT .
) Privacy & security C Network | Parallels VirtiO Ethernet Adapter il h
@ Windows Update
More settings
Advanced sharing settings N
Change network discovery and sharing settings
v

2 um o = -~ 11:46 PM
< mm  Q Search @ [ Q - e . @ AR QQoes 5/18/2026

6. Inthe MSPUB-NET properties windows double click “Internet Protocol Version 4 (TCP/IPv4)”.
§ MSPUB-NET Properties X
Networking  Sharing

Connect using:

I? Parallels VitlO Ethemet Adapter #2 a

This connection uses the following items: p
L
&3 Client for Microsoft Networks
9 File and Printer Sharing for Microsoft Networks
59Q05 Packet Scheduler )
IR Intemet Protocol Version 4 (TCP/IPv4)
O . Microsoft Network Adapter Muttiplexor Protocol E
2 Microsoft LLDP Protocol Driver E
. Intemet Protocol Version 6 (TCP/IPv6)
L
dn " [
Install.. Uninstai
Description
Transmission Control Protocol/Intemet Protocol. The default
wide area network protocol that provides communication F
across diverse interconnected networks.
\

OK Cancel

7. In the Internet Protocol Version 4 (TCP/IPv4) Properties window configure the following:
+  Select “Use the following IP address:”
* |P address: 10.0.0.101
*  Subnet mask: 255.255.0.0
* Default gateway: 10.0.0.1
+ Select “Use the following DNS server address:
*  Preferred DNS Server: 10.0.0.11
* Alternate DNS Server: 10.0.0.12
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+ Once settings have been configured click “OK.”

[ e

1 Internet Protocol Version 4 (TCP/IPv4) Properties X

General

| You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator ]
H for the appropriate IP settings.

i () Obtain an IP address automatically |
Q.lse the following IP address:

{  IPaddress: | 10.0 .0 .101 \4— [
! Subnetmask: | 255.255. 0 . 0 \4—
Default gateway: ‘ 0.0 .0 1 ‘«

Obtain DNS server address automatically

@Jse the following DNS server addresses: i

.11 ‘4—
i 12] ‘« :
[[Jvalidate settings upon exit

\ Advanced...

ey

8. Click “OK” on the MSPUB-NET Properties. The IP and DNS settings are now applied. Close the Settings
window.

Preferred DNS server:

o

| 10.0

| 10.0

o

Alternate DNS server:

Cancel

& settings Q Find a setting = B
@  mspubadmin Network & internet > Ethernet
WP  ocal Account
Set a data limit to help control data usage on this network
Y Home
IP assignment: Manual
& system IPva address: 10.0.0101 e
i
9 e @ s 1Pv4 mask: 255.255.0.0
IPv4 gateway: 10.0.01
| ¥ Network & internet
J b lizati DNS server assignment: Manual
'ersonalization .
IPv4 DNS servers: 10.0.0.11 (Unencrypted) Edit
B oo 10.0.0.12 (Unencrypted)
: Accounts Aggregated link speed (Receive/  10/10 (Gbps) Copy
Transmit):
D Timea language Link-local IPv6 address: fe80::8cad:932a:dc3a:574f%14
IPv4 address: 10.0.0.101
£ i
) g IPv4 default gateway: 10,001
K Accessibility IPv4 DNS servers: 10.0.0.11 (Unencrypted)
10.0.0.12 (Unencrypted)
J Privacy & security Manufacturer: Parallels International GmbH
Description: Parallels VirtlO Ethernet Adapter #2
® Windows Update Driver version: 100200
Physical address (MAC): 00:1C:42:E9:D7:5F
g? Network "
Connected
o2 1] = = 11:58 PM
< mm Q Search “ L Q - e a @) AR Qoes 5/18/2026

Adding Windows 11 Client to the MSPUB Domain

Now that the DNS are configured, MSPUB-WS-VMO01-WIN can be added to the MSPUB Active Directory
hosted MSPUB-GLEEOK-DCO1.

9. Confirm that this client can look up the Domain Control and Ping the server by IP address.
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1.

From the Taskbar right click the “Windows charm” and click “Terminal.”

Disk Man:
Computer Management
Terminal

Task Manager

Settings

File Explorer

Search

AAAAAA
AR DO g

2. Enter in the following commands:

+  ping 10.0.0.11 - there should be no packet loss
+ nslookup MSPUB-GLEEOK-DCO1 - it should return with the IP address 10.0.0.11
+ Close the Terminal window.

1WN @ @ 0 &

B Qs SrLoa-.¢ca A w Qo 2w

10. This VM can now be added to the domain, using Terminal with administrative rights:

1.

Right click the “Windows charm” on the Taskbar and select “Terminal (Admin).” Click “Yes” on the
User Account Control (UAC) popup.

User Account Control

Do you want to allow this app to make
changes to your device?

Terminal

Verified publisher: Microsoft Corporation
File origin: Hard drive on this computer

Show more details

e

93



Part 1: Software Essentials & Hardware: Home Lab & Troubleshooting

2. In the Terminal type the following command and press enter:
Add-Computer -DomainName “masterswordpub.net" -Credential "MSPUB\Administrator" -Restart
When prompted enter in the password for MSPUB\Administrator account on the domain controller,
“CSNT253_2026#” and click “OK.”

LA A MSPUB-WS-VMO1-WIN & B S B L eam«s
(J B¥ Administrator: Windows Powt X + v _ a x

© Windows Terminal can be set as the default terminal application in your settings. Open Settings X

Windows PowerShell
Copyright (C) Microsoft Corporation. All rights reserved.

Install the latest PowerShell for new features and improvements! https://aka.ms/PSWindows

PS C:\Users\mspubadmin> Add-Computer

‘Windows PowerShell credential request ? X

=
- ?\

Enter your credentials.

User name: MSPUB\Administrator

password:

52° 1 B ”~, - - 1224 AM
B Qser &L 2.Co:x AR o

3. Type “Y” to accept the shortened computer name change and press enter. The VM will then restart. It
may take a few moments for the machine to restart and apply the domain’s Active Directory settings.

NetBIOS name will be truncated.
The NetBIOS name of the computer is limited to 15 bytes, which is 15 characters in this case. The NetBIOS
name will be shortened to "MSPUB-WS-VMO1-W", which may cause conflicts under NetBIOS name resolution. Do you

wish to continue?
[Y] vyes [N] No [S] Suspend [?] Help (default is "Y"): ﬂ

4. Once the machine reboots test that a user within the active directory can sign in by clicking “Other
User.” In the example it was tested using the username MSPUB\z.princess with the password,
“Hyrul3W@rr10r$”. Note: the user will be required to change their password, use “CSNT253_2026#".

Other user

s/

MSPUB Default Password: |l
User’s New Password:
User’s New Password: [N

Other user

MSPUB Username : [HS T uincnees
MSPUB Default Password : [I

i to: MSPUB
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5. MSPUB-WS-VMO01-WIN has successfully joined the masterswordpub.net domain. The user can now
login using their MSPUB username and password.

@  ZeldaPrincess
2 princess@masterswor

Manage my account

Configuring Network Settings in Ubuntu Desktop

The Ubuntu Desktop client MSPUB-WS-VMO02-UBT will be configured with a Static IP address, 10.0.0.102
and must point to the DNS server configured on MSPUB-GLEEOK-DCO01, 10.0.0.11, to be able to connect to

the Active Directory.

1. On MSPUB-WS-VMO02-UBT login using the “MSPUB Administrator” account using the password
“CSNT253_2026#.”

(G

MSPUB Administrator

<) Ubuntu
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2. Click on the “Indicators menu” in the top right. Click on “Wired” (will display as Wireless if connected to
WiFi instead). Click on “Weird Settings.”

e Wired Connections

& Ethernet (enposs)

2 Ethernet (enp0s6)

Wired settings

Q

Settings

*
4

S Network
— Ethernet (enp0ss) 4
B sluetooth
comeced © o
0 Displays
— Ethernet (enp0se) 4
b Soun
® power Connected [ o))

© Multitasking
VPN +

@ Appearance

@ ® B |

@ Ubuntu Desktop
# Apps Gy

L Notifications = Proxy >
Q search

& online Accounts

= sharing

@ Wellbeing

() Mouse & Touchpad

4. In the Network Options: Wired window click the “Identify” tab. Rename the “Wired connection 1” to
“MSPUB-NET.”

;* Q Settings. = Network - 8 x

G ... .
B sle

= wired oo )
D DR  petsits s P security i

O =l Name [MsPUBNET

@® Power

y

MAC Address v

S CXE= Cloned Address v [’

B ® |

& Appear

MTU  automatic +

Ubunty

i {

2 Notific

Q search

& Online.

g Sharing

& Wellbeing

5. Click on the “IPv4” tab. Configure the following:
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8.

IPv4 Method: Manual
Addresses

« Address: 10.0.0.102

« Netmask: 255.255.0.0
- Gateway: 10.0.0.1

DNS: 10.0.0.11, 10.0.0.12
Click “Apply” once configured.

) Sound
® Power
© Multitas

(20 APPEAR  presses
B2

Ubuntu
10.0.0.102

# Apps *

Notifica

=

DNS
Search

Online

IPv4 Method

10.0.0.11, 10.0.0.12

L) DisplaYs  perails dentity IPV6 Security

Automatic (DHCP) Link-Local Only

OManuai Disable

Shared to other computers

255.255.0.0 10.0.0.1

g #

MSPUBWSVM02-UBT @ @ i @ @ @ N 0 ¢ 8 0 B « &
May 19 22:07 & 0 i@
Q Settings = Network - @ x
8 Network
Ethernet (enp0s5) aF
B Bluetoot* N
Cancel Wired m

Sharing

e A& D O

Wellbeing

() Mouse & Touchpad

Close the Settings window.

To confirm the new settings have been applied there is a command that will be used to check. Click on
the “Ubuntu charm” in the lower left corner of the taskbar and type “Terminal” in the search field. Click

“Terminal.”

In the Terminal window type, “ifconfig” and press enter. Look for enp0s6 and it will display the updated IP

address and subnet mask.
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@ 8 0
May 19 22:19 & @

$ ifconfig
flags=4163<UP ,BROAI T,RUNNING,MULTICAST> mtu 1500
inet 10.211.55.16 netmask 255.255.255.0 broadcast 10.211.55.255
inet6 fe80::21c:42ff:feSe:5fe6 prefixlen 64 scopeid @x20<l
inet6 fdb2 fae :21c:42ff:fesSe:5fe6 prefixlen 64 scopeid 0x0<global>

RX packets 85041 bytes 123892365 (123.8 MB)

RX errors 0 dropped © overruns 0 frame 0

TX packets 24372 bytes 1416748 (1.4 MB)

TX errors O dropped O overruns © carrier ® collisions @

_Lj ether 00:1 E txqueuelen 1000 (Ethernet)

enp0s6: flags=4163<UP,BROADCAST ,RUNNING,MULTICAST> mtu 1500
> broadcast 16.0.255.2
- TSe:/T1z prerixlen 64 scopeid ©x20:
:3c: txqueuelen 1000 (Ethernet)
bytes 186718 (186.7 KB)
RX errors 0 dropped @ overruns 0 frame 0
TX packets 755 bytes 90716 (96.7 KB)
TX errors 0 dropped 0 overruns @ carrier ® collisions @

lo: flags=73<UP,LOOPBACK,RUNNING> mtu 65536
inet 127.0.0.1 netmask 255.0.0.0
inet6 ::1 prefixlen 128 scopeid ©x10<host>
loop txqueuelen 1000 (Local Loopback)
RX packets 890 bytes 83660 (83.6 KB)
RX errors © dropped ® overruns 6 frame 0
TX packets 890 bytes 83660 (83.6 KB)
TX errors 0 dropped 0 overruns @ carrier ® collisions @

5[]

9. While Terminal is open make sure MSPUB-GLEEOK-DCO01 can be pinged and looked. Type the following
commands into Terminal:
* ping -¢ 5 10.0.0.11
* nslookup MSPUB-GLEEOK-DCO01
+ After pinging there should be no packet loss and nslook should resolve the IP address (10.0.0.11) for
MSPUB-GLEEOK-DCO1.

B
May 19 22:25

nin@MSPUE

:~$ ping -c 5 10.0.0.11
11) 56(84) bytes of data.
icmp_seg=1 ttl=128 time=0.733 ms

PING 10.0.0.11 .0
.1
.11: icmp_se ttl=128 time=0.810 ms
5 |
.1
.1

64 bytes from
64 bytes from

(1
10
10
64 bytes from 10
10
10

: icmp_seg=3 ttl=128 time=0.936 ms
i ttl=128 time=1.20 ms
ttl=128 time=1.18 ms

64 bytes from

0.
0.
0.
0.
0.
64 bytes from 0.

--- 10.0.0.11 ping statistics ---
5 packets transmitted, 5 received, packet loss, time 4085ms
ctt min/ava/max/mdev = A 733/0 970/1 _195/0 188 _ms

:~$ nslookup MSPUB-GLEEOK-DCO1
server: 127.0.0.53
Address: 127.0.0.53#53

Non-authoritative answer:

MSPUB-GLEEOK-DCO1.localdomain  canonical name = MSPUB-GLEEOK-DCO1.localdomain.
Name:  MSPUB-GLEEOK-DCO1.localdomain

Address: 10.0.0.5

MSPUB-GLEEOK-DCO1.localdomain  canonical name = MSPUB-GLEEOK-DCO1.localdomain.

:$|:|
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Adding Ubuntu Desktop to the MSPUB Domain

Now that the DNS are configured, MSPUB-WS-VM02-UBT can be added to the MSPUB Active Directory
hosted MSPUB-GLEEOK-DCO1. In newer versions of Ubuntu Desktop there is no GUI interface to configure
Active Directory post installation. Entering commands in Terminal is the only way to configure AD.

1. On the left taskbar click on the “Ubuntu charm.” Type “Terminal” in the search field. Click “Terminal.”

2. Interminal type “sudo su” to switch to the Root user. You maybe required to enter in the mspubadmin
password to continue. .
MSPUB-WS-VM02-UBT &= 0 R & @ N0 O s®E <«
May 20 17:02

root@MSPUB-WS-VM02-UBT: /home/mspubadmin — sudo su

:~$ sudo su
[sudo: authenticate] Password:

3. Type these commands separately:

* sudo apt update
+ sudo apt install realmd sssd sssd-tools libnss-sss libpam-sss adcli samba-common-bin packagekit

+ Type “Y” if prompted throughout the dependancies installation
(Note: it may take several minutes to install these 6 packages).

Not Upgrading: ©
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4. To make sure the machine can see the AD domain type “sudo realm discover
masterswordpub.net"

M root@MSPUB-WS-VMO02-UBT: /home/mspubadmin — sudo su

root@MSPUB-WS-VMO2-UBT: /home/mspubadmin# realm discover masterswordpub.net
masterswordpub.net

type: kerberos

realm-name: MASTERSWORDPUB.NET

domain-name: masterswordpub.net

configured: no

server-software: active-directory

client-software: sssd

required-package: sssd-tools

required-package: sssd

required-package: libnss-sss

required-package: libpam-sss

required-package: adcli

required-package: samba-common-bin
root@MSPUB-WS-VMO2-UBT: /home /mspubadmin# ]

5. If the AD domain is visible type “sudo realm join -v masterswordpub.net -U Administrator“to join the
domain. Enter the username “Administrator” with the password “CSNT253_2026#”

root@4SPUB-WS-VMO2-UBT: /home /mspubadmin# realm join masterswordpub.net -U Administrator
Password for Administrator:

root@MSPUB-WS-VMO2-UBT: /home /mspubadmin# |

6. Since there is no response message, verify that the machine has joined the AD domain.

BT @ @ O & BN O BB
&0 4@

root@MSPUB-WS-VM02-UBT: /home/mspubadmin — sudo su

root@MSPUB-WS-VMO2-UBT: /home/mspubadmin# realm list
masterswordpub.net

type: kerb:

realm-name

domain-name

required-packa

required-packa

required-p.

required-pack: common-bin

login-formats: swordpub. net

login- realm-logins
root@MSPUB-HS 73 : /home /mspubadmin# [

7. ltis important to allow Domain Users to have their own directories so to enable Home Directory Creation
type the following commands:
+ sudo pam-auth-update —enable mkhomedir
+ Sudo systemctl restart sssd

m root@MSPUB-WS-VM02-UBT: /home/mspubadmin — sudo su

root@1SPUB-WS-VMO2-UBT: /home /mspubadmin# sudo pam-auth-update --enable mkhomedir

root@iSPUB-WS-VMO2-UBT: /home/mspubadmin# sudo pam-auth-update
root@SPUB-WS-VMO2-UBT: /home/mspubadmin# sudo systemctl restart sssd
root@MSPUB-WS-VMA2-UBT: /home /mspubadmini ]
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8. Type “sudo reboot” to restart the system.

root@SPUB-WS-VM@2-UBT: /home /mspubadmin# sudo reboot]j

9. Click on the “Not listed?” Hyperlink on the login window.

O MSPUB Administrator
m

Not listed?

< Ubuntu

10. Login using one of the MSPUB Domain User accounts and passwords. In the example it was tested using
the username MSPUB\m.twili with the password, “Hyrul3W@rr10r$”. Note: the user will be required to
change their password, use “CSNT253_2026#”. If prompted to “Create a mobile account?” Click “Create
Now.”

€ Ubuntu C € Ubuntu C € Ubuntu
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11. Once logged in MSPUB-WS-VMO02-UBT has successfully joined the MSPUB Domain.

Configuring Network Settings in macOS

The macOS client MSPUB-WS-VMO03-MAC will be configured with a Static IP address, 10.0.0.103 and must

point to the DNS server configured on MSPUB-GLEEOK-DCO01, 10.0.0.11, to be able to connect to the Active
Directory.

1. On MSPUB-WS-VMO03-MAC login using the “MSPUB Administrator” user account using the password
“CSNT253_2026#".

@

MSPUB Administrator

2. From the Menu Bar at the top, click the “Apple menu” and select “System Settings...”

& Finder File Edit View Go Window Help Tue May 19 1:23PM
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3. On the left pane of System Settings click “Network” then click “Ethernet 2.”

& SystemSettings Edit View Window Help C 3 TueMay 19 1:20PM

< > Network
Parallels NAT
o Commecid

e =
© wifi

€D Biuetooth
« @ Network

2 Energy

(2] General

Accessibility

Desktop & Dock
€3 pisplays

5 MenuBar
Osii

(&N sotiight

< Ethernet 2

7y Etheret2
@ Comnactod
1Pv4 Configured Manually

1P address. 10.0.0.4

phetosth Subnet mask 256.255.00

® Network
Router 10001

{2 Energy

(2) General

DN Servers 10001

Search Domains
Accessibility

Delete Service..  Make Inactive

B0 =0 COABB- "7 A1

[ Ethernet 2 Name MSUPB-NET
® Connected

P/ Limit IP address tracking
‘ Limit IP address tracking by hiding your IP address from known

trackers in Mail and Safari

Cancel OK

A
(= i

“NBDSEHEOSEHONN - 70 ®

6. Set the TCP/IP settings as follows:
* Configure IPv4: Manually
* |P address: 10.0.0.103
*  Subnet mask: 255.255.0.0
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*  Router: 10.0.0.1

& SystemSettings Edit View Window Help

y

< MSUPB-NET

Ethernet 2
N o comecte

d
TCPIP

DNS

WINS

802.1X

Proxies.

Hardware

Configure P4,
1P address
Subnet mask
Router
Configure IPv6

Router

Tue May 19 1:37PM

7. Click on “DNS” on left pane. Under DNS Servers click on the “+” to add a new DNS Server. Add the
following DNS Server IP addresses:

+ 10.0.0.11 (MSPUB-GLEEOK-DCO01)
+ 10.0.0.12 (MSPUB-COLGERA-DMO01)
- Click “OK” once completed.

& Systemsettings Edit View Window Help Tue May 19 1:43PM

° < MSUPB-NET
———
MSUPB-NET Fthad e
BRI crypted DNS Servers o P addressas
- 100011
11000712 ey

WINS

sozrx (0]
Sear

Proxies

rch Domains
Hardware.

¥

&=

¥ spoti

180 e=50% O

8. Back in System Settings > Network the settings should be the new IP and DNS Servers configuration will
be updated. Close System Settings by clicking the “Red dot” in the upper left corner.

& Systemsettings Edit View Window Help Q 8 TueMay 19 1:50PM

< MSUPB-NET

Details...

Manually

Wi-Fi address 1000103

€D Biuetooth

€2 Energy

256.256.00

10001

10.0.01, 100,012

() General
Accessibility
Appearance
Desktop & Dock

€3 pisplays

£3) Menu Bar

Osi

(N spotiight

 IBOS B0 CPEABB- 57 21O

9. To make sure the Mac can communicate with MSPUB-GLEEOK-DCO01 you will use the commands ping
and nslookup. Click on the “Magnify Glass” toward the right of the Menu Bar to open Spotlight and search
for “Terminal.” Click on the “Terminal” search result.

104



Part 1: Software Essentials & Hardware: Home Lab & Troubleshooting

& Finder File Edit View Go Window Help Q 8 TueMay19 1:54PM

Q Terminal €=— ]

Shortcuts Dictionary Applications Tips

SMTwWTE
sas6 789

Search Terminal  tab
What is Terminal on Mac?
Connect to servers in Terminal on Mac

ver conne

Use secure keyboard entry in Terminal on Mac:
ur Mac, use secure keyboard entry to prevent other apps fro.

. Run Shell Script

Run Script Over SSH

Shortcuts

10. Type the following commands in the Terminal window:
+ ping -¢ 510.0.0.11
* nslookup MSPUB-GLEEOK-DCO01

& Terminal Shell Edit View Window Help Q 8 TueMay 19 4:49PM

[ ] @ & mspubadmin — -zsh — 140x33

Last login: Tue May 19 16:48:33 on ttyseee
mspubadmin@mspub-ws-vm@3-mac ~ % ping -c 5 10.0.0.11
PING 10.0.0.11 (1. 56 data bytes

64 bytes from 10.0.0.11: X 28 time=0.512
64 bytes from 10.0.0. i i 493
64 bytes from 10.0.0. i ! i .702
64 bytes from 10.0.0. i % i .531
64 bytes from 10.0.

-— 10 11 ping statistics —
5 packets transmitted, 5 packets received, ©.0% packet loss
i in/avg/max/stddev = 0.512, 9/2.257/0.564 ms
e
10.211.55.1
Address: 10.211.55.1#53
¥k server can't find masterswordpub.net: NXDOMAIN
mspubadmin@mspub-ws-vm@3-mac_~ % nslookup mspub-gleeok-dcOl
10.211.55.1#53
mspub-gleeok-dc@1.localdomain canonical name = mspub-gleeok-dc@l.localdomain.
Name mspub-gleeok-dc@1.localdomain

mspubadmin@mspub-ws-vm@3-mac ~ %

11. There should be no packet loss and the IP Address should resolve to MSPUB-GLEEOK-DCO1. Close the
terminal by clicking “Terminal” in the Menu Bar and click “Quit Terminal.”

& | Terminal ' Shell Edit View Window Help Q 8 TueMay19 452PM

© About Terminal

© Settings...
Secure Keyboard Entry.

-gleeok-dce1. localdomain.
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Binding macOS to the MSPUB Domain

Now that the DNS settings have been applied to MSPUB-WS-VMO03-MAC, it can now be bound to the
MSPUB Active Directory hosted on MSPUB-GLEEOK-DCO1.

1. On the Menu Bar click the “Apple menu” and select “System Settings.”

Tue May 19 2:14PM

2. In System Settings scroll down and click “Users & Groups.” In Users & Groups click “Edit..” To the right of
Network account server.

System Settings  Edit View Window Help Tue May 19 2:21PM

eoe Users & Groups.

Q Search @ MSPUB Administrator
9 Focus Admin

6 screen Time @ GuestUser
- o

B Lock screen
Add Group...
(D) privacy & security

O Login Password

22 Users & Groups

Internet Accounts.
@ Game Center
® iCloud

(© wallet & Apple Pay

(J Keyboard

() Mouse
() Printers & Scanners

CLCELO R T B L

< Users & Groups

WSPUB Admisttor
®

4. The Directory Utility will open and should be locked from making changes. Click on the “Padlock icon” in
the lower left to all editing. The Authorization dialog will open, enter the MSPUB Administrator password,

“CSNT253_2026#" and click “Modify Configuration.”

106



Part 1: Software Essentials & Hardware: Home Lab & Troubleshooting

Tue May 19 2:29PM

& DirectoryUtility File Edit Window Help

eoe Directory Utility

Directory Utility

Directory Utility is trying to modify
the

Enter your password to allow this.

MSPUB Administrator

L IB0e=BO"COABe - "FZH® O my

5. Double click “Active Directory”

& Directory Utility File Edit Window Help

ory Utility

7

”‘ié"u

6. In the Active Directory settings configure the following:
* Active Directory Domain: masterswordpub.net
*  Computer ID: mspub-ws-vm03-mac
+ Expand Show Options:
+ Inthe “User Experience” tab
* Tick: Create mobile account at login
+ Click “Bind...” once the settings have been configured

& DirectoryUtility File Edit Window Help Tue May 19 2:49PM

°® Directory Utility

Active Directory Forest:

Active Directory Domain:  masterswordpub.net
Computer ID: - mspub-ws-vm03-mac

7. You will be prompted to enter in a domain administrators username and password. Use the username
“Administrator” with the password “CSNT253_2026#” then click “OK.” You will need to authenticate the
changes using the local Mac’s MSPUB Admin credentials. Confirm Joining the existing account and click

“OK. ”
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& DirectoryUtility Fie Edit Window Help Tue May 10 5:01PM = =1 e =
) Directory Utility / \
| - |
a
- | .
Active Directory
LDAPV3 [ Directory Utility
)  Directory Utility is trying to modify
the Directory Services S
configuration. \J
1
Enter your password to allow this. Join existing account?
| MSPUB Administrator L The account information you
Network protocol tobe used:  smb: & ' entered specifies an account that
¥ Dstauttuser shell:oinoash [ooeecsenccee ) already exists. Do you wish to join
< this computer to the existing
0 > 3 o m r nt? Thi ration
Gl the ok to prevent f B | Modify Configuration computer accou s operatio
| cannot be undone.
5 0 m W Cancel
i INgVANY 1 o
e QECED
col tobeused: SmbTIeT T

8. After the Active Directory Utility finishing joining, the Active Directory field will update to
“masterswordoub.net", this means the AD has successfully been joined. Click “OK.”

Show Options

9. Close Directory Utility by click the “Red circle” in the upper left. In the System Settings > Users & Groups
the Network account server should have updated to display MSPUB with a green connection dot. If there
are ever any issues this status dot will display as either yellow or red.

& Finder File Edit View Go Window Help Tue May 19 5:22PM

MSPUB Administrator

:&GWT@Q!.' NFEM®

10. Verify you can login as another domain user, but clicking the “Apple menu” in the Menu Bar and selecting
“Log Out.”

& Finder File Edit View Go Window Help Tue May 19 5:26PM
& About This Mac

© System Settings..
A App Store

© Recent ltems
® Force Quit Finder

© Sleep
4 Restart...
® Shut Down...

® Log Out MSPUB Ad

(380 =BOsE

11. Notice the login window has changed to enter in a user name and password, instead of selecting a user
account then entering the password. In the example it was tested using the username MSPUB\s.zora with
the password, “Hyrul3W@rr10r$”. Note: the user will be required to change their password, use
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“CSNT253_2026#". If prompted to “Create a mobile account?” Click “Create Now.”

Tue May 19

Tue May 19

Set New MSPUB Password

Re-Enter New Password:[ ...

MSPUB User Name : [EVEIVESEEN
MSPUB Password: [

Tue May 19

be used when a computer is
disconnected from the network.
Don't ask me again

Don't Create

12. This Mac has been successfully added to the Active Directory Domain once the account has successfully
loaded to the macOS Desktop.

Finder File Edit View Go Window Help

M TWTEF @ = ,.) -
1 Location MSPUB Sidon Zora
4 5 6 7 8 A Administrat...
112 13 14 15 NCCZSZ
eede -
18 @920 21 22 Login Window...
25 26 27 28 29

Q @ 8 TueMay19 9:16PM

Users & Groups Settings...

NERMS
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Configuring Network Settings in Kali Linux

The Kali Linux client MSPUB-WS-VMO04-KAL will be configured with a Static IP address, 10.0.0.104 and must
point to the DNS server configured on MSPUB-GLEEOK-DCO01, 10.0.0.11.

1. On MSPUB-WS-VMO04-KAL login using the username “mspubadmin” with the password
“CSNT253_2026#".

3. In Network Connections select “Wired connection 1” and click the “Settings gear.”
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4. In the Editing Wired connection 1 window rename it to “MSPUB-NET.” Then click the “IPv4 Settings” tab.

5. In IPv4 Settings configure the following:
*  Method: Manual
+ Click “Add”
* Address: 10.0.0.104
*  Netmask: 255.255.0.0
* Gateway: 10.0.0.1
* DNS Servers: 10.0.0.11, 10.0.0.12
+ Click “Save” once configured

D¢ A& @ 1937

Editing MSPUB-NET

Connectionname  MSPUB-NET

File System
General Ethernet 802.1X Security DCB Proxy IPv4 Settings IPv6 Settings

' Method | Manual v

Addresses
Address Netmask Gateway
10.0.0.104 255.255.0.0 10.0.0.1

DNS servers| 10.0.0.11,10.0.0.12
Search domains

Require IPv4 addressing for this connection to complete

Routes...

Cancel v Save

V4

G

6. Inthe the toolbar in at the top open “Terminal” and type the following commands in the Terminal window:

* ping-c510.0.0.11
+ nslookup MSPUB-GLEEOK-DCO1

+ Pinging MSPUB-GLEEOK-DCO01 should be successful with no packet loss. Nslookup should

resolve its |IP address.
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° M
]em ) 2 (]

Session Actions Edit View Help

mspubadmin@MSPUB-WS-VMO4-KAL: ~

510.0.0.11

PING 10.0.0.11 (10.0.0. data.
6 s r' 10

10

10

10

bytes from 10

— 10.0.0.11 ping statistics —
5 packets transmitted, 5 d, 0% t loss, time 4012ms
rtt min/avg/max/mdev S 614 ms

MSPUB-GLEEOK-DCO1
0.1#53

aldomain  canonical name = MSPUB-GLEEOK-DCO1.localdomain.
Co1.localdomain

O¢ aBos |6

Kali will not be added to the domain at this time, due to the SSSD dependancies not being developed

for the ARM64 version of Kali Linux 2026, yet. There for it will be unsuccessful at joining the MSPUB
domain, due to improper authentication issues. However,

address correctly for masterswordpub.net.

) MSPUB-WS-VMO4-KAL &
Bempko-“ D

root@MSPUB-WS-VMO04-KAL: /home/mspubadmin
Session Actions Edit View Help

/home/mspubadmin
discover masterswrodpub.net
realm: No such realm found: masterswrodpub.net

/home/mspubadmin
masterswordpub.net
Server: 10.0.0.11
Address: 10.0.0.11#53

Name: masterswordpub.net

Address: 10.0.0.11

Name: masterswordpub.net

Address: 10.211.55.14

Name: masterswordpub.net

Address: fdb2:2c26:f4e4:0:8e77:dd06:5de7:7c60

/home/mspubadmin
discover masterswordpub.net
masterswordpub.net

type: kerberos
realm-name: MASTERSWORDPUB.NET
domain-name: masterswordpub.net
configured: no
server-software: active-directory
client-software: sssd
required-package: sssd-tools
required-package: sssd
required-package: libnss-sss
required-package: libpam-sss
required-package: adcli
required-package: samba-common-bin

/home/mspubadmin
join masterswordpub.net Administrator
Password for Administrator:
See: journalctl REALMD_OPERATION=r12266.192559

realm: Couldn't join realm: The following packages are not available for installation: sssd-tools sssd libnss-sss libpam-sss

/home/mspubadmin

Kali can see the domain and resolves the IP
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Configuring Network Settings in Windows Server 2025

The Windows Server 2025 virtual machine MSPUB-COLGERA-DMO1 will be configured with a Static IP
address, 10.0.0.12 and must point to the DNS server configured on MSPUB-GLEEOK-DCO01, 10.0.0.11, to be
able to connect to the Active Directory Domain.

1. On MSPUB-COLGERA-DMO01 login using the Administrator user account and the password
“CSNT253_2026#".

Administrator

2. Right click the “Network icon” on the Taskbar in the lower right and select “Network and Internet
settings.”

3. In Network and Internet Settings click on “Advanced network settings.”
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4.

Rename your hardware

You can use a combination of letters, hyphens, spaces, and numbers.

Current name: Ethernet 2

MSPUB-NET 4—

5. Back on Advanced network settings click “Edit” to the right of More adapter options.

Q Finda

Network & internet > Advanced network settings

Network adapters

@ Petesar o Disable. v

B ey Disable &

In Advanced network settings expand “Ethernet 2.” Click “Rename.” In the Rename your hardware dialog
name the adapter “MSPUB-NET.” Click “Save.”

114



Part 1: Software Essentials & Hardware: Home Lab & Troubleshooting

6.

7.

In MSPUB-NET Properties window double-click “Internet Protocol Version 4 (TCP/IPv4).”

€ MSPUB-NET Properties

Networking  Sharing
Connect using:
¥ Paralels VitlO Ethemet Adapter #2

| Configure... |

This connection uses the folowing tems:

] &8 Cliert for Microsoft Networks

¥ T File and Printer Sharing for Microsoft Networks
¥| 59Q0S Packet Scheduler
C4M §intemet Protocol Version 4 (TCP/1Pv4) ||
L] & Microsoft Ne : P
¥ 4 Microsoft LLDP Protocol Driver

¥ 4 Intemet Protocol Version 6 (TCP/IPvE)

Install... ninsta Properties

Description

Transmission Control Protocol/Intemet Protocol. The defauk
wide area network protocol that provides communication
across diverse interconnected networks.

OK Cancel

- FIIVaLY WX DTLUl Iy

In the Internet Protocol Version 4 (TCP/IPv4) Properties window, configure the following settings:

+ Select User the following IP address:
* IP address: 10.0.0.12
* Subnet mask: 255.255.0.0
* Default gateway: 10.0.0.1

+ Select Use the following DNS server addresses:

*  Preferred DNS: 10.0.0.11
* Secondary DNS: 10.0.0.12
« Click “OK.”

+  Click “OK” on the MSPUB-NET Properties window.

bt

| Internet Protocol Version 4 (TCP/IPvd) Properties X
General

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

() Obtain an 1P address automatically
© Use the folowing IP address:

1P address: 0.0 .0 .12}
Subnet mask: 255.255. 0 . 0 |
Default gateway: 0.0 .0 .1 |

Obtain DNS server address automatically

© Use the folowing DNS server addresses:

Preferred DNS server: 0.0 .0 .11
Alternate DNS server: 0.0 .0 .12
H

() valdate settings upon exit

X

f

f

Li
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8. The new IP Address and DNS Servers have been applied.

@ o LECL @ Tow s

ERA-DMO1 @ @

10. In Terminal type the following commands:
+ ping 10.0.0.11
+ nslookup masterswordpub.net
+ Pinging MSPUB-GLEEOK-DCO01 should return with no packet loss and nslookup should resolve its
IP address.

Shell for new features and improvements! https://aka.ms/PSWindows
r> ping 10.0.0.11

0.0.0.11 with 3.

Maximum = age = lms
ator> nslookup MSPUB-GLEEOK-DCO1
hare

01.localdomain

CO1.localdomain

1109 PM

M o L-CEL o Gaw o
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Adding a Windows Server to the MSPUB Domain as a Secondary
Domain Controller

Now that the DNS settings and IP settings have been configured on MSPUB-COLGERA-DMO01 it can now be
added to the masterswrodpub.net Active Directory. Since this is another server it will act as a secondary
Domain Controller in the even MSPUB-GLEEOK-DCO1 goes offline. This allows for redundancy within the
network. This will be configured using PowerShell command-lets.

1.

MSPUB-COLGERA-DMO01 is now apart of the masterswordpub.net Active Directory Domain. Now it can
be promoted to a secondary Active Directory and DNS server. Right-click the “Windows charm” and
select “Terminal (Admin).”

MSPUB-COLGERADMO1 @ @ f§ @ @ @ @ ¢ 8 B <« &

In terminal type the following command to Install AD Domain Services and DNS with management tools:
Install-WindowsFeature AD-Domain-Services,DNS -IncludeManagementTools

O 22 Administrator: Windows Powe X + v

Windows PowerShell
Copyright (C) Microsoft Corporation. All rights reserved.

Install the latest PowerShell for new features and improvements! https://aka.ms/PSWindows
PS C:\Users\Administrator.MSPUB> Install-WindowsFeature AD-Domain-Services,KDNS

Success Restart Needed Exit Code Feature Result

Success {Active Directory Domain Services, DNS Ser...

Once installation is complete type the following command to promote the server to an additional domain
controller: (You will be required to enter in the “MSPUB\Administrator” username and password)
Install-ADDSDomainController -DomainName “masterswordpub.net” -InstallDns -Credential (Get-
Credential) -SiteName “Default-First-Site-Name” -ReplicationSourceDC “MSPUB-GLEEOK-
DCO01.masterswordpub.net" -DatabasePath “C:\Windows\NTDS” -LogPath “C:\Windows\NTDS”
-SysvolPath “C:\Windows\SYSVOL"

PS C:\Users\Administrator.MSPUB> Install-ADDSDomainController
dential)

cmdlet Get-Credential at command pipeline position 1
Supply values for the following parameters:
Credential

When prompted enter the following:
+ SafeModeAdministratorPassword: CSNT253_2026#
*  Confirm SafeModeAdministratorPassword: CSNT253_2026#
+  Type “A” anytime it needs you to confirm an operation

The server will restart once the installation is complete. Once restarted, log back in as the

MSPUB\Administrator user account. To verify replication is working open a a new “Terminal (Admin)”
session. Use the following commands:
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+ Repadmin /replsummary

* You should receive successful replication messages from inbound (COLEGRA) and outbound
(GLEEOK)

(XXX MSPUB-COLGERADMO1 @ @ 0 @ ® @ @ ¢ 8 0 @ <« &
D B Administrator: Windows Powe X+ v = u]

Windows PowerShell
Copyright (C) Microsoft Corporation. All rights reserved.

Install the latest PowerShell for new features and improvements! https://aka.ms/PSWindows

PS C:\Users\Administrator.MSPUB> Repadmin /replsummary
Replication Summary Start Time: 2026-05-22 10:29:21

Beginning data collection for replication summary, this may take awhile:

Source DSA largest delta fails/total %% error
MSP-COLGERA-DMO oum:ues  © 0

Destination DSA largest delta fails/total %% error
MSPUB-GLEEOK-DC oum:yls ©/ 5 0

PS C:\Users\Administrator.MSPUB>

o s 1029AM
B Qsaan L - CRL e DO® s

*  Get-ADDomainController -Filter *
* You shuld see both MSPUB-GLEEOK-DC01 and MSPUB-COLGERA-DMO01 in the results

o c=eLm IS

6. MSPUB-COLGERA-DMO01 is now setup as a secondary Domain Controller with AD DS in the event
MSPUB-GLEEOK-DCO01 goes offline, for redundancy.

L4 20 0SB vexE < ®® B Y
=] Active Directory Users and Computers — 8 X | Active Directory Users and Computers - o
File Action View Help File Action View Help
e 2E 00z BEteEva% e 7m0 06z Bm PeEavTas
J Active Directory Users and Comp)| Name Type DC Type site Description J Active Directory Users and Comp)| Name Type DC Type site Description
B Saved Quaries K MSP-COLGERA-DMO  Computer GC Default-First-Si I Saved Queries IMSP-COLGERA-DMO  Computer GC Default-First-Si
v &4 masterswordpubinet 1% MSPUB-GLEEOK-DC  Computer e Default-First-Si. v & masterswordpubanet 18 MSPUB-GLEEOK-DC  Computer G Default-First-Si.
1 Builtin 1 Builtin
Computers Computers
51 Departments 51 Departments
Domain Controllers 5 Domain Controllers
ForeignSecurityPrincipals| ForeignSecurityPrincipals|
Managed Service Accoun! Managed Service Accoun
51 Servers 31 Servers
1 Users Users
N 0 cearch = 8 10:40 AM
B O search L @ L - Qo 04 EE Q Search m QL SO® o
[ ; - = 5/22/2026 =i
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Configuring Network Settings in Ubuntu Server 26.04 LTE

The Ubuntu Server virtual machine MSPUB-LYNEL-WEBO1 will be configured with a Static IP address,
10.0.0.13 and must point to the DNS server configured on MSPUB-GLEEOK-DCO01, 10.0.0.11, to be able to
connect to the Active Directory Domain later on. Ubuntu Server does not contain a graphical user interface
(GUI), so it will be configured all using its command line interface (CLI).

1. On MSPUB-LYNEL-WEBO1 login using the username “mspubadmin” when prompted for the password
type “CSNT253_2026#" (note it is normal if no characters are displayed when entering a password in CLI).

MSPUB-LYNEL-WEBO1 @@ RPN I E <F|

2. To determine which network adapter needs to be configured type the following command:

ip a
Look for the adapter that current has 10.0.0.x for the inet value. In this example it is enp0s6

B0 ROOND LB
UNKNOWN default glen 1000
er

UP group default glen 1000

ic mngtmpaddr noprefixroute
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3.

Check to see if there is a Netplan configuration file (either 50-cloud-init.yaml, 01-network-manager-
all.yaml, or 00-installer-config.yaml) by typing “Is -a /etc/netplan/“ in this example it is 00-installer-
config.yaml. Open this file by typing “sudo nano /etc/netplan/00-installer-config.yaml” you will be required
to authenticate sudo by using the mspubadmin user password, “CSNT253_2026#"

MSPUB-LYNELWEBO1 @ @ 0 R @ @ N & 0 & 0 [ « &

installer-config.yaml

Delete everything contained in this file currently. Then type the following exactly:
network:

version: 2

renderer: networkd

ethernets:
enp0s6:
dhcp4: no
dhcp6: no
addresses:
-10.0.0.13/16
routes:
- to: default
- via: 10.0.0.1
nameservers:
addresses:
-10.0.0.11
-10.0.0.12

Press CTRL+0O, Enter, CTRL+X to save and exit Nano text editor.

MSPUB-LYNEL-WEBO1 & ER®OAONY O E <«S

/etc/netplan/0@-installer-config.yaml
en by 'subiquity’

mspubadmin@MSPUB-LYNEL -WEBO1: ™%
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5. After the changes to the Netplan config have been saved test it by typing the command:
sudo netplan try

If there are no errors, press “Enter” to accept the settings

mspubadmin@MSPUB-LYNEL-HWEBS1:™% sudo netplan try
Do you want to keep these settings?

Press ENTER before the timeout to accept the new configuration

Changes will PPHPP+ in 199 seconds
Configuration accepted.
“1min@H5FUB L.NEL-HEBQI:N$

Check to confirm the IP address settings have been applied by typing:
ifconfig
enp0s6 should show the inet as 10.0.0.13 and net mask as 255. 255 0.0

mspubadmin@MSPUB-LYNEL-WEBS1:™$ ifconfig
enp@s5: flags=4163<UP,BROADCAST, RUNNING,MUL FICAST> mtu lcfﬂ’i
inet 1.211.55.18 netmask ;ES.;FE.Z oroadcast 10.211.55.255
inete fdb2:2c26:f4e4:0: ¢1| 13- DPETl“lEH 64 scopeid oxe<global>
inete fe80::21c:42ff:fe? : 64 scopeid @x20<link>
ether 99:1c:42:7e:ee:a9 + quuuwlwn 1666 (Ethernet)
X packets 344 bhytes 170167 (179.1 KB)
¥ errors @ dropped @ overruns @ frame 9
¥ r|.:u"kF'f'“ 98 bytes 10573 (10.5 KB)
> @ dropped @ overruns 9 carrier @ collisions ©

enp@sh: flags=4163<UP,BROADCAST, RUNNING,MULTHLCAST> mtu 1566
inet 16.6.96.13 nwfmd k 255.255.0.0 § broadcast 19.9.255. 9
il . ixlen 64 :El:l[:lEl‘i oxea<link>
ether 60:1c:42:ea:4b: Hli 1 l]llr:IJHlHrl lldMM (Ethernet)
R¥ packets 100 hytes 9314 (9.3 KB)
R¥ errors @ dropped @ owverruns ¢ frame @
TH rmr-keff 32 bytes 4378 (4.3 KB)
T : @ dropped @ overruns @ carrier @ collisions 6

lo: flags=73<UP,LO0PBACK,RUNNING> mtu 65
inet 127.6.6.1 netmask ECC 9. n @
ineté ::1 prefixlen 128
loop txgueuelen 1996 |:LI:II:§1]_ Lljlj[:lbaljl\
R¥ packets 84 bytes 7364 (7.3 KB)
R¥X errors @ dropped @ owverruns @ frame @
T¥ packets 84 bytes 7304 (7.3 KB)
T errors @ dropped @ overruns @ carrier @ collisions 9

mspubadmin@MSPUB-LYNEL -WEBG1: ™%
7. To test DNS type:

nslookup masterswordpub.net
It should resolve to 10.0.0.11 and 10.0.12
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mspubadmin@MSPUB-LYNEL-WEBG1:™% nslookup masterswordpub.net
oerver. 1 A [

“1dr:::'

Name : mas

yddress: 10 .12

Name : 1as wordpub.n
Address: 19.¢

“1dr:::' '2.?".JJ,21
Name : sterswordpub.
Address: '5 211. EE 14
Name : <

Name : ast 0

Address: '::>. 26 ;.f“z de:d3f5:22fd
Name : ers

Address:

8. Confirm that pinging MSPUB-GLEEOK-DCO01 and MSPUB-COLEGERA-DMO01 works by typing:
ping -¢c 5 10.0.0.11
ping -¢ 5 10.0.0.12

There should be 0 packet Ioss

s ic mp_se
:oicmp_
:oicmp_
toilcmp_

icmp_

icmp_

icmp_
2: icmp

At this time MSPUB-LYNEL-WEBO1 will not be joining the MSPUB Active Directory. This will be covered in
Part 2 with a script.
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Verifying All Virtual Machines Resolve Each Other on the Network

In a home lab it is important that all machines can communicate with each other. To test this use the

commands “ping *ipaddress*” and “nslookup *hosthame™” for each machine on the network in the operating

system’s command line interface (CLI) application.
Before testing make sure every VM is running at the same time.

Host Names and IP Addresses to Test

Hostname IP Address
MSPUB-WS-VM01-WIN 10.0.0.101
MSPUB-WS-VM02-UBT 10.0.0.102
MSPUB-WS-VM03-MAC 10.0.0.103
MSPUB-WS-VMO04-KAL 10.0.0.104
MSPUB-GLEEOK-DCO01 10.0.0.11

MSPUB-COLGERA-DMO02

MSPUB-LYNEL-WEBO1

1. MSPUB-WS-VMO01-WIN

In a Terminal window type the command “ping *10.0.0.x*”. All should reply with no packet lost.

10.0.0.12

10.0.0.13

Y XX} MSPUB-WS-VMO1-WIN & RS o=«

) B Administrator: Windows Powe X + v
PS C:\Users\Administrator> ping 10.6.0.162

Pinging 10.0.60.102 with 32 bytes of data:

Reply from 10.0.0.102: bytes=32 time=1lms TTL=64
Reply from 10.0.0.102: bytes=32 time<lms TTL=64
Reply from 10.0.0.102: bytes=32 time<lms TTL=64
Reply from 10.0.0.102: bytes=32 time<lms TTL=64

Ping statistics for 10.0.6.102:

Packets: Sent = 4, Received = 4, Lost = © (8% loss)
Approximate round trip times in milli-seconds:

Minimum = @ms, Maximum = 1ms, Average = @ms
PS C:\Users\Administrator> ping 10.6.0.163

Pinging 10.0.0.103 with 32 bytes of data:

Reply from 10.0.0.103: bytes=32 time<lms TTL=64
Reply from 10.0.0.103: bytes=32 time<lms TTL=64
Reply from 10.0.0.103: bytes=32 time<lms TTL=64
Reply from 10.0.0.103: bytes=32 time<lms TTL=64

Ping statistics for 10.0.6.103:

Packets: Sent = 4, Received = 4, Lost = © (8% loss)
Approximate round trip times in milli-seconds:

Minimum = @ms, Maximum = @ms, Average = Oms
PS C:\Users\Administrator> ping 10.6.6.164

Pinging 10.0.0.104 with 32 bytes of data:

Reply from 10.0.0.104: bytes=32 time=1ms TTL=64
Reply from 10.0.0.104: bytes=32 time<lms TTL=64
Reply from 10.0.0.104: bytes=32 time<lms TTL=64
Reply from 10.0.0. : bytes=32 time<lms TTL=64

Ping statistics for 10.60.6.164:

Packets: Sent = 4, Received = 4, Lost = @ (8% loss)
Approximate round trip times in milli-seconds:

1] o a— - P sy
am Q Search = L - C B8 ® A G o)ee 5/22/2026

&
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MSPUB-WS-VMO1-WIN & B

REB G

(J B Administrator: Windows Pows X + v

Pinging 16.
Reply from
Reply from
Reply from
Reply from

with 32 bytes of data:

: bytes=32 time<lms TTL=128
bytes=32 time<lms TTL=128
bytes=32 time<lms TTL=128
bytes=32 time<lms TTL=128

Ping statistics for 10.6.6.11:

Packets: Sent = 4, Received = 4, Lost = © (8% loss)
Approximate round trip times in milli-seconds:

Minimum = @ms, Maximum = @ms, Average = Oms
PS C:\Users\Administrator> ping 10.6.6.12

Pinging 10.0.0.12 with 32 bytes of data:

Reply from 10.0.0.12: bytes=32 time<lms TTL=128
Reply from 10.0.0.12: bytes=32 time<lms TTL=128
Reply from 10.0.0.12: bytes=32 time<lms TTL=128
Reply from 10.0.0.12: bytes=32 time<lms TTL=128

Ping statistics for 10.60.6.12:

Packets: Sent = 4, Received = 4, Lost = © (8% loss),
Approximate round trip times in milli-seconds:

Minimum = @ms, Maximum = @ms, Average = Oms
PS C:\Users\Administrator> ping 10.6.6.13

Pinging 10.0.6.1
Reply from 1

o with 32 bytes of data:
.8.8.13:

Reply from 16.0.0.
.8.8.
.0.0.

bytes=32 time=1ms TTL=64
bytes=32 time<lms TTL=64
bytes=32 time<lms TTL=64
bytes=32 time<lms TTL=64

Reply from 1
Reply from 1|

Ping statistics for 10.0.6.13:
Packets: Sent = 4, Received = 4, Lost = © (8% loss),
Approximate round trip times in milli-seconds:

~Coazm

A QDo s

S o ®E«®

- a X

433 PM
5/22/2026

&

2. MSPUB-WS-VM02-UBT

In a Terminal window type the command “ping -c 4 *10.0.0.x*”. All should reply with no packet lost.

MSPUB-WS-VM02-UBT & 8 ® N O
May 22 17:08

administrator@masterswordpub.net@MSPUB-WS-VM02-UBT: ~

:~$ ping -c 4 10.0.6.101
PING 16.0.0.101 (10.6.0.101) 56(84) bytes of
64 bytes from 10.0.0.101: i ttl=128
64 bytes from 10.0.0.10: ttl=128
64 bytes from 10.0.0.101: i ttl=128
64 bytes from 10.0.0.101: i ttl=128

.918 ms
.07 ms
.948 ms
.01 ms

- 10.0.0.101 ping statistics ---
4 packets transmitted, 4 received,
rtt min/avg/max/mdev = 0.918/0.985/1.067/0.057 ms

time 3070ms

:~$ ping -c 4 10.0.0.103
PING 10.6.6.103 (10.0.0.103) 56(84) bytes of data
64 bytes from 10.0.0.103: icmp_seq=1 ttl=64 time=0.445 ms
64 bytes from 10.0.0.103: icmp_: ttl=64 time=0.926 ms
64 bytes from 10.6.0.103: i .425 ms
64 bytes from 10.0.0.103: .392 ms

--- 10.0.0.103 ping statistics ---
4 packets transmitted, 4 received, 0% packet loss, time 3050ms
rtt min/avg/max/mdev = 0.392/0.547/0.926/0.219 ms
:~$ ping -c 4 10.0.0.104
PING 16.0.0.104 (10.6.0.104) 56(84) bytes of data
64 bytes from 10.0.0.104: icmp_seq=1 ttl=64 time=1.42 ms
64 bytes from 10.0.0.104: icmp_seq=2 ttl=64 time=0.604 ms
64 bytes from ttl=64 time=0.614 ms
64 bytes from ttl=64 time=0.259 ms

--- 10.0.0.104 ping statistics ---
4 packets transmitted, 4 received, 0% packet loss, time 3036ms
rtt min/avg/max/mdev = 0.259/0.724/1.421/0.426 ms
:~$ ping -c 4 10.0.0.11

PING 10.0.0.11 (10.0.0.11) 56(84) by
64 bytes from 10.0.0.11: icmp_se 5 ms

64 bytes from 10.0.0.11: icmp_se ime=0. ms
64 bytes from 10.6.0.11: icmp_se 2 i . ms
64 bytes from 10.6.0.11: icmp_se i o ms

--- 10.0.0.11 ping statistics ---

S B ®E«®
& 0 B

a X
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MSPUB-WS-VM02-UBT @ & & N

May 22 17:11

administrator@masterswordpub.net@MSPUB-WS-VM02-UBT: ~

g -C 4 10.0.0.12
PING 16.0.0.12 (16.0.0.12) 56(84) bytes of data.
64 bytes from 10.0.0. icmp_seq=1 ttl=128 time=0.434 ms
64 bytes from 10.0.0. icmp_seq=2 ttl=128 time=1.47 ms
64 bytes from 10.0.0. icmp_seq=3 ttl=128 time=1.76 ms
64 bytes from 10.0.0.12: icmp_seq=4 ttl=128 time=0.895 ms

10.0.0.12 ping statistics -
4 packets transmitted, 4 received, 0% packet loss, time 3010ms
rtt min/avg/max/mdev = 0.434/1.138/1.759/0.511 ms
:~$ ping -c 4 10.0.0.13

PING 10.6.0.13 (10.0.0.13) 56(84) bytes of data.

64 bytes from 10.0.0.13: icmp_seq=1 ttl=64 time=0.845 ms

64 bytes from 10.0.0.13: icmp_seg=2 ttl=64 time=0.648 ms

64 bytes from 10.0.0.13: icmp_seq=3 ttl=64 time=0.460 ms

64 bytes from 10.0.0.13: icmp_seq=4 ttl=64 time=0.461 ms

--- 10.0.0.13 ping statistics ---
4 packets transmitted, 4 received, 0% packet loss, time 3067ms
rtt min/avg/max/mdev = 0.460/0.603/0.845/0.159 ms

~$ I

3. MSPUB-WS-VM03-MAC
In a Terminal window type the command “ping -c 4 *10.0.0.x*”. All should reply with no packet lost.

@& Terminal Shell Edit View Window Help " Q 8 FriMay22 5:21PM
@ © @ & administrator — -bash — 140x33

To update your account to use zsh, please run ‘chsh -s /bin/zsh’.
For more details, please visit https://support.apple.com/kb/HT208050.
MSPUB-WS-VM@3-MAC:~ administrator$ ping -c 4 10.6.0.101

PING 10.0.0.101 (10.0.0.101): 56 data bytes

64 bytes from 10.0.0.101: icmp_seq=0 tt.

64 bytes from 10.0.0.10:

64 bytes from 10.0.0.10:

64 bytes from 10.0.0.101: icmp_seg=3 tt1=128 time=0.567 ms

-— 10.0.0.101 ping statistics —

4 packets transmitted, 4 packets received, ©.0% packet loss
round-trip min/avg/max/stddev = ©.507/0.693/0.866/0.157 ms
MSPUB-WS-VM@3-MAC:~ administrator$ ping -c 4 10.0.0.102
PING 10.0.0.102 (10.0.0.102): 56 data bytes

64 bytes from 10.0.0.102: icmp_seq=0 tt.

64 bytes from 10.0.0.162: icmp_seg=1 tt.

64 bytes from 10.0.0.102: icmp_seg=2 ttl=64 time=0.434 ms
64 bytes from 10.0.0.102: icmp_seq=3 ttl=64 time=0.435 ms

-—— 10.0.0.102 ping statistics —

4 packets transmitted, 4 packets received, ©.0% packet loss
round-trip min/avg/max/stddev = @.434/0.480/0.593/0.066 ms
MSPUB-WS-VM@3-MAC:~ administrator$ ping -c 4 10.0.0.104
PING 10.0.0.104 (10.0.0.104): 56 data bytes

64 bytes from 10.0.0.160 i .784 ms
64 bytes from 10.0.0.104: icmp_: i .602 ms
64 bytes from 10.0.0.16. i ! i .395 ms
64 bytes from 10.0.0.104: icmp_seg=3 ttl=64 time=0.388 ms

—— 10.0.0.104 ping statistics —
4 packets transmitted, 4 packets received, 0.0% packet loss
round-trip min/avg/max/stddev = ©.388/0.542/0.784/0.164 ms @

MSPUB-WS-VM@3-MAC:~ administrator$ [

P00 NRO0 OO0
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‘ Terminal Shell Edit View Window Help | Q 8 FriMay22 5:27PM

[ ] @ & administrator — -bash — 140x33

MSPUB-WS-VM@3-MAC:~ administrator$ ping -c 4 10.0.0.11
PING 10.0.0.11 (10.0.0.11 bytes

64 bytes from 10.0 tt1=128 time=0.530 ms
64 bytes from 10.0 28 time=0.534 ms
64 bytes from 10.0. i
64 bytes from .0.

icmp_se;
icmp_seq=3 ttl=128 time=0.495 ms

]
e
]
]
]

i
1
1
A

-—— 10.0.0.11 ping statistics —

4 packets transmitted, 4 packets received, 0.0% packet loss
round-trip min/avg/max/stddev = 0.495/0.522/0.534/0.016 ms
MSPUB-WS-VM@3-MAC:~ administrator$ ping -c 4 10.0.0.12
PING 10.0.0.12 (10.0.0.12): 56 data bytes

64 bytes from i 1 28 time=0.480 ms
64 bytes from 5 icmp_: 28 time=0.601 ms
64 bytes from 10. 5 i 28 time=0.588 ms
64 bytes from .0. i 1 28 time=0.564 ms

-— 10.0.0.12 ping statistics —

4 packets transmitted, 4 packets received, ©.0% packet loss
round-trip min/avg/max/stddev = ©.480/0.558/0.601/0.047 ms
MSPUB-WS-VM@3-MAC:~ administrator$ ping -c 4 10.0.0.13
PING 10.0.0.13 (10.0.0.13): 56 data bytes

64 bytes from a .13: icmp_seq=0 ttl=6

64 bytes from i t

64 bytes from

64 bytes from .13: icmp_seg=:

-—— 10.0.0.13 ping statistics —
4 packets transmitted, 4 packets received, 0.0% packet loss

round-trip min/avg/max/stddev = ©.408/0.871/2.167/0.749 ms
MSPUB-WS-VM@3-MAC:~ administrator$ [|

1800SR OECAAD0

4. MSPUB-WS-VMO04-KAL

In a Terminal window type the command “ping -c 4 *10.0.0.x*”. All should reply with no packet lost.

[ ] MSPUB-WS-VM04-KAL & G
HemPo-- " |
& mspubadmin@MSPUB—WSVVMOA—KAL: -~

Session Actions Edit View Help

4 10.0.0.101
PING 10.0.0.101 (10.0.0.101) 56(84) bytes of data.
64 bytes from 10.0.0.101: i time=0.512 ms
64 bytes from 10.0.0.101: i 2 time=11.7 ms
64 bytes from 10.0.0.101: i ¥ time=0.591 ms
64 bytes from 10.0.0.101: icmp_seq=4 tt1=128 time=0.438 ms

— 10.0.0.101 ping statistics —
4 packets transmitted, 4 received, 0% packet loss, time 3041ms
rtt min/avg/max/mdev = 0.438/3.307/11.687/4.838 ms

4 10.0.0.1
PING 10.0.0.102 (10.0.0.102) 56(84) bytes of data.
64 bytes from 10.0.0.102: icmp_seq=1 ttl=64 tim
bytes from 10.0.0.102
bytes from 10.0.0.102
bytes from 10.0.0.102: icmp_seq=4 ttl=64

— 10.0.0.102 ping statistics —
4 packets transmitted, 4 received, 0% packet loss, time 3080ms
rtt min/avg/max/mdev = 0. /0.270/0.329/0.039 ms

4 10.0.0.103
PING 10.0.0.103 (10.0.0.103) 56(84) bytes of data.
64 bytes from 10.0.0.103: i L =1 ttl= i 4
64 bytes from 10.0.0.103: i
64 bytes from 10.0.0.103: i 3 ttl=64 time=0.
64 bytes from 10.0.0.103: icmp_seq=4 ttl=64 tim

— 10.0.0.103 ping statistics —
4 packets transmitted, 4 received, packet loss, time 3062ms
rtt min/avg/max/mdev = 0.359/0.372/0.388/0.011 ms
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o

N J MSPUB-WS-VMO4-KAL @ @& { & NP 9 B e &
HomPor-|- | O &8s |6

mspubadmin@MSPUB-WS-VM04-KAL:

Session Actions Edit View Help

4 10.0.0.11
PING 10.0.0.11 (10.0.0.11) 56(84) bytes of data
64 bytes from 10.0.0.11: icmp_seq=1 ttl=128 time=1.58 ms
64 bytes from 10.0.0.1 i ttl=128 tim .355 ms
64 bytes from 10.0.0.1 icmp_seq=3 ttl=128 tim .416 ms
64 bytes from 10.0.0.11: icmp_seq=4 tt1=128 time=0.353 ms

— 10.0.0.11 ping statistics —
4 packets transmitted, 4 received, 0% packet loss, time 3045ms
rtt min/avg/max/mdev = 0.353/0.676/1.580/0.522 ms

4 10.0.0.12
PING 10.0.0.12 (10.0.0.12) 56(84) bytes of data.
64 bytes from 10.0.0.1. i
64 bytes from 10.0.0
64 bytes from 10.0.0 E
64 bytes from 10.0.0 icmp_seq=4 ttl=128 tim
— 10.0.0.12 ping statistics —
4 packets transmitted, 4 received, 0% packet loss, time 3006ms
rtt min/avg/max/mdev = 1.054/1.261/1.457/0.154 ms

— 4 10.0.0
PING 10.0.0.13 (10.0
64 bytes from 10.0.0.
64 bytes from 10.0.0
64 bytes from 10.0.0
64 bytes from 10.0.0 icmp_seq=4 ttl=64 time=0.628 ms

— 10.0.0.13 ping statistics —

4 packets transmitted, 4 received, 0% packet loss, time 3053ms
rtt min/avg/max/mdev = 0.311/1.073/2.694/0.945 ms

5. MSPUB-GLEEOK-DCO01
In a Terminal window type the command “ping *10.0.0.x*”. All should reply with no packet lost.

[ N MSPUB-GLEEOK-DCO1 &
B Administrator: Windows Pows X + v
PS C:\Users\Administrator> ping 10.6.6.101

Pinging 10.0.0.101 with 32 bytes of data:
Reply from 10.6.0.101: 2 time<lms
Reply from 10.0.0.101: by 2 time<lms
Reply from 10.6.0.101: 32 time<lms
Reply from 10.6.6.101: time<lms

NRRRN
© oo

Ping statistics for 10.6.0.101:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = Oms, Maximum = Oms, Average = Oms
PS C:\Users\Administrator> ping 10.6.0.102

Pinging 10.0.0.102 with 32 bytes of data:
Reply from 10.0.0.102: by time<lms
Reply from 10.6.0.102: time<lms
Reply from 10.6.6.102 time<lms
Reply from 10.6.0.102: time<lms

Ping statistics for 10.6.0.102:

Packets: Sent = U4, Received = U4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = Oms, Maximum = Oms, Average = Oms
PS C:\Users\Administrator> ping 10.0.0.103

Pinging 10.0.0.103 with 32 bytes of data:
Reply from 10.6.6.103 2 time<lms
Reply from 10.6.6.103: time<lms
Reply from 10.6.0.103: time<lms
Reply from 10.0.0.103: time<lms

Ping statistics for 10.0.0.103:
Packets: Sent = U, Received =
Approximate round trip times in

Do @ 5:49 PM

5/22/2026
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o000 SPUB-GLEEOK-DCO1 2 @ A R & @ 0 ¢ 8 x B « &
B Administrator: Windows Pows X L = [=} X
PS C:\Users\Administrator> ping 10.6.0.104

Pinging 10.0.0.164 with 32 bytes of data:

Reply from 10.0.0.104: bytes=32 time<lms TTL=64
Reply from 10.0.0.104: bytes=32 time<lms TTL=64
Reply from 10.0.0.104: bytes=32 time<lms TTL=64
Reply from 10.0.0.104: bytes=32 time<lms TTL=64

Ping statistics for 10.0.0.104:

Packets: Sent = U, Received = U4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = Oms, Maximum = Oms, Average = Oms
PS C:\Users\Administrator> ping 10.6.0.12

Pinging 10.0.0.12 with 32 bytes of data:
Reply from 10.0.0.12: bytes=32 time<lms
Reply from 10.0.0.12: bytes=32 time<lms
Reply from 10.0.0.12: bytes=32 time=lms
Reply from 10.0.0.12: bytes=32 time=1lms TTL=128

Ping statistics for 10.0.0.12:

Packets: Sent = U, Received = U4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = Oms, Maximum = lms, Average = Oms
PS C:\Users\Administrator> ping 10.6.0.13

Pinging 10.6.0.13 with 32 bytes of data:

Reply from 10.0.0.13: bytes=32 time<lms TTL=64
Reply from 10.0.0.13: bytes=32 time<lms TTL=64
Reply from 10.0.0.13: bytes=32 time<lms TTL=64
Reply from 10.0.0.13: bytes=32 time<lms TTL=64

Ping statistics for 10.6.0.13:
Packets: Sent = U, Received = Lost = @ (0% loss),
Approximate round trip times in milli-seconds:

5:51PM
Fo = 5/22/2026

6. MSPUB-COLGERA-DMO01
In a Terminal window type the command “ping *10.0.0.x*”. All should reply with no packet lost.

(XXX MSPUB-COLGERA-DMO1 @ @ ) IR VR = W w N v I B2
B¥ Administrator: Windows Powt = =} X
PS C:\Users\Administrator.MSPUB> ping 10.0.6.101

Pinging 10.0.0.101 with 32 bytes of data:
Reply from 10.0.0.101: bytes=32 time<lms
Reply from 10.0.0.101: bytes=32 time<lms
Reply from 10.0.0.101: bytes=32 time<lms
Reply from 10.0.0.101: bytes=32 time<lms

Ping statistics for 10.0.0.101:

Packets: Sent = U, Received = U, Lost = 0 (8% loss),
Approximate round trip times in milli-seconds:

Minimum = @ms, Maximum = @ms, Average = Oms
PS C:\Users\Administrator.MSPUB> ping 10.0.6.162

Pinging 10.0.0.102 with 32 bytes of data:
Reply from 10.0.0.102: bytes=32 time<lms TTL=64
Reply from 10.0.0.102: bytes=32 time<lms
Reply from 10.0.0.102: bytes=32 time<lms
Reply from 10.0.0.102: bytes=32 time<lms

Ping statistics for 10.0.0.102:

Packets: Sent = U, Received = 4, Lost = © (0% loss)
Approximate round trip times in milli-seconds:

Minimum = Oms, Maximum = Oms, Average = Oms
PS C:\Users\Administrator.MSPUB> ping 10.0.6.163

Pinging 10.0.0.103 with 32 bytes of data:
Reply from 10.0.0.103: bytes=32 time<lms
Reply from 10.0.0.103: bytes=32 time<lms
Reply from 10.0.0.103: bytes=32 time<lms
Reply from 10.0.0.103: bytes=32 time<lms

Ping statistics for 10.0.0.103:
Packets: Sent = 4, Received = 4, Lost = © (0% loss),
Approximate round trip times in milli-seconds:

554 PM
a8 Q search L -CH Lo ® s
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(X XX J MSPUB-COLGERA-

B Administrator: Windows Pows X + v
PS C:\Users\Administrator.MSPUB> ping 10.0.0.16U

Pinging 10.0.0.104 with 32 bytes of data

Reply from 10.0.0.104: bytes=32 time<lms TTL=64
Reply from 10.6.0.104: bytes=32 time<lms TTL=64
Reply from 10.0.0.104: bytes=32 time<lms TTL=64
Reply from 10.6.0.104: bytes=32 time<lms TTL=64

Ping statistics for 10.0.0.104
chets: Se 4, Received = 4, Lost = © (&

Approximate round trip times in milli-seconds:
Mininum = Gms, Maxinum = Gms, Average = Oms
PS C:\Users\Adninistrator.MSPUB> ping 10.6..11

Pinging 10.0.0.11 with 32 bytes of data:
Reply from 10.6.0.11: bytes=32 time<lms

ly from 10.0.0.11: bytes=32 time<lms
Reply from 10.6.0.11: bytes=32 time<lms TTL=I
Reply from 10.6.0.11: bytes=32 time<lms TTI

Ping statistics for 10.0.0.11

Packets: Sent = U, Received = U, Lost = 8 (8% loss),

Approximate round trip times in milli-seconds:
Mininum = Oms, Maximum = 6ms, Average = Onms
PS C:\Users\Administrator.MSPUB> ping 10.6.6.13

Pinging 10.0.0.13 with 32 bytes of data
Reply from 10.0.0.13: bytes=32 time=lms TTL=64
Reply from 10.0.0.13: bytes=32 time<lms TTL=64
Reply from 10.0.0.13: bytes=32 time=lms TTL=64
Reply from 10.6.0.13: bytes=32 time<lms

Ping statistics for 10.0.6.13

Packets: Sent = U, Received = 4, Lost = @ (0% loss),

Approxinate round trip times in milli-seconds

BB«

[N

[- IS

557PM
5/22/2026

7. MSPUB-LYNEL-WEBO1

In a Terminal window type the command “ping -c 4 *10.0.0.x*”

oo MSPUB-LYNEL-WEBO1
[spubadningMSPUB-LYNEL-HEBO1: ™S ping -C 4 10.0.0.10
PING 10.0.0.101 (10.0.0.101) 56(84) bytes of
1 fcmp_seq=1 ttl=1
icmp tl=1;
+ icmp
icmp

-~ 10.0.9.101 ping
4 packets transnittec 0% packet
et min/ave/ma 1.986/0.530
dningHSPU
G 10.9.9. 1

- 10.0.0.102 ping statistic
4 packets transnittec e
‘avg/ma/nde
YNEL-HEBO1: S
10.0.0.103) 56

YNEL-HEBO1
10.0.0.104) 56
0.0.0.104: icnp_seq=1
) 10.0.0.104: iCnp_Seq=2
m 10.0.0.104: icnp
0.0.0.104: icmp

- 10.0.6.104 ping statistic
4 pa transnitt d 3067ns
tm m
I

oo MSPUB-LYNEL-WEBO1

-c ¢ 10.0.0.11
s of data

-~ 10.0.0.11 ping
4 packets transnit

- 10.0.9.12 ping statist
4 packets +

4 min/ave/ma
[nspubadningspU

. All should reply with no packet lost.

129



Part 1: Software Essentials & Hardware: Home Lab & Troubleshooting
Security Features of Operation Systems

Windows 11 & Windows Server 2025

Microsoft includes security features for Windows 11 and Windows Server 2025 built directly into the
Operating Systems. These features will be enabled on the Windows client virtual machine as well as the
Windows Server Domain Controller (DC) and Domain Manager (DM).

Securing Windows 11 Client

Microsoft ships Windows 11 with numerous security features built into the operating system. These features
include Microsoft Defender Antivirus, Windows Defender Firewall, Secure Boot, Automatic Windows Updates,
and User Account Control (UAC) to help protect the platform. Additionally Microsoft has required a Trusted
Platform Module (TPM) 2.0 chip to be installed and enabled on all motherboards prior to the installation of
Windows 11. In this lab environment all clients connect to Active Directory, so it use Active Directory Domain
Authentication to log in users. The features will be enabled on MSPUB-WS-VMO01-WIN:

1. Microsoft Defender Antivirus
Microsoft Defender Antivirus will be enabled to provide real-time protection against malware, ransomware,
and other malicious software threats. Regular signature updates will also be configured through Windows
Update to help maintain current threat protection.

a. On MSPUB-WS-VMO01-WIN login using MSPUB\Administrator with the password
“CSNT253_2026#"

MSPUB\Administrator
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c. In Setting click “Privacy and security on the left pane. Click “Windows Security.”

e. Scroll down to Virus & threat protection settings, and click the “Mange settings” hyperlink.

f.

& settings Q_ Find a setting = B 0%
®  Administrator Privacy & security
WP adminisustor@masterswordpubet
Security
o
Home
Windoy
O i >
B System
©  Bluetooth & devices Find my device
B rtyour dese tyau ik o ot >
@ Network & internet
J/ personsizstion s Device encrypion >
B Apps
Windows permissions
& Accounts
@ Recommendations & offers N
D Time & language Advertising ID, personalized offers, local content, app launches, settings suggestions, productivity tools
€ Gaming
) Speech N
X Acessivity Oniine speech recognition for dictaton and other vice-based intractin
= Inking & typing personalzation
Custom dconany words i you dicionary 2
@ Windows Update
Diagnostics & feedback N
Disgnosti dta inking and yping dats,feecack frequency
& Search N “
. - X ; 110
e dreoa=Ccaap s Owe

In “Windows Security,” click “Virus & threat protection.”

& Settings Q Find a setting

®  Administrator Privacy & security > Windows Security

WP Administrator@masterswordpubnet

Windows Security is your home to view and manage the security and

O Wind Security
) Home health of your device. pen Windows Security

System

Protection areas

Bluetooth & devices

BN 008

2
Network & internet ©
Personalization

Account protection A
. P 0
pos
S Accounts
- (@ Frewal & network protecton 2
D Time & language
 Gaming App & browser control a
No actions needed.
K Accessibility
|' P Privacy & security ?:C:ﬁ‘i‘z d [}
@ Windows Update
@ Device performance & health a
Reports on the heaith of your device.
g, Fomiy options 2

Manage how vour family uses their devices

B Qs deB2CBRP A e Qaow Sbw

Privacy Statement

Home

o action ne

®
T
e

& Account protection

@) Firewall & network protection . Virus & threat protection
<
B App & browser control updates

Security intelligence is up to date.
O Device securt
o Last update: 5/24/2026 11:01 AM

% Device performance & health
Protection updates
% Family options
D protection history @ Ransomware protection
Set rive for file recovery options in case
of a ransomware attack
Set up OneDrive
Manage ransomware protection
Dismiss
@ Settings

Qe A B.CoadO A& Qo 500

Ensure that the following are enabled (“On”):
« Real-time protection
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« Dev Drive protection
« Cloud-delivered protection

Part 1: Software Essentials & Hardware: Home Lab & Troubleshooting

« Automatic sample submission (This sends potential threats to Microsoft to help improve

Windows security).
«  Tamper Protections

Windows Security - o x

Virus & threat

protection settings Have a question?
@ Home Get helg
View and update Virus & threat protection P
| O Virus & threat protection settings for Microsoft Defender Antivirus.
& Account protection Help improve Windows Security
——J> Real-time protection Give us feedback

(@) Firewall & network protection
Locates and stops malware from installing or

B App & browser control running on your device. You can tum off this X
setting for a short time before it turns back on Change your privacy settings
O Device security automatically View and change privacy settings
for your Windows 11 Pro device.
% Device performance & health @ on
Privacy settings
& Family options Privacy dashboard
. . Privacy Statement
D protection history —> Dev Drive protection

Scans for threats asynchronously on Dev Drive
volumes to reduce performance impact.

@ o
See volumes

Learn more

@ settings Cloud-delivered protection

B oo LALB-CBRRY ~slos N
T ———

Windows Security - a8 x

. = Cloud-delivered protection

Provides increased and faster protection with
= access to the latest protection data in the cloud.

Works best with Automatic sample submission
@ Home turned on.

1 O virus & threat protection @
on
& Account protection

(@) Firewall & network protection

——Jp Automatic sample submission

B App & browser control Send sample files to Microsoft to help protect
you and others from potential threats. We'll
O Device security prompt you if the file we need is likely to contain

personal information.

% Device performance & heaith
& Family options @ o
O Protection history Submit a sample manually
=) Tamper Protection
Prevents others from tampering with important
security features.
@ o
- Leam more
B Settings

Q searcn A 2CBRS9 e
S ——

g. Click the “back arrow” in the upper left and click the “Protection updates” hyperlink under Virus &
threat protection updates.

Windows Security

©
@
(o)
=3

@) Firewall & network

Home

Account protection

QO Device security

B}

@

Family options

©

Protection history

@ Settings

Virus & threat protection

5 App & browser control

Device performance & health

e p—
Privacy Statement
. Virus & threat protection
settings
No action needed

Manage settings

protection

Security intelligence is up to date.

Last update: 5/24/2026 11:01 AM

Protection updates

@ Ransomware protection

Set up OneDrive for file recovery options in case
of a ransomware

Set up OneDrive

Manage ransomware protection

Dismiss

Q sen HALBTCBRES Y ~sOae
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h. Click the “Check for updates” button, if there are any updates install them. Then click the “Back
arrow” in the upper left.

J-

Home
Virus & threat protection
Account protection

) Firewall & network protection
B App & browser control

O Device security

% Device performance & health
% Family options

D protection history

@ Settings

8 Q sen

< Protection updates

View information about your security intelligence
version, and check for updates.

ce to protect your dey jainst the
5. You can also manually check for

Security intelligence version: 1451.80.0
Version created on: 5/24/2026 5:01 AM
Last update: 5/24/2026 T1:01 AM

© Security intelligence is up to date.

Check for updates

HdouCaRIY

Have a question?

Get help

Help improve Windows Security

Give us feedback

Change your privacy settings
View and change privacy settings
for your Windows 11 Pro device.
Privacy settings

Privacy dashboard

Privacy Statement

12387
AR Do

Scroll down to Ransomware protection, and click the “Manage ransomware protection” hyperlink.

Windaws Security

a

x

<

Q B

3

)

(]

[c]

Fivacy uasivar

Privacy Statement

Home

Virus & threat protection

Account protection

Firewall & network protection

App & browser control

Device security

Device performance & health

Family options.

Protection history

© setings

B Q Search

. Virus & threat protection
settings

No action needed,

Manage settings

/. Virus & threat protection
o]

updates
Securty intelligence is up to date.

Last update: 5/24/2026 1101 AM

Protection updates

@) Ransomware protection

Set up OneDrive for file recovery options in case
of a ransomware attacl

Set up OneDrive.

Manage ransomyare protection

drLB=CERD9

N w Do 220

5/24/2026

Under Controlled folder access, enable (“turn on”) this feature. If there is a Microsoft Account

enabled for the user click on “Set up OneDrive” to log into a Microsoft Account. This may be use if
users need to recover data after a Ransomware attack. For this lab, there is no Microsoft Account
associated with the MSPUB domain, so click “Dismiss” to skip this part. Click the back arrow in

the upper left.

& 8

€]

Home
Virus & threat protection
Account protection

Firewall & network protection
App & browser control
Device security

Device performance & health
Family options

Protection history

Settings

B Qs

Ransomware protection

Protect your files against threats like
ransomware, and see how to restore files in case
of an attack.

Controlled folder access

Protect files, folders, and memory areas on your
from unauthorized changes by unfriendly
ations.

Block histry

Protected foders

Allow an app through Controie folder access
Ransomware data recovery

You may be able to recover files in these
accounts in case of a ransomware attack.

A Setup OneDrive for fil recovery options in
case of a ransomware atta

Set up OneDrive

Disrgiss

HBxoaucaae

Have a question?
Get help

Help improve Windows Security

Give us feedback

Change your privacy settings
View and change privacy settings
for your Windows 11 Pro device.
Privacy settings

Privacy dashboard

Privacy Statement

1248 pm
AR QN
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k. Click the “Quick Scan” button under Current threats to run a scan virus scan of the system. When

it is complete. Windows Defender will send a notification when it’s completed with the results.
Click “Home” on the left pane once completed.

Virus & threat protection
settings
eded.

%
N
Mans

age

-

Qs 2. Caa 9

2. Windows Defender Firewall

Windows Defender Firewall will be enabled to monitor and filter inbound and outbound network traffic.
Firewall profiles for Domain, Private, and Public networks will be configured to reduce unauthorized

access to t he workstation.

Virus & threat
protection

Have a question?

Gethelp

Who's protecting me?

Manage providers

Help improve Windows Security
Give u

a. In Windows Security click, “Firewall & network protection” on the left pane.

b. Ensure that all three profiles, Domain network, Private network, and Public network say “Firewall is
on.” If any of them say “Firewall is off,” click on the profile and enable it under Microsoft Defender

Firewall.

(@ Firewall & network
protection

MdLB=CBRD 9

A& Qo o

(B Domain network

Networks at a workplace that are joined to a
domain,

Active domain networks

C} masterswordpubnet

Microsoft Defender Firewall

Helps protect your device while on a domai
netwrk.

@ or

Incoming connections
P

Adr2=Caad 9

Help improve Windows Security

e R
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c. To add a Firewall rule click “Allow an app through firewall” hyperlink.

d.

B

Qo 2 I 7

3

8 Do =

&

€]

indows Security

Home
Virus & threat protection

Account protection

) Firewall & network protection

App & browser control

Device se

Device performance & health
Family options

Protection history

Settings

-
]
0

@ Firewall & network

protection

Who and what can access your networks.

B Domain network (active)

Firewall is on.

% Private network

Firewall is on.

@ Public network

Firewall is on.

Allow an app through firewall

Network snd& oubleshooter
irewall n settings
s

@ «®

Have a question?
Get help

Who's protecting me?

Manage providers

Help improve Windows Security

Give us feedback

Change your privacy settings

View and change privacy settings
for your Windows 11 Pro device.

A w Qo e SV

5/24/2026

In this example Remote Desktop (RDP, port 3389), will be enabled on the Domain. Scroll down the

list and find “Remote Desktop,” tick the box under “Domain.” Click “OK” to save the changes.

B8 Alowed spps -
T > ContolPanel > System and Secuy > Windows DefenderFrell > Allowed spps . 1 Contrl anel »
Allow apps to communicate through Windows Defender Firewall
Domain | Private  Public
v ® @
o o o
2
“
g O
"B 0O
oR Do O
oo o
o o o
a a a
o o o
Detai., | Remove
Allow another app
o Cancel
= - = . N z 1218M
HQru2.Coa®o9 & QO s
L]

An alternative way to add firewall rules is to click the “Allow another app...” This is useful

when the service isn’t automatically in the list Windows Defender compiles. Browse and
locate the app you would like to add. Click “Network types...” to specify which profiles the
app may have allowed access.

i Add an app

1 Select the app you want to add, or dick Browse to find one that is not

listed, and then dick OK.

Apps:

Path:

Browse...

- What are the risks of unblocking an app?

You can choose which network types to add this app to.

Network types... Add

Cancel
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e. Close all windows and shutdown the machine.

3. Trusted Platform Module (TPM) 2.0 & Secure Boot
Virtual TPM 2.0 was enabled prior within the hypervisor (Parallels) to support Windows 11 security
requirements and improve credential and encryption protection capabilities. On physical hardware this is a
chip installed on the motherboard. It has to be enabled in the UEFI/BIOS settings, otherwise Windows 11
will not boot.

Secure Boot will be enabled through the virtual machine firmware settings to help prevent unauthorized
operating systems and boot loaders from loading during system startup. On physical hardware this is
configured through a systems Unified Extensible Firmware Interface (UEFI) or Basic Input/Output System
(BIOS).

a. With MSPUB-WS-VM01-WIN shutdown, on the host machine Parallels Control Center will be
open. Right-click MSPUB-WS-VMO01-WIN and select “Configure...”

B MSPUB-COLGERA-DMO1
B MSPUB-GLEEOK-DCO1
B MSPUB-LYNEL-WEBO1
B MSPUB-WS-VMOT-WIN
B MSPUB-WS-VM02-UBT
MSPUB-WS-VM03-MAC

B MSPUB-WS-VM04-KAL

Change...

Reclaim...

B Miscellaneous B Reclaimable
12.6 MB KB

¢. Click “TPM Chip” for more information. If one needs to be added click the “+” button and select
“TPM Chip.” In most cases when you create a Windows 11 VM inside of Parallels it will
automatically add it when creating this virtual hardware. Having a TPM Chip installed will
automatically enable Secure Boot.

"MSPUB-WS-VMO1-WIN" Configuration

or
& Netvork 2
B, Sound & Camera

:i usB

a Hard Disk
=]
° CD/DVD

? TPM Chip

i Boot Order
oE=

1‘0 Click the lock to prevent
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« This example is for physical hardware on a Gigabyte Aorus system showing where to enable the

TPM 2.0 chip + Secure Boot within the UEFI.
/%{ Sondny 15123

Firmware Version: 394 CPU
Vendor: AMD

3809.08MHz 100.23MHz

Active PCR banks. SHA256

Available PCR banks SHA256,SHA384 Y ey

Pending operation None
Disable Block Sid Disablg, Memory

213843MHz 65536MB

1236V

Voltage
0990V
11.880V

Enables or Disables BIOS support for security device. 0.5. will not show Security Device.
TCG EFI protocol and INT1A interface will not be available.

Help (F1) EasyMode (F2)  Smart Fan 5 (F6) Q-Flash (F8)
©sC Back

d. On MSPUB-WS-VMO01-WIN login using the MSPUB\Administrator credentials.

MSPUB\Administrator

e. Right click the “Windows charm” on the taskbar and click “Terminal.”

f. In Terminal type the following command to double check the status of Secure Boot:

Confirm-SecureBootUEFI
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If enabled it will reply with the word “True.” Close Terminal.

vements! https://aka.ms/PSWindows

B Qse AL B .Coam A w G

4. Automatic Windows Updates

Windows Updates will be configured to automatically download and install virtual security updates and
patches to help mitigate known vulnerabilities within the Windows operating system.

a. Right-click the “Windows charm” and select “Settings.”

@ oo L 2.CBa

AR Qo SO0

[0 Parallels NAT
14} Home S-VMO1-WIN =
arallels ARM Virtual Machine

M system
© sletooth & devices

@ You need to activate Windows before you can personalize your PC. Activate now
@ Network & internet
/ Personalization .

Recommended settings
B apps Recent and commonly used settings
& Accounts
D Time & language O Windows security >
® Gming
o Q)  Sound >
K Accessibity
@ Privacy & securit ity

O Display >
[® winsous upaate

L
N B I T
B Q searc - n - - T 2 sosem
B Qs *u . CH RO & Qo
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c. In Windows Update click the “Check for updates” button. If there are are any detected, install them
(note: that some updates require the machine to restart).

® e s oD
Rested support
B Q seoen - CBap A Qo S50

d. Enable “Get the latest updates as soon as they’re available.” Then click “Advanced options.”

& setings Q. Find a setting

®  Administrator Windows Update

@ dminsuator@mastersvordpubanes

/| You're up to date
ey

B system

©  Bluetooth & devices
@ Network & intemet
/ Personalization
B pps

& Accounts

D Time & language O Update history >
@ Gaming
K Accessibility

@ Privacy & security

| ® Windows Update

G Windows Update is committed to helping reduce carbon emissions. Learn more

Related support

B Q seen T 2-CBap A8 Qo 00

e. In Advanced options enable the following:
+ Receive updates for other Microsoft products
« Notify me when a restart is required to finishing updating
« Set the active hours from 8:00am to 6:00pm

& senings Q Find a setting = ® =

@  Administrator Windows Update > Advanced options
i

WP dminiswator@masterswordpubinet

BE

O Home

B system

© Bluetootn & devices
@ Network &nternet
7 Personalization
B oes

ired to fnish updating

°
& Accounts

D Time & language Currently 8:00 AM to 600 PM A

€ Gaming

. Manuai
K Accessibility 2

Start time

@ Privacy & security
3 o AM
| Windows Update

® End time (max 18 hours)

6 00 M

B8 Q seen T a.CBa AR Qo S50
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f. Close Settings

5. User Account Control (UAC)

User Account Control (UAC) will be enabled to reduce the risk of unauthorized administrative changes by

requiring elevate permissions for system-level modifications.

a. Click on “Search” on the Taskbar and type “Control Panel.” Hover over the “Control Panel” search
result and click on “Open.”

b.

il Qe - Coa= A E Qe R0

c. Under Security and Maintenance click on “Change User Account control settings” hyperlink.

@ System and Securty

« v 1 > ControlPanel > System and Securty >

e what the power buttons do

ay Backup and Restore (Windows 7)
Backup and Rest 57) | Restorefilesfrom backup

B Qs T .CBa=

AR Qo e

915 PM
5/25/2026
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d. Change the UAC indicator to the third notch of the slider, “Notify me only when apps try to make
changes to my computer.” Click “OK.”

v A > ControlPanel > System andSecurity > Security and Maintenance G | | search Control Panet »
ControtPane Home| % User Account Contro Setings - o «x 9
ied about changes to your comput
s
poin
Nott me only when pos try o ke chanes o my
Computer et
Nevrnty
% oK. [
= = siomm
**u BT CHBA= Al Qaod Jum

e. Close Control Panel.

6. Active Directory Domain Authentication

Since MSPUB-WS-VMO01-WIN was previously joined to the masterswordpub.net Active Directory
domain, it provides centralized authentication and account management.

Joining the masterswordpub.net Active Directory Domain was completed previously by first giving
MSPUB-WS-VMO01-WIN a static IP address, 10.0.0.101. DNS was configured to point to the Domain

Controller and Domain Manager servers, 10.0.0.11 and 10.0.12. Then it was added to the domain by using
the “Add-Computer -DomainName” command in Terminal. This can also be done through the Windows

GUI by going to Settings > System > About > Domain or Workgroup and setting it to

masterswordpub.net. After a restart the machine can communicate with the centralized Active Directory

environment to authenticate user credentials.

& Settings

Accounts

® Gaming

o

-

® Time & language
K Accessibility

@ Windows Update

MSPUB-WS-VMO1-WIN @ @ i &

Q' Find a setting

@ Yimnrrator System

@  Administrator@MASTERSWORDPUB...

Computer”.

To use a wizard to join a domain or workgroup, dlick

A Home (@  Device specifications Copy ~
| B system .
& Device name MSPUB-WS-VMOI-WIN
©  Bluetooth & devices Full device name  MS| VS-VMOI-WIN.masterswordpub.net
Processor A Silicon System Properties X
@ Network & internet .
Installed RAM B Computer Name  Hardware Advanced  System Protection Remote
. Device ID -88
#/  Personalization Windows uses the following information to identfy your computer
Product ID 00330-80000 S5 onthe network.
B Apps System type 64-bit operal  Computer descrotion:
Pen and touch Pen support

For example: "Ktchen Computer” or "Mary's

Full computer name: MSPUB-WS-VM01-WIN masterswordpub net
Related links  Domain or workgroup. I Domain. I

- o il Network ID.
mm  Windows specifications
:’2 r;\:l::t:‘;‘ik w&zfge; or change its domain or Change.
U Privacy & security Edition Windows 11§
Version 25H2
Installed on
OS build
Experience Windows Feg
Microsoft Services Agreement lI] Cancel
Microsoft Software License Terms
i Qs T a-CBa8 PN ~ e daw S50
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Securing Windows Server 2025 Servers

Like Windows 11, Windows Server ships with additional security features for servers. These features include
Active Directory Domain Services (AD DS), DNS Redundancy, DFS Replication (DFSR), Redundant Domain
Controllers, and PowerShell Administration.

1. Active Directory Domain Services (AD DS)

DNS Redundancy

G Hm Rais
O Aci nd Compl| Name Tpe DCType Sit Deseription Name Type DC Type site Descripts
i JEIMSP-COLGERA-DMO  Computer 6C Default-First-Si I MSP-COLGE..  Computer 6C Default-First-Si
vH 1IMSPUB-GLEEOK-DC  Computer G Default-First-Si. pubinet I MSPUB-GLEE.. Computer 6c Default-First-Si
= = P 220 o= P 12200m
B Q secn B EQ@eL Qoe 22M BB Q serch E =2 CL Do ® s

AD DS was previously configured on both servers. MSPUB-GLEEOK-DCO1 as the primary and MSPUB-
COLGERA-DMO01 as the secondary. Active Directory Domain Services was implemented to centralize
authentication, authorization, and identity management. AD DS can be installed either by going to
Managed > Add Roles and Features on Server Manager and selecting “Active Directory Domain Services”
or by entering in the Terminal command, “Install-WindowsFeature AD-Domain-Services
-IncludeManagementTools.” Both servers were promoted to Domain Controllers for the
masterswordpub.net domain in Server Manager.

Both MSPUB-GLEEOK-DCO01 and MSPUB-COLGERA-DMO01 were configured as DNS servers to provide
redundant name resolution services. DNS Server was installed from Manage > Add Roles and Features

and selecting DNS Server, or by typing the command “Install-WindowsFeature DNS
-IncludeManagementTools” into Terminal. Redundant DNS infrastructure was implemented to improve
reliability and fault tolerance within the masterswordpub.net domain.

2, DNS Manager = [=] X £, DNS Manager - a X
1 File Action View Help File Action View Help
I EREEN R EE] e 2m XEcz Hm §@a
& NS Name Type Data Timastamp & ONs Name Type Data Timestamp
v & MSPUB-GLEEOK-DC ] msdes || v & Mmsp-coLGERA-DMO ] msdes
v [ Forward Lookup Zones T sites 3 v [ Forward Lookup Zones || ="
’ e > !
> = > [21 masterswordpubnet
> @ up Z HoemainOnsZones I Reverse Lookup Zones
>E T s = I Trust Points
> (1 Conditional Forwarders || =3 orestPnsZones Conditional Forwarders
=] (same as parent folder) Start of Authority (SOA) (1490} mspub-gleeok-dc01... static - (same as parent folder) Start of Authority (SOA) (1490}, msp-colgera-dm01...  static
=] (same as parent folder) Name Server (NS) msp-colgera-dm01.master..  static [](same as parent folder) Name Server (NS) mspub-gleeok-dcOlmaste..  static
| (same as parent folder) Name Server (NS) mspub-gleeok-dcOt.maste.. ~ static [=](same as parent folder) Name Server (NS) msp-colgera-dm01.master.. static
E Host (A) 102115521 5/22/2026 40000 PM [ (same as parent folder) Host (A) 102115521 5/22/2026 40000 PM
I Host (A) 100011 5/22/2026 100000 AM ] Host (A) 100011 5/22/2026 100000 AM
E Host (A) 102115514 5/19/2026 900:00 AM ] Host (A) 102115514 5/19/2026 90000 AM
| Host (A) 100012 5/22/2026 10:00:00 AM ] (same as parent folder) Host (A) 100012 5/22/2026 10:00:00 AM
(same as parent folder) IPv6 Host (AAAA) 7. 5/ ™M =| (same as parent folder) 1Pv6 Host (AAAA) fdb2:2c26:f44:00008¢77:d. 5/18/2026 9:00:00 PM
[F] same a5 parent folder) 1P6 Host (AAAA) 1db22c26:1464000002707..  5/21/2026 20000 PM [ (same as parent folder) PG Host (AAAK) fdb22c264e400000270<7..  5/21/2026 20000 PM
(same as parent folder) 1PV6 Host (AAAK) 1db22c26146400004133ze..  5/22/2026 100000 AM [F] (same as parent folder) 1PV6 Host (AAAR) 1db22c261464000041333e..  5/22/2026 10,0000 AM
F]Msp-COLGERA-DMO1 Host (A) 102115521 static ] msp-colgera-dmo1 Host (A) 102115521 static
MSP-COLGERA-DMO1 1P6 Host (AAAR) 1db22c2644e4000041332e..  static = a-dm01 1PV6 Host (AAAR) 1db22c26:/4e4000041332¢..  static
mspub-gleeok-dc01 Host (A) 102115514 stati =| Host (A) 100011 stati
mspub-gleeok-dc01 Host (A) 100011 stati B of Host (A) 102115514 stati
[]mspub-gleeok-deot 1PV6 Host (AAAR) 1db22c26146400008e77d..  static ] mspub-gleeok-dcot 1PV6 Host (ARAA) 1db22c26146400008e77d..  stati
[F]MsPuB-Ws-VMO1-WIN Host (A) 1000101 5/19/2026 120000 AM -] MSPUB-WS-VMO1-WIN Host (A) 1000101 5/19/2026 120000 AM
=] mspub-ws-vm03-m Host (A) 1000103 5/22/2026 40000 PM Sl mspub-ws-vm03-m Host (A) 1000103 5/22/2026 40000 PM
B Q searn uEQeL Qow 24 B Q s EEQ@CL > 2 Qoe S50
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3. DFS Replication (DFSR)

SYSVOL replication was migrated from FRS to DFSR to support modern Active Directory replication. To
change the DFSR state in Terminal type the following commands:

- dfsrmig /setglobalstate 1

- Wait for the “successful” reply once it has been completed switching the state.
« dfsrmig /setglobalstate 2

- Wait for the “successful” reply once it has been completed switching the state.
« dfsrmig /setglobalstate 3

- Wait for the “successful” reply once it has Benn completed switching the state.

Verify the current DFSR status by typing the command:
- dfsrmig /getmigrationstate

SYSVOL replication was modernized using DFS Replication.

o =] RSB Ve E < MSPUB-COLGERA-DMO1 @ i} ®B® DY B - & |

0 B¥ Administrator: Windows Pows X + X B Administrator: Windows Pows X (2 = a X

N
Windows PowerShell B Windows PowerShell
Copyright (C) Microsoft Corporation. All rights reserved. ECopyright (C) Microsoft Corporation. All rights reserved.

Install the latest PowerShell for new features and improvements! https://aka.ms/PSWindows Install the latest PowerShell for new features and improvements! https://aka.ms/PSWindows
PS C:\Users\Administrator> dfsrmig /getmigrationstate PS C:\Users\Administrator.MSPUB> dfsrmig /getmigrationstate

A1l domain controllers have migrated successfully to the Global state ('Eliminated'). A1l domain controllers have migrated successfully to the Global state ('Eliminated').
Migration has reached a consistent state on all domain controllers. Migration has reached a consistent state on all domain controllers.

Succeeded. Succeeded.
PS C:\Users\Administrator> PS C:\Users\Administrator.MSPUB>

4. Redundant Domain Controllers

A secondary domain controller was deployed to improve authentication and DNS redundancy. MSPUB-
COLGREA-DMO01 was promoted by installing AD DS and DNS Server and using the command, “Install-
ADDSDomainController -DomainName “masterswordpub.net" -InstallDns -Credential (Get-Credential)
-SiteName “Default-First-Site-Name” -ReplicationSourceDC “MSPUB-GLEEOK-
DCO1.masterswordpub.net" -DatabasePath “C:\Windows\NTDS” -LogPath “C:\Windows\NTDS”
-SysvolPath “C:\Windows\SYSVOL” in Terminal. After install and a reboot, replication can be verirfied by
using the commands “repadmin /replsummary” and “Get-ADDomainController -Filter *” to display the
DCs. The environment gained authentication redundancy and improved fault tolerance.

° 20 OBV D YA E . MSPUB-COLGERA-DMO1 & B BB YA E<«B)

(J B Administrator: Windows Powe X + v = a - B Administrator: Windows Powe X + v
L
Windows PowerShell “ B ps c:\Users\Administrator.MSPUB> Get-ADDomainController

N
| Copyright (C) Microsoft Corporation. ALl rights reserved. i

Install the latest PowerShell for new features and improvements! https://aka.ms/PSWindows ComputerObjectDN : CN=MSPUB-GLEEOK-DC,OU=Domain
Controllers,DC=masterswordpub,DC=net
PS C:\Users\Administrator> dfsrmig /getmigrationstate DefaultPartition : DC=masterswordpub,DC=net
Domain : masterswordpub.net
A1l domain controllers have migrated successfully to the Global state ('Eliminated'). Enabled : True
Migration has reached a consistent state on all domain controllers. Forest : masterswordpub.net
Succeeded. HostName : MSPUB-GLEEOK-DC@1.masterswordpub.net
PS C:\Users\Administrator> repadmin /replsummary InvocationId 1 4847el174-375a-4f2U-bd12-902693d193e8
Replication Summary Start Time: 2026-05-26 13:05:u48 IPvdAddress : 10.0.0.11
IPv6Address 1 fdb2:2c26:fUel:0:8e77:dd06: 5de7:7c60
Beginning data collection for replication summary, this may take awhile: IsGlobalCatalog : True
IsReadOnly : False
LdapPort : 389
Name : MSPUB-GLEEOK-DC
Source DSA largest delta fails/total %% error NTDSSettingsObjectDN : CN=NTDS Settings,CN=MSPUB-GLEEOK-DC,CN=Servers,CN=Default-Firs
MSP-COLGERA-DMO 17m:54s e/ 5 [¢] t-Site-Name,CN=Sites,CN=Configuration,DC=masterswordpub,DC=net
MSPUB-GLEEOK-DC 16m:44s e/ 5 [¢] OperatingSystem : Windows Server 2025 Standard
OperatingSystemHotfix g
OperatingSystemServicePack :
Destination DSA largest delta fails/total %% error OperatingSystemVersion 1 10.0 (26501)
MSP-COLGERA-DMO 16m:45s e/ 5 ] OperationMasterRoles : {SchemaMaster, DomainNamingMaster, PDCEmulator, RIDMaster...}
f MSPUB-GLEEOK-DC 17m:54s e/ 5 [¢] Partitions : {DC=ForestDnsZones,DC=masterswordpub,DC=net,
DC=DomainDnsZones,DC=masterswordpub, DC=net,
CN=Schema, CN=Configuration, DC=masterswordpub, DC=net,
PS C:\Users\Administrator> CN=Configuration,DC=masterswordpub,DC=net...}
ServerObjectDN : CN=MSPUB-GLEEOK-DC,CN=Servers,CN=Default-First-Site-Name, CN=Si
tes,CN=Configuration, DC=masterswordpub, DC=net

1:07 PM

m 3 = 1:07 PM " =
mm  Q search ma @ I':‘ g Do® om0 ] E =« ©CFR >_] Do 0

5. PowerShell Administration

PowerShell was used to automate server administration and Active Directory configuration tasks. These
tasks were automated and standardized through PowerShell scripting and remote administration tools.
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The following were used:

« Add-Computer

XXX MSPUBWSVMOI-WN @ @ f @ @ & & ¢ 8 0 @ <« & |

O P¥ Administrator: Windows Powt X 4 | v

© Windows Terminal can be set as the default terminal application in your settings. Open Settings

Windows PowerShell
Copyright (C) Microsoft Corporation. All rights reserved.

Install the latest PowerShell for new features and improvements! https://aka.ms/PSWindows

PS C:\Users\mspubadmin> Add-Computer

Windows PowerShell credential request

Enter your credentials.

User name: Q MSPUB\Administrator

Password: ssessessecees

~ - 12:24 AM
@‘ [ - C B E A8 Foe 5/19/2026

+ Install-WindowsFeature
O PY Administrator: Windows Powt X S

Windows PowerShell
Copyright (C) Microsoft Corporation. ALl rights reserved.

Install the latest PowerShell for new features and improvements! https://aka.ms/PSWindows
PS C:\Users\Administrator.MSPUB> Install-WindowsFeature AD-Domain-Services,DNS

Success Restart Needed Exit Code Feature Result

Success {Active Directory Domain Services, DNS Ser...

+ InstallF-ADDSDomainController
PS C:\Users\Administrator.MSPUB> Install-ADDSDomainController
dential) [ i lame
| NTL

cmdlet Get-Credential at command pipeline position 1
Supply values for the following parameters:
Credential
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+  repadmin
PS C:\Users\Administrator> repadmin /replsummary
Replication Summary Start Time: 2026-05-26 13:05:48

Beginning data collection for replication summary, this may take awhile:

Source DSA largest delta fails/total %% error
MSP-COLGERA-DMO 17m:54s e/ 5 0
MSPUB-GLEEOK-DC 10m:44s e / 5 0

Destination DSA largest delta fails/total %% error
MSP-COLGERA-DMO 10m:45s e / 5 (0]
MSPUB-GLEEOK-DC 17m:S54s e / 5 (0]

- dfsrmig

PS C:\Users\Administrator> dfsrmig /getmigrationstate

All domain controllers have migrated successfully to the Global state ('Eliminated').
Migration has reached a consistent state on all domain controllers.
Succeeded.
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Ubuntu Desktop & Server 26.04 LTE

Ubuntu Desktop and Server both have their own security solutions, which are basically the same. Ubuntu
Desktop is typically used for Client Side, since it has a Graphical User Interface (GUI), whereas Ubuntu Server
has no GUI and is strictly Command Line Interface (CLI) only. When thinking about Ubuntu there are several
things that need to get hardened upon a new install. Linux administration, server hardening (if a server),
enterprise networking, least privilege access, and package/security management. MSPUB-WS-VM02-UBT
has the desktop client installed as the operating system, so enabling these security features will be
demonstrated on this machine using the GUI. MSPUB-LYNEL-WEBO1 has Ubuntu Server, so everything
demonstrated will be using commands.

Securing Ubuntu Desktop (GUI + CLI)

This section will cover how to enable security features within the graphical user interface version of Ubuntu
Desktop. UFW Firewall, Least Privilege Administration, and System Updates and Package Management.
These will be configured on MSPUB-WS-VM02-UBT.

+  On MSPUB-WS-VMO02-UBT login using the username “MSPUB Administrator" and the password
“CSNT253_2026#” (do not use the Domain Administrator).

D

MSPUB Administrator

€ Ubuntu

1. Uncomplicated Firewall (UFW) Configuration

Uncomplicated Firewall (UFW) was enabled to help restrict unauthorized inbound network access while
allowing required administrative and domain-related traffic. Even though this is GUI, setting up UFW
requires it to be done in the Terminal.

- Open Terminal from the “Ubuntu charm” on the lower left.
- To check if UFW is installed type:
sudo ufw status
- If disabled enable it with the command:
sudo ufw enable
- To verify the firewall status use the command:
sudo ufw status verbose
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The Ubuntu Desktop system has been configured with host-based firewall protections.

2. Least Privilege Administration

Administrative tasks were performed using sudo privileges previously rather than directly operating as the
root user. It is always a good idea to change the root password and not leave the default. The MSPUB
Administrator account should be able to do this by default. This will be done using Terminal commands.

Open Terminal from the “Ubuntu charm” on the lower left.

To change the root password type the command:

sudo passwd root

When prompted authenticate the sudo command with the MSPUB Administrator password
“CSNT253_2026#”

When prompted enter the password the new password “M@5t3r$w0rdPub%” and verify it.
The password will be changed. Switch to the root user using the command:

su root

Enter the new password.

The user in the terminal has switched to the root account. This will give you elevated privileges
without the need of the sudo command. Confirm with the “whoami” command.

Type “exit” to return to the non-privileged user.

Additionally users can be placed in specified system groups to grant and deny access to certain
commands, files, and packages. To add a user to a group, in terminal use the following commands:

In terminal use the following command to add a user to the Admin user group to grant the domain
user MSPUB\Administrator sudo access:

sudo usermod -aG sudo administrator@masterswordpub.net

Authenticate the sudo command with the local MSPUB Admin password.

Verify the change by typing these two commands:

groups administrator@masterswordpub.net
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«  Type “exit” twice to close the terminal
+ Logout of MSPUB Administrator

3. System Updates and Package Management

System updates are regularly applied to maintain current security patches and package versions. The

Ubuntu Desktop workstation will remain updated with current security and stability patches. To install
updates do the following:

- Login as the MSPUB\Administrator account

<3 Ubuntu

«  Click the “Ubuntu charm” in the lower left corner and select “Software Updater”

« Ubuntu will search and download updates click the “Details” arrow to show a list of Security
updates and Other updates. Leave them all selected and click “Install Now.”
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“
=
A
%
@
8

aedHe=xEC!

Software Updater

Updated software has been issued since Ubuntu 26.04 was
released. Do you want to install it now?

Security updates
> @ & Document Viewer (¢)
@ Commonfiles used by both the Samba server and client
al pool based memory allocator - Pythons3 bin.

ba-common
is animplementation of the SMB/CIFS protocol for Unix systems, providing

8.5 MB will be downloaded

51

AA

MASTER

Software Updater x

Q The software on this computer is up to date.

Securing Ubuntu Server (CLI Only)

Securing Ubuntu Server has the same security features as Ubuntu Desktop, however is strictly done using the

command line interface (CLI) as there is no graphical user interface (GUI). The same three elements will be

configured as above as well as OpenSSH Administration, since most of the time companies will use the SSH

protocol to manage Ubuntu Servers instead of going to the actual server terminal.

+ Log into MSPUB-LYNEL-WEBO1 using the mspubadmin user credentials

U

B

Qe BRI YO nE

-®
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1.

UFW Firewall Hardening

Uncomplicated Firewall (UFW) will be enabled to help restrict unauthorized inbound network access while
allowing required administrative and domain-related traffic. Host-based firewall protections will be
implemented while maintaining administrative SSH access. Use the following commands to enable UFW:

+ Enable UFW by typing:
sudo ufw enable
+ Authenticate the sudo command with the mspubadmin password
+ Allow the required services:
sudo ufw allow ssh
* Verify UFW configuration
sudo ufw status

From
ALLOKW Anywhere
ALLOW Anywhere (v

mspubadmin@MSPUB-LYNEL-HEBGL1: ™% _

Least Privileged Access

Administrative tasks were performed using sudo privileges previously rather than directly operating as the
root user. It is always a good idea to change the root password and not leave the default. The MSPUB
Administrator account should be able to do this by default. This will be done using commands.

To change the root password type the command:

sudo passwd root

When prompted authenticate the sudo command with the MSPUB Administrator password
“CSNT253_2026#”

When prompted enter the password the new password “M@5t3r$w0rdPub%” and verify it.
The password will be changed. Switch to the root user using the command:

su root

Enter the new password.

The user in the terminal has switched to the root account. This will give you elevated privileges
without the need of the sudo command. Confirm with the “whoami” command.

Type “exit” to return to the non-privileged user.

mspubadmin@MSPUB-LYNEL-KWEB®1: ™% sudo passwd root

00t
root@MSPUB-LYNEL-WEBS1: home Jubac
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At this time MSPUB-LYNEL-WEBO1 has not joined the MSPUB domain. So an additional user will be
added manually to add to a group. Groups can be setup to allow or deny access to files or commands.

« Add a new test user by typing the following command:
sudo adduser mspubtestuser
« Enter in the following information when prompted:
New Password: CSNT253_2026#
Retype New Password: CSNT253_2026#
Full Name: MSPUB TestUser
Press Enter for the remaining fields to skip them
«  Type “Y” when asked if the information is correct
+ Use the command to add the user to the sudoers group:
sudo usermod -aG sudo mspubtestuser
« Verify the user was added with the command:
groups mspubtestuser
sudo should show in the group lists for mspubtestuser
« Delete the MSPUB TestUser account by using the command:
sudo deluser —remove-home mspubtestuser

r ‘MEL-HEBO1: /home/mspubadming sudo adduser mspubtestuser

mspubtestuser

% sudo deluse emove-home mspu

3. OpenSSH Administration

OpenSHH allows users and administrators to connect to the server remotely from a Terminal session or
other Secure Shell client program. MSPUB-LYNEL-WEBO1 will be configured to support secure remote
administration. This will be tested using another client machine to ensure SSH protocol connections on
the local network.

+ Update the package files to ensure OpenSSH installs the current version:
sudo apt update

+ Install OpenSSH with the command:
sudo apt install openssh-server -y

+ Once installation is finished verify the service was installed by typing:
sudo systemctl status ssh

+ To ensure OpenSSH opens during system boot type:
sudo systemctl enable ssh

151



Part 1: Software Essentials & Hardware: Home Lab & Troubleshooting

'NEL -HEE®

+ Verify by using a different client machine that has an SSH client. In this example MSPUB-WS-
VMO03-MAC will connect using a Terminal SSH session. To connect type the command:
ssh mspubadmin@10.0.0.13

+ Accept the connect by typing “yes”

+ Enter the password for the mspubadmin account

+ The connection from MSPUB-WS-VM03-MAC to MSPUB-LYNEL-WEBO1 is established

+  Type “exit” to loggout

& Terminal Shell Edit View Window Help Q 8 WedMay27 5:02PM

® O @ [ p.sheikah — mspubadmin@MSPUB-LYNEL-WEBO1: ~ — ssh mspubadmin@10.0.0.13 — 140x37

mspub-ws-vm@3-mac:~ p.sheikah$ ssh mspubadning10.e.0.13

The authenticity of host '10.0.6.13 (10.8.0.13)' can't be established.
ED25519 key fingerprint is: SHAZ56:BuXMST6MY3X1+EB1EanP3en8ZanDXHC/UALBIPLPCXD
This key is not known by any other names.

Are you sure you want to continue connecting (yes/no/[fingerprint])? yes
Warning: Perman 0.13' (ED25519) to the list of known hosts.
mspubadning1. 0. f

Welcome to Ubuntu 26.84 LTS (GNU/Linux 7.8.8-15-generic aarchés)

* Docunentation: ~https://docs.ubuntu.com

* Managemen https://landscape.canonical..con

* Support: https://ubuntu. con/pro

System information as of Wed May 27 05:68:46 PM POT 2026

Systen load: .04 Process 138
/

in: e
Memory usage: 8% b s for enpdsé: 10.
Swap usage

=> There is 1 zombie process.

Expanded Security Maintenance for Applications is not enabled.
7 updates can be applied immediately.

7 of these updates are standard security updates.

To see these additional updates run: apt list —upgradable
Enable ESM Apps to receive additional future security updates.
See https://ubuntu.con/esm or run: sudo pro status

B-L1NEL-WEe1:-S ]

It is also a good idea to disable the root user from being able to login via the SSH protocol. To do that use
the following commands:

+ Edit the SSH Configuration file using Nano Text Editor:

sudo nano /etc/ssh/sshd_config
+ Authenticate using the mspubadmin password
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Find #PermitRootLogin and change it to:
PermitRootLogin

© ® ® T jmangum — mspubadmin@MSPUB-LYNEL-WEBO1: ~ — ssh mspubadmin@10.0.0.13 — 126x38

GNU nano 8§ /etc/sshisshd config *
0.0.0.0

Press CTRL+O to save changes and CTRL+X to exit.

Restart the SSH service by typing: (if connected via SSH currently, your connection will be

dropped)

sudo systemctl restart ssh
mspubadmin@MSPUB-LYNEL-¥EBB1: % sudo nano fetc/ssh/sshd _config
[sudo: authenticate] Password:

mspubadmin@¥SPUB-LYNEL-¥EBB1: ~% sudo systemctl restart ssh

Try logging into the root user via SSH now, in the host machine’s Terminal or SSH client:
ssh root@10.0.0.13
The connection will fail.

on deni

4. System Updates and Package Management

Since there is no GUI there are commands that can be run to update the system and its packages. Enter
the following to update the system:

+ Update the packages list by typing:
sudo apt update

+ Install the the packages with dependancies by typing:
sudo apt upgrade -y
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+ System and packages will be updated

© @ ® "~ jmangum — mspubadmin@MSPUB-LYNEL-WEBO1: ~ — ssh mspubadmin@10.0.0.13 —

mspubadmir VEBE 3
Ign:l http bun tu. com/ ubun tu
gn:2 http:/ ive.ubunt n/ ubun tu
Ign:3 http & . ubun tu. com/ ubun tu
4 http r ubuntu ntu r
http e.ubuntu.com/ubuntu
2 http ubun t
1 http e.ubuntu.com/ubuntu
4 http r un tu
http://a e.ubuntu. com/ubuntu
http ] ubuntu, com/ubuntu
buntu. com/ubun tu
untu ntu
ubuntu.com/ubuntu

nni 1tu. com:80 700:10 4 connect ) etwor 5 un onnection

99:10: 98b0 (101
ubuntu t
0 0 Network ¥ able) Cannot initi
untu.com:80 70 9 (101 S unre:
Erril http:// 4 / 2 e InRele
Cannot init e 1tu. com € 4700:10::6814:1cf6). - co Network is ur 1able) Cannot initi
chive.ubuntu

Cannot init
untu.com:80
Err:d http

annot initiate 0 5 y om: 80 700:10: :6 6). - 91: Netwo ¢ Cannot initiat

not connect to
Cannot init
ubuntu
7 pack: upgrad
¥arning: Failed to fetch : ists/resolute/InRelease Cannot initiate the connection to archive.ubuntu.cc
connect (161: Network is ) Cannot initiate the connection to archive.ubuntu.com:88 (2686:4788:18::ac42:98b8). - connect (16
¥arning: Failed to fetch http://archive.ubuntu.com/ubuntu/dists/resolute-updates/InRelease Cannot initiate the connection to archive
connect (181: Network is unreachable) Cannot initiate the c t to 3 ve. .com:88 (2686:4768:18: :ac42:98b8).
Failed to fetch http://archive.ubuntu.cos/ubuntu/dists/resolute-backports/InRe i ate the connection to archive.ubuntu.com:
connect (1681: Network is unreachable) Cannot initiate the connection to archive.ubuntu.c 686:4768:18: :ac42:98b8). - conn (181:

d to fetch http://security.ubuntu.com/ubuntu/d olute-securi ty/In = Cannot initiate the connection to security.ubuntu.c

- connect (181: Network is unreachable) Cannot initiate the connection to security.ubuntu.com (2686:4768:18: :ac42:98b8). - connect (181: Network

¥arning: Some index files failed to download. They have been ignored, or old ones used instead.
mspubadmi n@MSPUB - LYNEL - VEBE $ sudo apt upgrade
Upgrading

Summary
Removing: @

Reading databas 9670 3 rectories currently installed.)
r ubuntud.1_arn64.deb
2ubuntu®.l) o (1.12.0
sbuntu@. 1)
d directories currently installed.)
141-1ubuntud.2_armé4.deb
over (2:9.1.2141-lubuntud.1)
141-lubuntud.2_all.d
over (2:9.1.2141-lubuntud.1)
L 1-1ubuntud.2_
9.1.2141-1ubuntud.2) over (2:9.1,2141-1lubuntud.l)
runtime 141-1ubuntud.2
er (2:9.1.2141-lubuntud.1)
141-1ubuntud 54. deb
over (2:9.1.2141-lubuntud.1)
1.11.1-1lubunt 4.1_arn64. deb.
(1.11.1-1ubuntud.26.04.1) over (1.11.1-1bui
Setting u 2141 -1ubuntud. 2)
1.2141-1ubuntud.2)
64 (1.11.1-lubuntud.2
1.2141-1ubuntud.2
41 - Lubun tud

are runnir

No VM guests are running ou h (genu) binaries on this host

aspubadmin@MSPUB-LYNEL
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macOS 26 Tahoe

Apple has built multiple security features directly into macOS. These features help protect user accounts,
system files, network communications, and application integrity. Security settings focus on encryption,
malware prevention, system hardening, and account protection. FileVault Disk Encryption, macOS Firewall,
Gatekeeper Application Security, XProtect Malware Protection, Lockdown Mode, Automatic System Updates,
and Open Directory Integration.

« On MSPUB-WS-VMO03-MAC login as the mspub\administrator account.

1. FileVault Disk Encryption

FileVault will be enabled to encrypt the macOS system drive to help protect sensitive data from
unauthorized physical access.

- From the Dock at the bottom click on “System Settings.”

& SystemsSettings Edit View Window Help Q B WedMay27 6:30PM

General
e oreferen M

E) About
(&) software Update

) storage

&  AppleCare & Warranty
Desktop & Dock
€3 Displays AirDrop & Continuity
£ Menu Bar

O sii

Y LI L Ll T AT

(&) AutoFill & Passwords

« On the left of System Settings scroll down and click “Privacy & Security.” Then on the right scroll down
to “FileVault.”

& SystemsSettings Edit View Window Help Q B WedMay27 6:32PM
eve < Privacy & Security

Q search @ sensitive Content Warning
() Wallpaper

® slocked Contacts
(3 Notifications.
) sound (@ Analytics & improvements
(@ Focus

) Apple Advertising
@ screen Time

6 Lock screen Security

@ Privacy & Security Allow applications from App Store & Known Developers &

() Login Password
23 Users & Groups. ) Filevault

(@ internet Accounts (O tockdown Mode

) et (@ 8ackground Security Improvements
> iCloud

(© Wwallet & Apple Pay

1908 E0RCO0B8- "FXA®  mU
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« Toggle the switch next to FileVault to the “On” position. Authenticate the change with the
mspub\administrator password. Take note of the Recovery Key, incase the disk ever needs to be
decrypted.

& Systemsettings Edt View Window Help Q ® B WedMay27 6:47pM

eoe FileVault

@eccn FileVault
@ spotight
P® () wallpaper
3 Notifications.
Sound
@ Focus

6 screenTime

ecy
0 Lock Screen |

Write Down Your Recovery Key
pa 0

password, you

() Login Password

s e itin a safe pla
) users & Groups key

(@ nternet Accounts
ZV78-DZX2-VONL-O59A-QRBK-OMZ7
& Game Center

% iCloud

1800FRO0 90D "TYyAMN® © EmW [ Done

2. macOS Firewall

The built-in macOS firewall will be enabled to restrict unauthorized inbound network connections.

« On the left of System Settings scroll up to find “Network.” Then select “Firewall.”

& SystemSettings Edit View Window Help Q @ 8 WedMay27 6:54PM

Network

MSUPB-NET D
& o comected .

180" DN CEA®® "y A mW

180 ERO0F 90D TYyAM® © mW

« Ensure that all required rules are allowed/denied. If a rule needs to be added click on the “+” button
then click “OK” to save.
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& Systemsettings Edit View Window Help Q ® B WedMay27 6:58PM

@ sharingd
@ smbd
@ sshd-keygen-wrapper

Automatically allow built-in software to receive incomin
connections

Automatically allow downloaded signed softw:
incomin ions.

TR0 EROFEEB8"TF2AA®  mW

3. Gatekeeper Application Security

Gatekeeper will be enabled to help prevent unauthorized or untrusted applications from executing on the
system. This will first validate the application signatures before allowing the software to execute on the
system.

« In System Settings on the left scroll down and select Privacy and Security. Then on the right scroll
down to “Allow applications from” and select “App Store & Known Developers.”

& SystemSettings Edit View Window Help Q @ B WedMay27 711PM

D

Q Search & sensitive Content Warning
(9 Focus

) screenTime (® Blocked Contacts

0 Locksereen

W) Privacy & Security

() Login Password

(@ Analytics & mprovements
) Apple Advertising

[ Users & Groups

(@ internet Accounts
® G Center
> iCloud

Wallet & Apple Pay O Lockdown Mode

Keyboard
& et (@ Background Security Improvements
() Mouse

() Printers & Scanners

1RO RONDOBB " FXH® © mE

4. XProtect Malware Protection & Automatic System Updates

Apple XProtect will remain enabled to provide built-in malware signature detection and threat mitigation.
Additionally, automatic macOS updates will be enabled to ensure the workstation receives security
patches and systems updates. To confirm these settings are enabled do the following:

+ In System Settings on the left select “General.” Then select “Software Update.”

& SystemSettings Edit View Window Help Q ©® B WedMay27 7:45PM

¥
General

B wir e ot

€ Buetootn

(& Network © Avout

2 Energy
(&) software Update

0 storage
(©) Accessiviity

Appearance & AppleCare & Warranty
Desktop & Dock
€3 visplays AirDrop & Continuity

£ Menu Bar

O

(&) AutoFill & Passwords

[\ Date & Time
P08 EROECEOBO-TYAM®
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Click the “I” button next to “Automatic Updates.”

& Systemsettings Edit View Window Help

< Software Update

Unable to check for updates

Automatic Updates.

B wiri
€D Bivetooth
@ Network

2 Energy

() General
(©) Accessibility
(@ Appearance
Deskiop & Dock
€ pispiays

£2) MenuBar

Osii

TR0 SROECEOB8TYXR®

® 8 WedMay27 7:52PM

Ensure the following switches are turned “On:”
« Download new updates when available

« Install macOS updates

« Install system data files and security updates

+ Click “Done.”

Automatically
Download new updates when available

Install macOS updates

Install system data files and security updates

« Click the “Check for Updates” button. If there are any install them. (The system may need to

reboot once finished).

« To ensure XProtect is running click on the “Magnify Glass” in the Menu Bar to open Spotlight.
Search for “Activity Monitor.” Click on the “Activity Monitor” search result.

Q_ Activity Monitor <=

@ Activity Monitor

Activity Monitor User Guide for Mac

View memory usage in Activity Monitor on Mac

View network activity in Activity Monitor on Mac

Activity Monitor — Apple Dictionary

Search in Finder

TAM®
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« In Activity Monitor click the “Search field” and type “XProtect.” It will show the
XProtectPluginService and XprotectService as active. The system is actively monitoring for

Malware and Viruses in the background.

& ActvityMonitor File Edit View Window Help

@0 @ /ctivityMonitor CPU  Memory Energy  Disk  Networ

%cpu CPUTIme  Threads  Idio Wake Ups

00 026 2 o

00 0.03 2

System:

TEO0NERORODOB8TFA0®
+ Close Activity Monitor.

5. Lockdown Mode

Lockdown Mode should only be enabled if the system is believed to an attack surface in the event of a

Cyberattack. Lockdown mode will restrict high-risk services and advanced communication features inside

of macOS. It is essentially an a quarantine feature built inside of the operating system. This will not be
enabled on this VM, this is just to show where to enable it, incase the Mac becomes infected.

« In System Settings on the left scroll down and select “Privacy & Security.” On the right scroll down

to and select “Lockdown Mode.”

& Systemsettings Edit View Window Help

Privacy & Security

Q @ 8 WedMay27 8:26PM

App Store & Known Developers &

& Wallet & Apple Pay ] ety

8 eyboard
@ Background Security Improvements

Advanced..

00N SRO0FNOE088-PFRMO

2

« Click “Turn On...” in the event of a cyberattack.

PERAO

Wed May 27 8:28PM
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Kali Linux

This workstation is a controlled penetration testing and security administrator. This machine is isolated and
joined to the Active Directory domain. It is only to be used by authorized users, is an isolated environment, will
be used only for internal testing, and will only be used for ethical or security-focused use cases only.

+  On MSPUB-WS-VMO04-KAL logon as the “mspubadmin” user account. All tasks will be done using
Terminal located in the top toolbar.

1. Package Management and System Updates

APT package management will be used to maintain updated software packages and security patches. To
the following to install updates:

« Update the package repositories by using the command:
sudo apt update

« Authenticate with the mspubadmin password.

« Install the available updates by using the command:
sudo apt upgrade -y

« The system will install all updated packages.

2. SSH Administration

OpenSSH will be installed to support secure remote administration and remote connectivity testing by the
CyberSecurity Department. Secure remote administration capabilities will be enabled on the Kali Linux
workstation. To configure OpenSSH do the following in Terminal:

- Install OpenSSH with the following command:
sudo apt install openssh-server -y

« Verify SSH has been installed:
sudo systemctl status ssh

« Enable SSH services:
sudo systemctl enable ssh

160



Part 1: Software Essentials & Hardware: Home Lab & Troubleshooting

It is a good idea to disable the root user from being able to connect to the system via SSH. Do the
following disable root access:

+ Edit the SSH Configuration file using Nano Text Editor:
sudo nano /etc/ssh/sshd_config

+ Authenticate using the mspubadmin password

+ Find #PermitRootLogin and change it to:
PermitRootLogin

L]
Bempkosc-~ D

Se: ns Edit View Help

Press CTRL+O to save changes and CTRL+X to exit.
+ Restart the SSH service by typing: (if connected via SSH currently, your connection will be
dropped)
sudo systemctl restart ssh

/etc/ssh/sshd_config

restart ssh

+ Test that the root user cannot login using the Secure Shell Protocol from another machine. In this
example MSPUB-WS-VMO03-MAC will be used using a Terminal session. The connection will fail.

Q 8 WedMay27 9:46PM

L,}llﬁﬂllt)ﬂﬂlﬁﬂﬂﬂll.-wn‘?iiﬂ@?

3. Least Privilege Administration

Administrative tasks were performed using sudo privileges previously rather than directly operating as the
root user. It is always a good idea to change the root password and not leave the default. The MSPUB
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Administrator account should be able to do this by default. This will be done using Terminal commands.

« Open Terminal from the “Ubuntu charm” on the lower left.
« To change the root password type the command:
sudo passwd root
«  When prompted authenticate the sudo command with the MSPUB Administrator password
“CSNT253_2026#"
«  When prompted enter the password the new password “M@5t3r$w0rdPub%” and verify it.
« The password will be changed. Switch to the root user using the command:
su root
« Enter the new password.
« The user in the terminal has switched to the root account. This will give you elevated privileges
without the need of the sudo command. Confirm with the “whoami” command.
Type “exit” to return to the non-privileged user.

— root

New password:

Retype new password:

passwd: password updated successfully

-— ~

root
Password:

/home/mspubadmin

/home/mspubadmin

The Cybersecurity team will have their own dedicated non-domain users to be able to easily connect to
the Kali Linux workstation. Additionally users can be placed in specified system groups to grant and deny
access to certain commands, files, and packages. To create a new user and add a user to a group, in
terminal use the following commands:

« Create a new user called Iherocyber using the command:
sudo adduser lherocyber
«  Fill out the following fields when prompted:
*  New password: CSNT253_2026#
*  Retype new password: CSNT253_2026#
+ Full Name: Link Hero Cyber
- Press enter to skill the remaining fields
- Type “Y” to confirm the information is correct

. lherocyber

New password:

Retype new password:

passwd: password updated successfully

Changing the user information for lherocyber

Enter the new value, or press ENTER for the default

Full Name []: Link Hero Cyber
Room Number []:
Work Phone []:
Home Phone []:
Other []:
Is the information correct? [Y/n] Y
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« Use the following command to add lherocyber to the sudoers group:

sudo usermod -aG sudo lherocyber

« Authenticate the sudo command with the local MSPUB Admin password.

« Verify the change by typing these two commands:
groups |lherocyber
The sudo group will display

~

sudo lherocyber

lherocyber
lherocyber : lherocyber sudo users

Part 1: Software Essentials & Hardware: Home Lab & Troubleshooting

- From another machine make sure the new user can use Secure Shell to access the system. In this

example MSPUB-WS-VMO03-MAC logged in is l.hero is using the ssh command in Terminal.

+ ssh lherocyber@10.0.0.104

« enterin the password

« Test the sudo command by entering:
sudo apt update

« Authenticate with Iherocyber’s password

- Type “whoami” to verify lherocyber is logged into the Kali machine

« Type exit to loggout

& Terminal Shell Edit View Window Help Q 8 WedMay27 10:39PM

[ ] M |.hero

MSPUB-WS-VM@3-MAC:~ 1.hero$ ssh lherocyber@10.0.0.104
1herocyber@10.0.0.104's password:
Linux MSPUB-WS-VMA4-KAL 6.19.14+kali-armé4 #1 SMP PREEMPT Kali 6.19.14-1+kalil (2026-05-05) aarchés

The programs included with the Kali GNU/Linux system are free software;
the exact distribution terms for each program are described in the
individual files in /usr/share/doc/*/copyright.

Kali GNU/Linux comes with ABSOLUTELY NO WARRANTY, to the extent
permitted by applicable law.

sudo apt update
[sudo] password for lherocyber:
Get:1 http://mirrors.ocf.berkeley.edu/kali kali-rolling InRelease [34.0 kB]
Get:2 http://mirrors.ocf.berkeley.edu/kali kali-rolling/main armé4 Packages [20.8 MB)
Get:3 http://mirrors.ocf.berkeley.edu/kali kali-rolling/main armé4 Contents (deb) [49.9 MB]
Get:4 http://mirrors.ocf.berkeley.edu/kali kali-rolling/contrib armé4 Packages [103 kB]
Get:5 http://mirrors.ocf.berkeley.edu/kali kali-rolling/contrib armé4 Contents (deb) [188 kB)
Get:6 http://mirrors.ocf.berkeley.edu/kali kali-rolling/non-free armét Packages [150 kBl
Get:7 http://mirrors.ocf.berkeley.edu/kali kali-rolling/non-free armé4 Contents (deb) [881 k8]
Fetched 72.1 MB in 5s (15.9 MB/s)
327 packages can be upgraded. Run 'apt list —upgradable' to see them.

whoami
1herocyber

exit
logout
Connection to 10.0.0.104 closed.
MSPUB-WS-VM@3-MAC:~ 1.hero$

BRI LRI T R L

4. Configuring UFW in Kali

my

Uncomplicated Firewall (UFW) was enabled to help restrict unauthorized inbound network access while

allowing required administrative and domain-related traffic.

* Install UFW by entering the command:
sudo apt update
sudo apt install ufw
sudo apt install ufw

+ Authenticate the sudo command with the mspubadmin password

+ Enable UFW by typing:
sudo ufw enable

+ Allow the required services:
sudo ufw allow ssh
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* Verify UFW configuration
sudo ufw status

04

#1 SMP PREEMPT Kali 6

MSPUB Kali Linux Use Statement

Kali Linux workstations are isolated within the MSPUB lab environment and will be used exclusively for
authorized internal testing and security validation activities. It has been configured within the MSPUB virtual
network. Restricted testing activities authorized within the MSPUB Network and has verified communication
only with internal MSPUB infrastructure.

Kali Linux has been deployed strictly for education, administrative, and authorized security testing purposes

within the MSPUB environment. All penetration testing and administrative activities will be limited to
authorized internal systems within the isolated environment.
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Troubleshooting Scenarios

Scenario 1: Routing & DNS Misconfiguration

Scenario Description:

Zelda is the owner of Master Sword Publishing. She is having issues connecting to the internet. She is

reporting that she is no longer able to access any websites she regularly uses. She requested assistance

through the MSPUB IT Service Desk. A junior IT technician attempted to resolve the issue, but after
unsuccessful troubleshooting, escalated the ticket to you.

Symptoms:

- As defined by the user, websites are unable to load.

+ Pinging by website IP address fails. Pinging internal servers is successful.

& Terminal Shell Edit View Window Help

google.com X

MSPUB—WS-VMa3-MAC: ~ .princess$ ping —c § google.com
ping: cannot resolve google 0
MSPUB-WS- Vo34 inc

8.8 .8): 56 data bytes
. >  StartPage S e 4

9 0
ite to host

Customize Start Page

100.0% packet loss.
16.0.0.11

Favorites

statistics
tted, 5 packets rece
Z ddev

ed, 0.8% packet loss
8/1.742/2.668/0.485 ms
okup masterswordpub.net
could be reached

Apple icloud Yahoo Bing Google

Unable to connect

Firefox can't connect to the server at
google.com

2 princess@masterswordpub.net@MSPUB-WS-VM02-UBT: ~

Troubleshooting Steps:

« Test pinging by IP vs. Hostname
- Inspect Network settings

Tools to use:

Thu May 28 10:59AM

S B3 importfovories

) google.com

For quick access, place your favoritesili8

[ a—— x |+
PS C:\Users\z.princess> ping google.com

Pinging google.com [74.125.20.139] with 32 bytes of data

, Lost = 4 (160% loss),

8.8 with 32 bytes of data
ed out.

t timed out.

t timed out

t timed out.

d = 0, Lost = 4 (160% Lo:
ping 10.0.0.11

Pinging 10.0.0.11 with 32

Ping statis for 10.0.0.11
Packets: Sent = U, Received = U, Lost = 0 (0% loss),

&L 2-Cazm

12340m
AR BNE o
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* macOS/Linux: + Windows:
« Terminal . Command Prompt
. ifconfig -a . ipconfig /all
. ping -c . ping
. nslookup . nslookup
. dig
Root Cause:

Upon looking into the issue it has been discovered that the DNS server settings are incorrectly configured
after a manual network change. It is currently set to 192.168.255.254.

Resolution:

The DNS server had changed to 10.0.0.1, but the user’s computer was still set to the older settings of
192.168.255.254. Once the DNS server settings were updated to the new server 10.0.0.1, they were able to
resume website browsing.

Validation Testing:

*+  macOS

+ Using the Terminal command “ifconfig -a” to display network configuration. Looking at the
Ethernet Network Adapters, en0 and en2.

& Terminal Shell Edit View Window Help Q 8 ThuMay2s 11:07AM

* Using “dig masterswordpub.net" and “dig google.com" to check DNS.

MSPUB-WS-VM@3-MAC:~ z.princess$ dig masterswordpub.net

; <<>> DiG 9.10.6 <<>> masterswordpub.net

;1 global options: +cmd

;; connection timed out; no servers could be reached
MSPUB-WS-VM@3-MAC:~ z.princess$ dig google.com

; <<>> DiG 9.10.6 <<>> google.com

;1 global options: +cmd

;1 connection timed out; no servers could be reached
MSPUB-WS-VM@3-MAC:~ z.princess$ [
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+ Checking DNS settings in the Network Settings Pane.

& SystemSettings Edit View Window Q 8 ThuMay28 11:57AM
eoe < Parallels NAT
Q Search My Parallels NAT Details...
sign in
2] = Py Configured Manually

o 1P address 102115612

Bluetooth Subnet mask 266.255.265.0

e ONS Servers 19216801
() General Search Domains Search Domains
Accessibility

Appearance

B peskiop & Dock

€ vispieys

{3 MenuBar

O siri

Delete Service..  Make Inactive

.
Q 8 ThuMay2s 12:03PM
Parallels NAT
Configure IPva Manually ¢
1P address 10215612
Subnet mask 255.266.255.0
(S Router 1021551 <4
8021X
Configure IPv6 Manually &
Proxies
P Router Router
1PV6 address 1PV6 address
Prefix length Prefix length
e ~ = T
B0e=K O™ <
.

Q 8  ThuMay28 12:06PM

Parallels NAT

DNS Servers
Encrypted DNS Servers or IP addresses

nzzer =

+

Proxies
Search Domains

Hardware No Search Domains

+
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+ Testing ping, nslookup, dig again:
mspub-ws-vm@3-mac:~ z.princess$ ping -c 5 8.8.8.8
PING 8.8.8.8 (8.8. 56 data bytes
64 bytes from 8.8. icmp_seq=0 ttl=128 tim 424 ms
64 bytes from 8.8.8. icmp_seg=1 tt1=128 tim 777 ms
64 bytes from 8.8.8.8: icmp_seq=2 tt1=128 time=13.209 ms
64 bytes from 8.8 icmp_seq=3 tt1=128 tim 739 ms
64 bytes from 8.8. icmp_seq=4 ttl=128 tim .285 ms
-— 8.8.8.8 ping statistics ——
5 packets transmitted, 5 packets received, 0.0% packet loss
round-trip min/avg/max/stddev = 9.739/12.487/13.777/1.441 ms
mspub-ws-vm@3-mac:~ z.princess$ ping -c 5 google.com
PING google.com (142.251.188.139): 56 data bytes
64 bytes from 142.251.188.139: icmp_se 28 time=15.809
64 bytes from 142.251.188.139: icmp_se
64 bytes from 142.251.188.139: icmp_se
64 bytes from 142.251.188.139: icmp_se
64 bytes from 142.251.188.139: icmp_se 28 time=20.073
——— google.com ping statistics ———
5 packets transmitted, 5 packets received, ©.@% packet loss
round-trip min/avg/max/stddev = 14.785/17.901/23.904/3.567 ms
& Terminal Shell Edit View Window Help
©® © @ [ z.princess — -bash —140x36
6 <c>> masterswordpub. net
global optior +cmd
—>>HEADER<<- opcode: QUERY, status: NXOOMAIN, id: 52184
flags: ar rd raj QUERY: 1, ANSWER: @, AUTHORITY: 1, ADDITIONAL: 1
a.gtld-servers.net. nstld.verisign-grs.con. 1779995344 1800 900 604800 900
, id: 25990
 AUTHORITY: 0, ADDITIONAL: 1
I
| avswer sectron:
| google.con. 142.251.188.113
+ Testing web browsing to google.com.
@ Setwi Fie Edt View Hstory Bookmarks Window Hep
ece @~ < 3 v h o+ ©
Google  Mastersword x vaa s = |
AMode Al Images Videos Shopping Shortvideos News More - Tools
Popular products ¢ Master Sword
e Fctonaloojecs ¢
A -
Bandai Propiica Zelda Master Sword  Legend of Zelda
Master Sword with Scabbard Master Sword
Sa0058 Usualy $351 86999 sa1900
Dveccnaa.. smoe  [TrueSwords &more 2 Sworcs of Northshire
a1 2 48 a4 Free daivery
L a2 (12 4
Windows
L

mspub-ws-vm@3-mac:~ z.princess$ nslookup masterswordpub.net
Server: 10.211.55.1
Address: 10.211.55.1#53

*k server can't find masterswordpub.net: NXDOMAIN

mspub-ws-vm@3-mac:~ z.princess$ nslookup google.com
Server: 16.211.55.1
Address: 10.211.55.1#53

Non-authoritative answer:
Name: google.com
Address: 142.251.188.
Name: google.com
Address: 142.251.188.
Name: google.com
Address: 142.251.188.
Name: google.com
Address: 142.251.188.
Name: google.com
Address: 142.251.188.
Name: google.com
Address: 142.251.188.

Thu May 28 12:16PM

Checking network settings with “ipconfig /all” command in Terminal. Checking the Parallels NAT

and MSPUB-NET network adapters. MSPUB-NET is accurate which explains why there is a

response from the domain controller. On Parallels NAT the Default Gateway and DNS Servers are
incorrect explaining why there is no internet access.

B-NET

c DNS Suffix

Enabled
dd

masterswordpubnes
No ccess

16.6.6.1:
Enabled

¢ (1] &L . Caam -
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Editing the network settings on the Parallels NAT adapter.

© setings ) ) S
Edit IP settings
Zeida Princess
@ o
Zprincess@mastersmordpubnet
1P address
- 02151
B Subnet mask
Bluetooth & devices 2552552550 it
Network &intemet
Gateway
Personslization
10211551 Edit
Apps i
Preferred DNS
Accounts Copy
0251
P Time &
et noiee DNS over HTTPS
@ Gaming off )
K Accessibility '
Alternate DNS Adapter
@ Privacy & security
@ Windows Update DNS over HTTPS
save Cancel
& = = - % 7 1z4eem
&L a-.¢Ccaama 8 @ue T

(XXX MSPUB-WS-VMO1-WIN N RN =]
B Windows Powershell X+

PS C:\Users\z.princess> ping google.com

Pinging google.com [74.125.20.161]
Reply from 74.125
Reply from 74.125.
Reply from 74.125
Reply from 74.125.

32 bytes of data:

Ping statistics for 74.125.20.16;
Packets: Sent = U, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:
inum = 15ms, Maxinum = 2!

52ms, Average = 108ms
z.princess> ping

Mininun
PS C:\Users\: 8.8.8.8
Pinging 8.8.8.8 32 bytes of data:

8.8.8 tes=32 time=8ms TTL=128
8.8.8.8: bytes=32 time=Tms TTL=128
8.8.8. 28

Reply from 8.8.8

Ping statistics for 8.8.8.8:

Packets: Sent = U, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds

Mininun = 7ns, Maxinum = llms, Average
PS C:\Users\z.princess> |

1245
ARDNE

B Windows Powershell X+

Ping statistics for 74.125.20.10:

Packets: Sent = U, Received = 4, Lost = 0 (0% loss),

Approximate round trip times in milli-seconds:

PS C:\Users\z.princess> ping 8.8.8.8

Minimum = 15ms, Maximum = 252ms, Average = 108ms

Ping statistics for 8.8.8.8:

Approximate round tri
Mini

ps

p times in milli-seconds
inum = 7ns, Maximum = 1lms, Average
C:\Users\z.princess> nslookup google.com

ackets: Sent = U, Received = 4, Lost = 0 (0% loss),

8ns

Server: prl-local-ns-server.shared
Address: 10.211.55.1

Add:

Non-authoritative answer:
Name

resses: 7.125.20.100
74.125.20.138
74.125.20.113
74.125.20.102
74.125.20.139
74.125.20.101

PS C:\Users\z.princess> nslookup masterswordpub.net
Server: prl-local-ns-server.shared
Address: 10.211.55.1

ok

pri-local-ns-server.shared can't find masterswordpub.net: Non-existent domain

PS C:\Users\z.princess> |

L 2-.Coam e Qo

1248
5/28/2026
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Linux

Testing web browsing to google.com

V| G Mester sword - Googlesearch x [IEIS - 8 x
« C ttps://www.google.com)search?g . A
Google Master sword X ¢ @ Q
AlMode  All mages Shopping Short v More ~ Tools ~
Popular products Master Sword
Fictional objects.
Low PRIcE
§ }.‘.,.n 3
-
Bandai Proplica ZeldaMaster Sword  Legend of Zelda |
Master Sword with Scabbard Master Sword
$260.58 Usually $351 $63.99 $419.00
[ MecchaJap.. &more [l TrueSwords &more o Swords of Northshire )
a7 (52 4 8 Free delivery
a2

The Master Sword is a fictional divine
magic sword in Nintendo's The Legend

of Zelda series. At times, itis referred to
in-universe as the "blade of evil's bane"

® M@ e R i

Using the Terminal command “ifconfig -a” to display network configuration. Looking at the

Ethernet Network Adapters, enp0s5 and enp0s6.

(OADCAST , RUNNIN
netnask
fese pre ink>
5:f4e4:0:21c:42f : fese: 5fe6 i scopeid oxo<global>
1060
)

collisions

ntu 1500
dcast 10.0.255.25
12 pre 64 scopeid 6x20
txqueuelen 1000 (Ethernet)
163311 (163.3 KB)
runs 0 frame 0

carrier @ collisions

o0p c
RX packets 2047 5 KB)

RX errors 0 frane o

TX packet 5 KB)

TX errors @ dropped © overruns @ carrier 6 collisions

2princess@masterswordpub.net@MSPUB-WS-VM02-UB'

1-Ubuntu <<>> masterswordpub.net

opcode: QUERY, status: NOERROR,
: 4, AUTHORITY: 0, ADDITIONAL:

T PSEUDOS
ONS: version: 0, f
QUESTION SECTION:
;masterswordpub. net.
; ANSWER SE
erswordpub.net.
nasterswordpub. net.
nasterswordpub. ne
rswordpub. net. 600

) (Uop)

5 SERVER: 127.9.0. .0.0.5
WHEN: Thu May 28 13:17:12 PDT 26;
33 MSG SIZE rcvd: 111

$ dig

DG 9.26.18-1ubuntu2.1-Ubuntu <<>> google.con

cne

sior
3 QUESTION SECT
google.con.
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Checking the enp0s5 Network Settings. Wrong Default Route and DNS servers.

e E S

cancel wired
Details Identity IPv4  IPV6  Security

10.211.55.16

fdb2:2c26:fae4:0:21c:42fFfese:sfe6
fe80:21c:42fF feSe:sfe6

00:1C42SE:SFES
192.168.0.1
19216001

Connect automatically

Make available to other users

Metered connection: has data limits or can incur charges

Remove Connection Profile...

v

Cancel wired

Details identity  IPva  IPv6  Security

Shared to other computers
Addresses

10.211.55.16 2552552550 10211.55.1

DNs

mznssv\‘—

Routes

Use this connection only for resources on its network

Testing ping to google.com and 8.8.8.8

:~$ ping -c 5 google.com

PING google.com (142.251.188.101) 56(84) bytes of data.

64 bytes from ts-in-f101.1e100.net 251.188.101): icmp_seq=1 ttl
64 bytes from ts- 1e100.net (142.251.188.101): icmp_: ttl
64 bytes from ts-in- .1e100.net .251.188.101): icmp_ ttl
64 bytes from ts-in- .1e100.net . .188.101) ttl
64 bytes from ts-in-f101.1e100.net (142.251.188.101): icmp_seq=5 ttl

--- google.com ping statistics ---
5 packets transmitted, 5 received, 0% packet loss, time 4011lms
rtt min/avg/max/mdev = 13.122/1260.356/547.887/213.765 ms
:~$ ping -c 5 8.8.8.8
PING 8.8.8.8 (8. 56(84) bytes of data.
64 bytes from 8. .8: icmp_seq=1 28 tim
64 bytes from 8. .8: icmp_seq=2 i
64 bytes from 8 icmp_seq=3
64 bytes from 8 icmp_seq=4
64 bytes from 8. 5

.8

8: icmp_seq=

8.8.8.8 ping statistics ---
5 packets transmitted, 5 received, 0% packet loss, time 4008ms
rtt min/avg/max/mdev = 7.903/8.926/11.638/1.372 ms

=128 time=13.1 ms
=128 time=13.9 ms
=128 time=13.4 ms
=128 time=13.5 ms
=128 time=548 ms
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Testing nslookup for google.com and masterswordpub.net

:~$ nslookup google.com

Server: 127.0.0.53
Address: 127.0.0.53#53

Non horitative answer:
Name google.com
Address: 142.251.188.100
Name: google.com
Address: 142.251.188.
Name: google.com
Address: 142.251.188.
Name: google.com
Address: 142.251.188.
Name: google.com
Address: 142.251.188.
google.com
142.251.188.

:~$ nslookup masterswordpub.net
Server: 127.0.0.53
Address: 127.0.0.53#53

Non horitative answer:

ELT masterswordpub.net

Address: 10.0.6.12

Name: masterswordpub.net

Address: 10.0.0.11

Name: masterswordpub.net

Address: 10.211.55.14

Name: masterswordpub.net

Address: 10.211.55.21

Name:  masterswordpub.net

Address: fdb2:2c26:f4e4:0:8e77:dd06:5de7:7c60
Name: masterswordpub.net

Address: fdb2:2c26:f4e4:0:270:c74e:d3f5:22fd
Name: masterswordpub.net

Address: fdb2:2c26:f4e4:0:4133:ae01:afef:88f2

+ Testing web browsing to google.com

.
-
‘s B | G Mastersword-GoogleSe x | + v - 8 x
« c G v Mastersword
- Google Master sword x & @ Q oy
_ AlMode Al Images Videos Shopping Shortvideos News More = Tools -
2 -
4
Popular products Master Sword
- Fictional objects ¥
Low pRice
!’ ““::\ q"’ . }ylm‘ f
=
{
Bandai Proplica Zelda Master Sword ~ Legend of Zelda
Master Sword with Scabbard Master Sword
26058 Usually S35 $63.99 $419.00

The Master Sword is a fictional divine
magic sword in Nintendo's The Legend
D of Zelda series. At times, itis referred to

¢
! - Y = . in-universe as the “blade of eifs bane"
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Scenario 2: User Account Locked Out

Scenario Description:

Impa, an employee for Master Sword Publishing contacted the IT department reporting she is unable to log
into their workstation using their MSPUB Active Directory credentials. The user stated they repeatedly
received an “Account Locked Out” message after multiple unsuccessful login attempts. As the system
administrator, you were assigned to investigate the issue, identify the cause of the account lockout, and
restore the user’s access to the MSPUB domain environment.

Symptoms:

« Unable to authenticate to the domain

« “Account Locked Out” message displayed during login attempts
- Repeated failed login attempts

« User unable to access domain resources

Troubleshooting Steps:

- Verify user lockout on the Domain Controller

« Unlock the user account on the Domain Controller
Set Default Password

Require Password Reset on next successful login.
Verify user is able to login

Other user

If you forgot your password, you can..
© Restart and show password reset options

MSPUBV;.sheikah

support.apple.com/mac/password

O

([

Impa Sheikah

<) Ubuntu
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Tools to use:
* Windows Server * Windows 11: * macOS:
» Active Directory « Testing Login . Testing Login
Users & Computers - Resetting - Resetting
« User Account Password Password
Root Cause:

¢ Linux:
« Testing Login
+ Resetting
Password

The Active Directory user account became locked after exceeding the allowed number of failed authentication

attempts configured within the domain environment.

Resolution:

The user account was successfully unlocked within Active Directory and the password was reset. The user
regained access to the MSPUB domain environment and successfully authenticated to the workstation.

Validation Testing:

+ Windows Server
+ Accessing Active Directory Users and Computers from Server Manager

i# ADDS
& ONS
5 File and Storage Services >

WHAT'S NEW. i
Create a server groL

LEARN MORE
ROLES AND SERVER GROUPS
R ver group s otk 1

i ADDs 1

with Advarice

25090
Q08 s

+ Navigating to masterswrodpub.net > Departments > Administration and double clicking the User’s Name

(Impa Sheikah) to check if the user account shows as locked out.

W ADDS

2 B = 3020w
L aCi Qo0 oo
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» Ticking the box to unlock the user’s account and ticking “User must change password at next logon.”
gl 19 I BRA 20 SIS

1 Impa Sheikah Properties ? ) G

¢ Member Of Dial-in Environment Sessions

i Remote control Remote Desktop Services Profile COM+
General Address Account Profile Telephones Organization

User logon name:

i.sheikah @masterswordpub.net v

User logon name (pre-Windows 2000):
MSPUB\ i.sheikah

Logon Hours... Log On To...

nlock account. This account is currently locked out on this Active
Directory Domain Controller.

Account options:

ser must change password at next logon
(_J User cannot change password I
() Password never expires

(] Store password using reversible encryption

Account expires

O Never

() End of: Saturday , June 27,2026

oty e

T T

- Right click the user’s profile and select “Reset Password...”

_ Active Directory Users and Computers = o X

File Action View Help

es/2E 0/ XEEE Bm/ A aavEE

] Active Directory Users and Comp|| Name

> [ ] Saved Queries lmpash »

v &4 masterswordpub.net T Zelda i o
> L] Builtin

> [l Computers
51 Departments Disable Account

Type Description

Add to a group..

<

51 Administration| Reset Password...
> [l IT-Secop Mo \
> 2] Online-Services
> &1 Publishing Open Home Page
51 Domain Controllers SendMail

1 ForeignSecurityPrincipals

>
= All Tasks >
> ] Managed Service Accoun
> & Servers cut
> [ Users Delete
Rename
Properties
Help

Resets the password for the current selection.

. Setting a temporail;y password to glve the user to make sure they can log in after unlock. Verify the “User
must change password at next logon” box is ticked. Password set to: Hyrul369!

Reset Password ? X
New password: esccccse G—
Confirm password: D R

ser must change password at next logon

The user must logoff and then logon again for the change to take effect.

Active Directory Domain Services X

a Account Lockout Status on this Domain Controller: Unlocked o The password for Impa Sheikah has been changed.

u
() Unlock the user's account
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* Windows 11 Client
« Have the user try logging in with the new temporary password.

Other user

Sign in to: MSPUB.

How do | sig:

Other user

MSPUB\isheikah

How do I's

aga | ® 8

Microsoft Edge  Outlook  Microsoft 365 MicrosoftStore  Seftings
Copilot

B @ & & % m

Calculator Clock Notepad aint Snipping Tool  File Explorer

10

= . T 3
B Qs &L 2.Ccoa S

&
T ——
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+ macOS Client
« Have the user try logging in with the new temporary password.

Thu May 28

o

MSPUB\i.sheikah

» Have the user reset their password.

Thu May 28

R

Reset Password

You must enter a new password before.
you can log in to this account.

New password:

Password hint: recommended.

Reset Password

Cancel

« The user is now able to log into their workstation.

& Finder File Edit View Go Window Help

Re it
O FRecents

-
=~ | I

Favorites Desktop Documents Downloads Movies
A Applications

& Desktop (=]

[ Documents ﬁ

@© Downloads Public
Locations

& iCloud Drive

{a} isheikah

Macintosh HD.

@) AirDrop

B0 TTERD® myU
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+ Linux Client
« Have the user try logging in with the new temporary password.

)\

IMPEREED

| Hyruizeon

<) Ubuntu

» Have the user reset their password.

(G

Impa Sheikah

<) Ubuntu

+ User is now able to login to the workstation.

Q Files = Gi Home - o x

Pictures Public

Gt Home

i@ E
© et a2 6 8 B B

Desktop Documents  Downloads Music
* starred

e O

& Trash Templates Videos

(& Pictures.

B Videos

& Downloads
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Scenario 3: Low Disk Space Issue
Scenario Description:

Sidon works in the Publishing Department at Master Sword Publishing and recently reported that her
workstation has become extremely slow during normal operation. Applications frequently freeze, system
updates fail to install, and users are receiving notifications indicating that disk storage is critically low. An IT
Service Ticket was submitted to the MSPUB IT Department after the user was unable to complete daily tasks
due to degraded system performance. Initial troubleshooting confirmed that the workstation remained
connected to the network and all core services were operational. The issue was escaped for further
investigation.

Symptoms:

- System performance is significantly degraded

- Applications freeze or crash unexpectedly

- Operating system updates fail to install

« Low disk space warnings appear

- Temporary files and logs continue consuming storage space

System Settings  Edit View Window Help

Storage
1A Gallery H €y VD Diive ©)

> @ OneDrive

Alfiles on Mac’ Z)

T 143 GB free of 926 GB

AR Qo S5

52972026 % ’ B0 EROFOPNEB® 77 Aq@ . ® mv

A
d
o
W
|
x

This Device

G Home Folder N

MSPUB-WS-VM02-UBT 1.6GB Available

DOSO=D

Troubleshooting Steps:

. Review available disk storage capacity
. Identify large files, temporary data, and unnecessary applications
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Analyze storage usage by directory or application

- Remove unnecessary files and clear temporary storage
Verify sufficient free space is restored

Validate normal system performance after cleanup

Tools to use:

* Windows: * macOS: ¢ Linux:
. Disk Cleanup . Storage Management . df-h
. Storage Settings - Finder . du-sh
« File Explorer . Disk Utility . Isblk

- GNOME Disk Utility

Root Cause:

The workstation storage drive became critically low on available space due to accumulated temporary files,
outdated system logs, and large unused files.

Resolution:

Unnecessary files, temporary data, and unused applications were removed from the workstation. Storage
optimization tools were used to reclaim disk space and restore normal operating conditions.

Validation Testing:

+ Windows
. Search for “Disk Cleanup” on the Taskbar and select “Run as administrator.”

& @ Apps  Documents Web  Settings  Folders  Photos B

Best match
Disk Cleanup =
Settings 1 > Disk Cleanup
System
= Disk cleanup recommendations

Search the web 10+ o
Q_ disk cleanup - See more search results Run as administrator \

% 4 Open file location
Q_ disk cleanup this pc

Pin to Start

disk cleanup tool
« i Pin to taskbar

Q_ disk cleanup on this computer

Q disk cleanup c drive

X

1215 AM
H | .\.D\skCleanup’ AR Qo 2L

. Scroll through the files to delete and select:
- Windows Update Cleanup
- Downloaded Program Files
- Temporary Internet Files
- Recycle Bin
- Temporary files
- And any other storage hogs
. Click “OK” when completed.
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" Disk Cleanup for (C) X

Disk Cleanup  More Options

o You can use Disk Cleanup to free up to 787 MB of disk
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. Confirm to permanently delete the files, click “Delete.”

space on
Files to delete:
@ B Device driver packages Obytes
() | Language Resource Files Obytes
@ ©/ Recycle Bn Obytes
© | Temporary fies Obytes |
O |_] Thumbnais 9.02MB
Total amount of disk space you gain: 760 MB Disk Cleanup
Descrption

Windows keeps copies of all installed updates from Windows

date. aft i ions of updates. Wind
e e e e s v i [ ATe yoOU sure you want to permanently delete

that are no longer needed and taking up space. (You might need

to restr your Gomputer) { these files?

It

Delete Files Cancel

« on your machine.

Cleaning up drive (C:).

Cancel

Cleaning: Windows Update Cleanup

The Disk Cleanup utility is cleaning up unnecessary files

Power Options

Event Viewer

System

Device Manager
Network Connections
Terminal (Admin)
Task Manager

File Explorer

Desktop

vk BaCEB S

- Open “Settings” by right clicking the Windows charm on the Taskbar.

1236PM
5/29/2026

€ settings Q  Find a setting
®  sidonzora System
WP szonemasterswordpubinet
[
Y
J GEm @ Windows isn't activated.
) Display
O Bluetooth & devices 23 Vonitors, brghtness, ightight dislay profle
‘@ Network & internet
Sound
W
o/ Personalization ) Smrrrnermipnemmacs
A
B Apps [ Notications
Airs from apps and sytem, do notdisturb
& pemms ops and sy
® Time & language @ Fows
# Gaming
K Accessivity Iy Power & battery
O sccenand seep, bty usage, power mode, energy saver
@ Privacy & security
Storage
@ Windows Update = 25 N v, configuration s
Nearby sharing
B ccoverasity, ecived s ocaion
é - . -
) G vk B=CB AP

Activate now

12378M
AR o
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- This shows what type of files are consuming the most amount of space on the disk. Also on this screen
ensure “Storage Sense” is turned “On.” Looking at this screen it shows that Documents folder is using a
significant amount of space.

© settngs Q. Finda seting
; sidon Zora ) System > Storage
Local Disk (C:) - 63.0 GB

— e >
g e R
-—
G omerpeope icssscoues
* a
@ Temporyties ovesscaed

@ Privacy & security Storage.

§ e N

torage optimize required

e B oo ek BECB AL - sOes

- Open “File Explorer” from the Taskbar. Navigate to the user’s Documents folder. Change the icon view
by going to “View” in the toolbar and selecting “Details.”

- Notice in the Size column that there are 6 temporary files consuming multi-gigabytes of storage. If the
user no longer needs these files delete by highlighting them all and click the trash can icon in the
toolbar.

R O e
£ Home Reme

) Gty L m—

Sz < “wasmoia] 3

Sz so N 2w

5/29/2026 938 AM e 19603264

5/29/2026 939 AM

5/29/2026 939 AM
5/
9/2026 925 AM

3 PM

£ B Qe vk BECBA A8 Que 2o
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- Right click the “Recycle Bin” on the desktop and select “Empty” to permanently delete the files.

© (]

) Home  Devices and drives

) Gotlry [EEETE 0VD Drve ()

416 GB free of 63.0 GB
> @ Onedive
~ Network locations
Home on ‘Meac' (V) Alfiles on Mac' Z)
——

M Desitop e of 526 GB S 459 GB free of 925 GB

£ B Qe vk B ECBA A8 Que e

- macOS
» From the Dock click on “Apps.” Scroll down to Other and click on “Disk Utility.”

File Edit View Go Window Help Q ® 8 FiMay29 213PM

A |Apphcat|ons ©
Utilities Social Entertainment  Creativity  Productivity & Finance  Information & Reading

Other

| - [ 4
 1uy (17T} a )B ®

Activity Monitor ~ AirPort Utility  Audio MIDI Setup  Automator  Bluetooth File E... ColorSync Utility

- _
L4 | %)
i P =
isk Utilit ont rapher ag

« This will show you the amount of space currently being used on the system. Or if a new disk was
installed where it gets formatted for the Mac’s filesystem. Here it shows that there are currently
357.3MB of storage free and 122.53GB is being used.
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& Dickutiity Fio Edt Images View Window Holp

M- iskutiity

E Macintosh HD
9

& SytemSottings Edt View Window Holp Q@ B FiMey2 2280m

-]

General

- Storage shows which categories are consuming most of the disk space. This is showing that there are
documents using significant amounts of storage. The disk can also be optimized to automatically
remove unused videos, files, and apps. Turn on “Empty Trash automatically” to automatically erase
items in the trash for 30 days.

& Systemsettings  Edit View Window Help Q ® 8 FiMay29 231PM

® spotight

@ Wallpaper
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« Open a “Finder” window and navigate to the User’s Documents. Change the view to “List” to see more
metadata about each file. Looking at the size column there are five files consuming a significant
amount of data. If the user no longer needs these files highlight them then press “Command+Delete”
to move them to the trash.

& Finder File Edit View Go Window Help

"PRAO  ©® mw

Trash.”

A, Applications

) peskiop

© Downloads

Are you sure you want to
permanently erase the items in
the Trash?

Empty Trash You can't undo this action.

"30"v0a® haad LA N Cancel Empty Trash

- Back in System Settings > General > Storage confirm the free space has been reallocated.

‘ System Settings Edit View Window Help Q @® 8 FriMay29 4:53PM
[ ] < Storage

Macintosh HD
Sign in | 100.36 GB
@
et

= Wi-Fi Recommendations

Bluetooth e Store in iCloud Store in iCloud...
® Network reve space by Ko . !
@ Energy

® ceneral 6ty) Optimize Storage Optimize...

@ Accessibility
() s @ Avplications

) Desktop & Dock

8 Displays B Other Users & Shared
® MenuBar @ macos

® siri -

® spotiight M Ssystem Data

@ wallpaper

80 7?2009  ©® my
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« Linux
- Open “Terminal” from the “Ubuntu charm” on the sidebar.

- Check the current disk usage by entering the command:
df -h
With this command it shows the usage of the disks. This shows that the user is currently using 94% of
the system disk.

.aM_1.1G__1% /r

. To identify where these large files are located enter the following commands:
cd /home/s.zora@masterswordpub.net
du -sh * 2>/dev/null
This will show that 11GB of data is located in the users Documents directory.
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- Change the directory to the user’s Documents and show the file sizes by using the following
commands:
cd ./Documents
du -sh*
This will shows that there is one file consuming 11GB of disk space

- Verify the file sizes by using the following command:
Is -lh
This will confirm which file is responsible for storage issues

MSPU BT @ @ @ ¢

s.zora@mastersword 5-VMO2-UBT: ~/Documents

. If the user no longer needs this file delete it with the following command:
rm temp-file
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. Confirm the disk space has been recovered with the following command:
df -h
This shows that the disk space has been restored
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Scenario 4: Virtual Machine Network Issue

Scenario Description:

Robbie from MSPUB IT Department reported that a newly deployed virtual machine using Parallels was
unable to access the internal network resources or connect to the internet after deployment within the Master
Sword Publishing virtualized environment. The workstation appeared to function normally; however, all
network communication attempts failed. An IT Service Ticket was submitted after the user was unable to
access shared services, internal websites, or cloud-based applications. Initial troubleshooting verified that the
virtual machine operating system was functioning properly, but network connectivity remained unavailable.

Symptoms:

« Virtual machine unable to access the internet

Internal network resources inaccessible

« Users cannot login using domain accounts

- No response from ping requests

- DHCP address not assigned correctly

- Network adapter appears disconnected or improperly configured

Fri May 29

Other user

<) Ubuntu

Troubleshooting Steps:

. Verify virtual machine network adapter status
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Inspect Parallels network adapter configuration

« Confirm correct network mode selection (NAT, Bridged, or Host-Only)
Renew DHCP lease and validate IP address assignment

Test connectivity to gateway, DNS server, and external resources

- Restart Parallels network services if necessary

Tools to use:

+ Parallels + Windows: * macOS/Linux:
« Parallels Network Settings . ipconfig /all . ifconfig
. ping « ip addr
. tracert « ping
. netstat

Root Cause:

The virtual machine network adapter was incorrectly configured within Parallels, preventing the system from
obtaining proper network connectivity and communication with internal and external resources.
Resolution:

The Parallels network adapter configuration was corrected and assigned to the appropriate network mode.
Network connectivity was restored after renewing the DHCP lease and validating proper communication with
network resoruces

Validation Testing:

+  MSPUB-COLGERA-DMO1
+ Use “Terminal” on the Domain Manager to ping the offline machines:
+ ping 10.0.0.101
+ ping 10.0.0.102
+ ping 10.0.0.103
This shows no responses from MSPUB-WS-VMO01-WIN, MSPUB-WS-VMO02-UBT, MSPUB-WS-VM03-
MAC have no response.

XxYx MSPUBGLEEOK-DCO1 B @ i @ & @ 0 ¢ B o & « &

(J B Administrator: Windows Powe X + v

Pinging 10.0.0.101 with 32 bytes of data:

Reply from 10.0.0.11: Destination host unreachable.
Request timed out.

Request timed out.

Request timed out.

Ping statistics for 10.0.0.101:
Packets: Sent = 4, Received = 1, Lost = 3 (75% loss)
PS C:\Users\Administrator> ping 10.0.0.102

Pinging 10.0.0.102 with 32 bytes of data:

Request timed out.

Request timed out.

Reply from 10.0.0.11: Destination host unreachable.
Request timed out.

Ping statistics for 10.0.0.102:
Packets: Sent = 4, Received = 1, Lost = 3 (75% loss)
PS C:\Users\Administrator> ping 10.60.0.103

Pinging 10.0.0.103 with 32 bytes of data:
Request timed out.
Request timed out.
Request timed out.
Request timed out.

Ping statistics for 10.0.0.103:
Packets: Sent = 4, Received = 0, Lost = 4 (100% loss)
PS C:\Users\Administrator>

7:08 PM

i= Q Search B a2 @ F_ E o @ 5/29/2026
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+ Parallels Host Machine
+ In Parallels Control Center right click MSPUB-WS-VMO01-WIN and select “Configure.”

B MSPUB-COLGERA-DMO1

B MSPUB-GLEEOK-DCO1

Start

B MSPUB-LYNEL-WEBO1

Manage Snapshots...

Reclaim Disk Space...

B MSPUB-WS-VMO1-WIN Configure...

Clone...

B MSPUB-WS-VMO02-UBT i

Prepare for Transfer

MSPUB-WS-VM03-MAC Remove "MSPUB-WS-VMO1-WIN"...
Show in Finder

B MSPUB-WS-VM04-KAL

* Click “Network 1” and check the source. This shows the virtual network card is disabled.

"MSPUB-WS-VMO1-WIN" Configuration
(m}
wgm' CPU & Memory
e Source: | Disconnected

M Graphics
- Network Conditioner

H; Mouse & Keyboard
|-| Shared Printers
" Network 1

Network 2

Advanced...

s Sound & Camera

§ USB
Restore Defaults

l‘ﬂ Click the lock to prevent further changes

L CPU & Memot
e Y Source +/ Disconnected

I Graphics Shared Network (Recommended)

Host-Only
MSPUB

-' Mouse & Keyboard

|-| Shared Printers
Default Adapter

% Network 1 Wi-Fi
USB 10/100/1G/2.5G LAN

Network 2

Advanced...

s Sound & Camera

y USB

Restore Defaults

'Eﬂ Click the lock to prevent further changes.
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« Select “Network 2” on the left pane. The source also shows the virtual network card is disabled.

"MSPUB-WS-VMO01-WIN" Configuration

“g' CPU &Memory .
Source: | Disconnected

I Graphics
- Network Conditioner

Mouse & Keyboard

B
4

|-| Shared Printers

@ network 1

B Network2

Advanced...

B Sounas Camers

g“ use
P Restore Defaults
Ep=s

‘Eﬂ Click the lock to prevent further changes

"MSPUB-WS-VMO1-WIN" Configuration
'0)

Backup

L CPU & Memot
e Y Source v/ Disconnected

! Graphics Shared Network (Recommended)

Host-Only

B
Mouse & Keyboard
4 MSPUB

|-| Shared Printers
- Default Adapter
s Network 1 Wi-Fi

USB 10/100/1G/2.5G LAN

% Network 2

Advanced...

..‘ Sound & Camera

':" usB

Restore Defaults

'En Click the lock to prevent further changes.

+ In Parallels Control Center right click MSPUB-WS-VMO02-UBT and select “Configure.”

B MSPUB-COLGERA-DMO1

B MSPUB-GLEEOK-DCO1

Start

B MSPUB-LYNEL-WEBO1

Manage Snapshots...
Reclaim Disk Space...

B MSPUB-WS-VMO1-WIN Ceonfigu:)

Clone...
B MSPUB-WS-VMO02-UBT :i"c:e“:"’"e"’

Prepare for Transfer
MSPUB-WS-VM03-MAC Remove "MSPUB-WS-VM02-UBT"..

Show in Finder

B MSPUB-WS-VMO04-KAL
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* Click “Network 1” and check the source. This shows the virtual network card is disabled.

B
4

~

"MSPUB-WS-VM02-UBT" Configuration

“g' CPU &Memory :
Source: | Disconnected

B Graphics

Network Conditioner

BB | ce & Keyboard
§~) Shared Printers
* Network 1
Network 2

Advanced...

- Sound & Camera

§ USB

|=ﬂ Click the lock to prevent further changes

Restore Defaults

Change the source back to “Shared Network” in the drop down menu.

"MSPUB-WS-VM02-UBT" Configuration

CPU & Memory -
Source / Disconnected

Graphics | Shared Network (Recommended)

Host-Only

Mouse & Keyboard MSPUB

Shared Printers
Default Adapter

Network 1 Wi-Fi
USB 10/100/1G/2.5G LAN

Network 2

Advanced...
Sound & Camera

p USB

N

|é Click the lock to prevent further changes

+ Select “Network 2” on the left pane

"MSPUB-WS-VM02-UBT" Configuration

-, CPU & Memory
R Source: | Disconnected

I Graphics
- Network Conditioner

-i Mouse & Keyboard
|:| Shared Printers
3 Network 1

’.‘ Network 2

Advanced...
..l Sound & Camera

:‘t use

R

Igﬁ Click the lock to prevent further changes.

Restore Defaults

. The source also shows the virtual network card is disabled.

Restore Defaults
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Change the source back to “MSPUB” in the drop down menu. Close the configuration window.

"MSPUB-WS-VM02-UBT" Configuration

)pt

CPU & Memol
" i Source v/ Disconnected

! Graphics Shared Network (Recommended)

= Host-Only
VK K
) louse & Keyboard MSPUB

|-| Shared Printers
- Default Adapter

s Network 1 Wi-Fi
USB 10/100/1G/2.5G LAN

e Network 2

Advanced...

.- Sound & Camera

g’* usB

Restore Defaults
+ —_
N

E Click the lock to prevent further changes

Control Center
B MSPUB-COLGERA-DMO1

B MSPUB-GLEEOK-DCO1

B MSPUB-LYNEL-WEBO1

Start

B MSPUB-WS-VMO1-WIN Start in Recovery Mode

Clone...

B MSPUB-WS-VM02-UBT Remove "MSPUB-WS-VMO3-MAC"...
Manage Snapshots...
MSPUB-WS-VM03-MAC Configure...

Show in Finder

B MSPUB-WS-VMO4-KAL Soooe

CPU & Memory
2 Source: | Disconnected

% Network 1 Advanced

s Network 2
9 Hard Disk
=

Restore Defaults
+ —_

|‘n Click the lock to prevent further changes.
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Change the source back to “Shared Network” in the drop down menu.
"MSPUB-WS-VM03-MAC" Configuration

CPU & Memo
- v Source +/ Disconnected

Shared Network (Recommended) |

% Network 1

Host-Only
‘s Network 2 MSPUB

8 Hard Disk
L=

Default Adapter
Wi-Fi
USB 10/100/1G/2.5G LAN

Restore Defaults
+ —

'Eﬂ Click the lock to prevent further changes.

"MSPUB-WS-VM03-MAC" Configuration

" CPU & Memory
e Source: | Disconnected

s Network 1 Advanced...

o Network 2

g Hard Disk
=

Restore Defaults

=

y‘n Click the lock to prevent further changes.

"MSPUB-WS-VM03-MAC" Configuration

CPU & Memoi
L Y Source +/ Disconnected

s Network 1 Shared Network (Recommended)

% Network 2 ::;s;;joanly

B Hard Disk
i |

Default Adapter
Wi-Fi
USB 10/100/1G/2.5G LAN
Restore Defaults

+_

'En Click the lock to prevent further changes.
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+  Windows
+ Launch MSPUB-WS-VMO01-WIN. Have the user try logging in with their MSPUB credentials.

Other user

+ Confirm webpages will load by launching the web browser and going to google.com.

V. Sheikah-Google Search x  + - 8 x

Google Sheikah X & @ Q © @ |

AlMode All Images Videos Shortvideos Shopping Forums More -  Tools -

4 AlOverview

QD 7sites

Sheikah - Zelda Wiki -
Fandom
he he

The Sheikah are a secretive, highly advanced ninja-like tribe in The
Legend of Zelda series, serving as the shadow guardians of the
Goddess Hylia and the Royal Family of Hyrule. They are easily
recognized by their pointed ears, red eyes, and signature crest: an eye
with a single teardrop. 4 zedawii -2

© YouTube - Orviy

Origins and History Where are the
sheikah in Tears ..
« The Shadow Folk: For centuries, the Sheikah have operated from »

i Qe v e B ECEa ~RQes JRNE

+  macOS
+ Launch MSPUB-WS-VMO03-MAC. Have the user try logging in with their MSPUB credentials.

Fri May 29
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Linux

Confirm webpages will load by launching the web browser and going to google.com.

& Finder File Edit View Go Window Help

Q sheikah slate

Google sheikah slate x

Pin and Stamp placed. Read more

People also ask

What does the Sheikah Slate do?
Is the Sheikah Slate a Wii U?
What is the rarest thing in BotW?

Is the Sheikah Slate a phone?

- 180° =30 0aE

Launch MSPUB-WS-VMO02-UBT. Have the user try logging in with their MSPUB credentials.

<) Ubuntu

Confirm webpages will load by launching the web browser and going to google.com.

B G sheikah-GoogleSearch x | +

The Sheikah are a secretive, highly advanced ninja-like tribe in The
Legend of Zelda series, serving as the shadow guardians of the
Goddess Hylia and the Royal Family of Hyrule. They are easily
recognized by their pointed ears, red eyes, and signature crest: an eye
with a single teardrop. & zidawii -2

Origins and History

« The Shadow Folk: For centuries, the Sheikah have operated from

com/searchiclient= asca_esv= 3...quktgQsjFrkfgDIrEOVFQ51tnQaq=sheikah&ved=1t:2201758ictx=111

7y Zelda Wi

& ntips:rzeida tandom.com» wiki» Shelkan Siate  §

Sheikah Slate - Zelda Wiki - Fandom

The Shelkah Slate can be used to access the Map of Hyrule @
Kingdom, which displays the current Temperature and time, and any g

<« C G v Ssheikah
Google sheikah x
Al Mode ﬂ Images  Videos Shortvideos Shopping News More ~
4 AlOverview

[+] owN @ & =
Tools ~
DD 7sites

Sheikah - Zelda Wiki -
Fand

© YouTube - Drwily

Where are the
sheikah in Tears ...
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Part 2: Open-Source OSs & Shells and Scripts: System Configuration & User Management Scripts
Master Sword Publishing Automation with Python Scripts

Automated Web Server System Configuration Script

Scenario Overview

Master Sword Publishing (MSPUB) recently deployed MSPUB-LYNEL-WEBO1, an Ubuntu Server intended to
host an internal company website for the masterswordpub.net domain. The Online Services department
needs a reliable web server environment where the internal web content can be developed, hosted, and
tested.

To reduce manual configuration errors and improve deployment consistency, the MSPUB IT Department will
create a Python-based automated system configuration script. This script will configure the Ubuntu Server by
installing required packages, enabling essential services, configuring firewall rules, creating the internal web
directory, deploying a basic MSPUB landing page, and logging all major actions.

Objective

Develop a Python automation script that streamlines the initial configuration of the MSPUB Ubuntu web
server.

Planned Features

« Update package repositories Create SFTP upload directory

Install Nginx Create publishing group
Install and enable OpenSSH Deploy a basic internal landing page
Configure SFTP support Set appropriate file permissions

Configure UFW firewall rules
Allow HTTP, SSH, and SFTP traffic
Create the MSPUB web directory

Enable and start required services
Record actions in a log file
Include basic error handling and validation

Systems Used

MSPUB-LYNEL-WEBO1 Sublime Text

+ MSPUB-UBTSVR-TESTWORLD « Nginx

- Ubuntu Server 26.04 « OpenSSH

« Python 3 « UFW Firewall
Script Design

The script was developed using a modular function-based approach. Each major configuration task was
separated into individual functions to improve readability, maintainability, and troubleshooting capabilities.

Major functions included:

create_sftp_directory()
create_publishing_group()
deploy_landing_page()
configure_nginx_site()
enable_services|()
verify_config()

. check_root()

. log_action()

« run_command()

. system_updater()

. install_packages|()

. configure_firewall()

. create_web_directory()

This design allowed individual components of the deployment process to be tested independently while
maintaining a clear workflow.
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Testing & Validation

The script was initially tested on a dedicated Ubuntu Server test virtual machine prior to deployment on the

production MSPUB-LYNEL-WEBO1 server.

Testing included:

« Python syntax validation using .

py_compile .
- Package installation verification .
« Firewall configuration verification .

Directory creation verification

Group creation verification
Nginx service validation
OpenSSH service validation
Website deployment validation

Initial testing identified an issue where Nginx continued serving as the default Ubuntu landing page.
Investigation revealed that the default Nginx site configuration remained enabled. The script was modified to
automatically remove the default configuration, enable the MSPUB virtual host, validate the configuration

using nginx -t, and reload the Nginx service.

2.168.94.150

S}

®
x
x

Subsequent testing confirmed successful deployment of the MSPU

@
@ MsPUB | CSNT 253: Capstone

+ NewTab

9

S WWTech I LWTech Ok Das. LWTech Canvs Cen A Microsoft Azure,

ctetink

gage

Welcome to nginx!
If you see this page, the nginx web server is successfully installed and
working. Further configuration is required.

For online documentation and support please refer to
Commercial support is available at nginx.com.

Thank you for using nginx.

Dsite.

S0 LWTech I LWTech Okta Das.

/' Master Sword Publishing

Hyrule's #1 Publishing Company

This internal website was created by Jayce Mangum for CSNT253: Capstone Project. This
was created to demonstrate deploying a Python script to configure a Ubuntu Web Server
running Nginx.

Currently hosted on: MSPUB-LYNEL-WEBO01 running Ubuntu Server 26.04 with Nginx.

Capstone Project Components

A+ Software
Essentials & A+
Hardware

Shells & Scripts Network
Fundamentals &
Automated Sysem Administration

Configuration Script
Virtual Machine Home

Lab

Networking Components

+ Update package
repositories

« Install Nginx

+ Install and enable
OpenSSH

» Configure a Ubiquiti
Router & Swtiches

« Configure Firewall
and Access Control
Lists

« Implement Quality of
Service priortizing
network traffic

« Windows Server
2025: Domain

Controller, Domain « Configure SFTP

support

« Configure UFW
firewall rules

« Allow HTTP, SSH,
and SFTP traffic

« Create the MSPUB
web directo

« Create SFTP upload

Manager

+ Ubuntu Server 26.04:
‘Web/App Server

+ Windows 11: Domain
Workstation

+ Ubuntu Desktop
26.04: Domain

Wireless Access Points

+ Configure WAPs for
seamless connecivity

« Implement secuirty
protocols WPA3
Enterprise

Workstation

+ macOS 26 Tahoe:
Domain Workstation

+ Kali Linux 2026:
Cybersecuirty
Workstation

directory.

« Create publishing
group

+ Deploy a basic
internal landing page

+ Setappropriate file
permissions

+ Enable and start

Troubleshooting
Scenarios
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Results

The automation script successfully configured the Ubuntu Server environment without requiring manual
installation of services or creation of required directories. The MSPUB landing page was successfully
deployed and served through Nginx. Firewall rules were configured, SFTP infrastructure was created, and all
validation checks passed successfully.

« C an re 10.0.0.9 ® 3 7= e - gpocnat

© | % Wiech & WiechOkaDas.. [B] ctelink () LWTechCanvas  Cengage | MicrosoftAzwe.. @
v R

(@ MSPUB| CSNT 253 Capstone Project X

/* Master Sword Publishing Capston Project

New Tab

7

Hyrule's #1 Publishing Company

This internal website was created by Jayce Mangum for CSNT253: Capstone Project. This
was created to demonstrate deploying a Python script to configure a Ubuntu Web Server
running Nginx

Currently hosted on: MSPUB-LYNEL-WEB01 running Ubuntu Server 26.04 with Nginx.

Capstone Project Components

A+ Software Essentials & A+ Hardware Shells & Scripts Network Fundamentals & Administration Network Secuirty & Encryption
Virtual Machine Home Lab Automated Sysem Configuration Script Networking Components Task 1: TBD

+ Windows Server 2025: Domain Controller, + Update package repositories « Configure a Ubiquiti Router & Swiiches Task 2: TBD

Domain Manager « Install Nginx « Configure Firewall and Access Control Lists

+ Ubuntu Server 26.04: Web/App Server « Install and enable OpenSSH « Implement Quality of Service priortizing network

» Windows 11: Domain Workstation » Configure SFTP support traffic

« Ubuntu Desktop 26.04: Domain Workstation « Configure UFW firewall rules

+ macOS 26 Tahoe: Domain Workstation « Allow HTTP, SSH, and SFTP traffic Wireless Access Points

« Kali Linux 2026: Cybersecuirty Workstation + Create the MSPUB web directory

« Create SFTP upload directory « Configure WAPs for seamless connectivity

Troubleshooting Scenarios « Create publishing group « Implement secuirty protocols WPA3 Enterprise
« Deploy a basic internal landing page

« Routing & DNS Misconfigurtion « Set appropriate file permissions
« User Account Locked Out « Enable and start required services

+ Low Disk Space Issue + Record actions in a log file
+ Virtual Machine Network Issue « Include basic error handiing and vaiidation
User Management Script
» Help IT Administrators create/modify/delete
users
+ Create password polices

« Assign groups.
+ Create/delete home directories

Challenges Encountered

A few issues occurred during development and testing. The most significant challenge involved Python
indentation errors and Nginx virtual host configuration. These issues were resolved through incremental
testing, syntax validation, and functional testing on a dedicated test virtual machine.

Last login: Thu May 0
*1/Scenarioh Documents/PartO2-LinuxScrip
ripts
m@DINRAALL Scripts % python3 -m py_compile mspub-webserver-setup.py
IndentationError: unexpected indent (mspub-webser r-setup.py., line
m@DINRAAL Scripts ¢thon3 -m py_compile mspub-y erver-setup.py
IndentationError: r-setup.py, line
m@DINRAAL Scripts vt 3 - - erver-setup.py
IndentationError: ecte nden er-setup.py, line 81)p
m@DINRALL Script ython3 -m py_compile mspub-webserver-setup.py
imangum@DINRAAL Scripts % h
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mspub-webserver-setup v3.py Source Code

The script was written using Sublime Text with Python syntax highlighting:

Download mspub-webserver-setup V3.py

#!/usr/bin/env python3

import os

import subprocess

import logging

import shutil

from datetime import datetime

LOG_FILE = "/var/log/mspub_setup.log"
LOG_DIR = "/var/log"

def main():
check_root()
log_action("MSPUB Web Server Setup Script started.")
system_updater ()
install_packages()
configure_firewall()
create_web_directory()
create_sftp_directory()
create_publishing_group()
deploy_landing_page()
configure_nginx_site()
enable_services()
verify_config()

print("\nMSPUB Web Server Setup Complete!")
log_action("MSPUB web server setup completed successfully.")

def log_action(message):
"""Write script activity to the log file."""
timestamp = datetime.now().strftime("%Y-%m-%d %H:%M:%S")
with open(LOG_FILE, "a") as log:
log.write(f"[{timestamp}] {message}\n")

def run_command(command) :
"""Run a Linux command and log success or failure."""
try:
result = subprocess.run(
command,
shell=True,
check=True,
text=True,
capture_output=True
)
log_action(f"SUCCESS: {command}'")
return result.stdout
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except subprocess.CalledProcessError as error:
log_action(f"ERROR {command}'")
log_action(error.stderr)
print(f"Command failed: {command}")
print(error.stderr)
exit(1l)

def check_root():
"""Verify the script is running with root privileges."""
if os.geteuid() !=0:
print("The MSPUB Webserver Setup script must be run with sudo
privileges.")
exit(l)

log_action("Root privilege check passed.")
def system_updater():
"""Update Ubuntu package repositories and installed packages."""

print ("Updating system packages...")

run_command ("apt update")
run_command ("apt upgrade -y")

log_action("System packages updated successfully.")
def 1install_packages():
"""Install required packages for the MSPUB web server."""

print("Installing required packages...")

packages = [

"nginx",
"openssh-server",
IlufWII
]
package_1list = " ".join(packages)

run_command (f"apt install {package_list} -y")

log_action("Required packages installed successfully.")
def configure_firewall():

"""Configuring UFW firewall rules.™""

print("Configuring firewall rules...")

run_command ("ufw allow OpenSSH")

run_command ("ufw allow 'Nginx Full'"™)

run_command ("ufw --force enable")

log_action("Firewall configured sucessfully.")
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def create_web_directory():
"""Create the MSPUB web directory and set permissions."""
print("Creating web directory...")

web_dir = "/var/www/masterswordpub.net"

run_command (f"mkdir -p {web_dir}")
run_command (f"chown -R www-data:www-data {web_dir}")
run_command (f'"chmod -R 755 {web_dir}")

log_action("Web directory created and permissions configured.")

def create_sftp_directory():
"""Create SFTP directory structure for the Publishing department."""
print("Creating SFTP directory...")

sftp_dir = "/srv/sftp/publishing"

run_command (f"mkdir -p {sftp_dir}")
run_command (f"chmod 755 /srv/sftp")
run_command (f"chmod 755 {sftp_dir}")

log_action("SFTP directory structure created successfully.")

def create_publishing_group():
"""Create the Publishing group for SFTP access."""
print("Creating publishing group...")

group_name = "publishing"

group_exists = subprocess.run(
f'"getent group {group_namel}",
shell=True,
text=True,
capture_output=True

)

if group_exists.returncode ==
log_action("Publishing group already exists.")
print("Publishing group already exists.")

else:
run_command (f"groupadd {group_name}")
log_action("Publishing group created successfully.")

def deploy_landing_page():
"""Deploy a basic MSPUB -internal website landing page."""
print("Deploying MSPUB landing page...")

source_file = "mspub_index.html"
destination_file = "/var/www/masterswordpub.net/index.html"
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if not os.path.exists(source_file):
log_action(f"ERROR: {source_file} not found.")
print(f"Error: {source_file} not found. Please upload {source_file} to
server.")
exit(1l)

shutil.copy(source_file, destination_file)

run_command (f'chown www-data:www-data {destination_file}"')
run_command (f"chmod 644 {destination_file}")

log_action("MSPUB website deployed successfully.")

def configure_nginx_site():
"""Configure Nginx to server the MSPUB website."""
print("Configuring Nginx site...")

site_config = "/etc/nginx/sites-available/masterswordpub.net"
enabled_site = "/etc/nginx/sites-enabled/masterswordpub.net"
default_site = "/etc/nginx/sites-enabled/default"

nginx_config = """server {
listen 80;
listen [::]:80;

server_name masterswordpub.net www.masterswordpub.net;

root /var/www/masterswordpub.net;
index index.html;

location / {
try_files $uri Suri/ =404;

}
}

with open(site_config, "w") as file:
file.write(nginx_config)

if os.path.exists(default_site):
run_command (f"rm {default_site}")

if not os.path.exists(enabled_site):
run_command(f"ln -s {site_config} {enabled_sitel}")

run_command ("nginx -t")
run_command ("systemctl reload nginx")

log_action("Nginx site configured successfully.")

def enable_services():
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"""Enable and start required services."""
print("Enabling and starting services...")

services = [
"nginx",
Ilsshll

]

for service in services:
run_command (f"systemctl enable {servicel}")
run_command (f"systemctl restart {servicel}")

log_action("Required services enabled and started successfully.")

def verify_config():
"""Verify web server configuration."""
print("Verifying configuration...")

checks = [
("Nginx Service", "systemctl dis-active nginx"),
("SSH Service", "systemctl is-active ssh"),
("Firewall Status", "ufw status"),
("Website Directory", "test -d /var/www/masterswordpub.net"),
("SFTP Directory", "test -d /srv/sftp/publishing"),
("Publishing Group", "getent group publishing")

]

for check_name, command in checks:
try:

result = subprocess.run(
command,
shell=True,
check=True,
text=True,
capture_output=True

)

log_action(f"VERIFIED: {check_name}")
print(f"[PASS] {check_namel}")

except subprocess.CalledProcessError:
log_action(f"FAILED: {check_name}")
print(f"[FAIL] {check_namel}")

log_action("Configuration verification completed.")

if __name__
main()

== "__main__":
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mspub _index.html Source Code

This webpage was originally developed for a project in CSNT257: Cloud Computing for a static website. It
was adapted for this capstone project:

Download mspub_index.html

<!DOCTYPE html>

<html lang="en">

<head>
<meta charset="UTF-8" />
<meta name="viewport" content="width=device-width, initial-scale=1.0" />
<title>MSPUB | CSNT 253: Capstone Project</title>

<style>
* |
box-sizing:border-box;
}
body {

margin: 0;

font-family: Arial, Helvetica, sans-serif;

background:

radial-gradient(circle at top, rgba(90, 220, 220, 0.25),
transparent 35%),

linear-gradient(135deg, #061014, #102b2c 45%, #07lalf);

color: #f5f0d6;

}
header {
padding: 24px 8%;
boarder-bottom: 1px solid rgba(212, 175, 55, 0.35);
background: rgba(5, 20, 25, 0.85);
}
nav {
display: flex;
justify-content: space-between;
align-items: center;
}
.logo {
font-wight: bold;
color: #d4af37;
font-size: 1.2rem;
letter-spacing: 1lpx;
}

.nav-link {
font-size: 0.9rem;
color: #9ee7e5;

}

.hero {
padding: 110px 10% 90px;
text-align: center;

}

S
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.section {

}

padding: 70px 10%;

.section h2 {

}

color: #d4af37;

margin-bottom: 28px;

font-size: 2rem;

text-shadow: 0 0 10px rgba(0,0,0,0.6);

.sword {

}

hl {

}

font-size: 4rem;
text-shadow: 0 0 20px #5celeb;

font-size: 3rem;
color: #d4af37;
margin-bottom: 12px;

.subtitle {

}

max-width: 800px;

margin: 0 auto;

font-size: 1.2rem;

line-height: 1.7;

color: #eef8f8;

text-shadow: 0 @ 8px rgha(e, 0, 0, 0.8);

.badge {

}

display: inline-block;
margin-top: 28px;
padding: 12px 24px;
border-radius: 999px;
background: #d4af37;
color: #061014;
font-weight: bold;

.cards {

}

display: grid;

grid-template-columns: repeat(auto-fit, minmax(220px, 1fr));

gap: 20px;
margin-top: 24px;

.card {

}

background: rgba(255, 255, 255, 0.10);
border: 1lpx solid rgba(212, 175, 55, 0.35);
border-radius: 18px;

padding: 28px;

box-shadow: 0 14px 35px rgba(®, 0, 0, 0.35);
backdrop-filter: blur (4px);

transition: transform 0.2s ease;

.card:hover {
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transform: translateY(-4px);

}
.card h3 {
color: #9ee7e5;
margin-top: 0;
}
.card p {
line-height: 1.6;
color: #eb5e7eb;
}
footer {
text-align: center;
padding: 24px;
color: #b9c7c7;
border-top: 1lpx solid rgba(212, 175, 55, 0.25);
}
</style>
</head>
<body>
<header>
<nav>
<div class="logo">/ Master Sword Publishing</div>
<div class="nav-1link">Capstone Project</div>
</nav>
</header>
<main>

<section class="hero">
<div class="sword"> /~</div>
<hl1>Hyrule's #1 Publishing Company</hl>
<p class="subtitle">
This dinternal website was created by Jayce Mangum for
CSNT253: Capstone Project. This was created to demonstrate deploying a Python
script to configure a Ubuntu Web Server running Nginx.

<div class="badge">Currently hosted on: MSPUB-LYNEL-WEBO1l running
Ubuntu Server 26.04 with Nginx.</div>
</section>

<section class="section">
<h2>Capstone Project Components</h2>

<div class="cards">
<div class="card">
<h3>A+ Software Essentials & A+ Hardware</h3>
<p>
<b>Virtual Machine Home Lab</b>
<ul>
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Domain Manager</1li>

1i>

Workstation</1li>

Workstation</1li>
</ul>
</p>
<p>

System Configuration & User Management Scripts

<li>Windows Server 2025: Domain Controller,
<li>Ubuntu Server 26.04: Web/App Server</

<li>Windows 11: Domain Workstation</1li>
<li>Ubuntu Desktop 26.04: Domain

<1li>mac0S 26 Tahoe: Domain Workstation</1li>
<li>Kali Linux 2026: Cybersecuirty

<b>Troubleshooting Scenarios</b>

<ul>

</ul>
</p>
</div>

<li>Routing & DNS Misconfigurtion</li>
<li>User Account Locked Out</1li>
<li>Low Disk Space Issue</li>
<li>Virtual Machine Network Issue</1li>

<div class="card">

& Scripts</h3>

<b>Automated Sysem Configuration Script</b>

<h3>Shells
<p>
<ul>
1i>
validation</1i>
</ul>
</p>
<p>

<li>Update package repositories</li>
<li>Install Nginx</li>

<li>Install and enable OpenSSH</1li>
<li>Configure SFTP support</1li>
<li>Configure UFW firewall rules</1li>
<li>Allow HTTP, SSH, and SFTP traffic</li>
<li>Create the MSPUB web directory</1li>
<li>Create SFTP upload directory</1li>
<li>Create publishing group</li>
<li>Deploy a basic 1internal landing page</

<li>Set appropriate file permissions</1li>
<li>Enable and start required services</1li>
<li>Record actions in a log file</1li>
<li>Include basic error handling and

<b>User Management Script</b>

<ul>

delete users</1li>

<li>Help IT Administrators create/modify/
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<li>Create password polices</1li>
<li>Assign groups</li>
<li>Create/delete home directories</1li>
</ul>
</p>
</div>

<div class="card">
<h3>Network Fundamentals & Administration</h3>

<p>
<b>Networking Components</b>
<ul>
<li>Configure a Ubiquiti Router &
Swtiches</11i>
<li>Configure Firewall and Access Control
Lists</11i>
<li>Implement Quality of Service
priortizing network traffic</li>
</ul>
</p>
<p>
<b>Wireless Access Points</b>
<ul>
<li>Configure WAPs for seamless
connectivity</1i>
<li>Implement secuirty protocols WPA3
Enterprise</1i>
</ul>
</div>

<div class="card">
<h3>Network Secuirty & Encryption</h3>

<p>
Task 1: TBD
</p>
<p>
Task 2: TBD
</p>
</div>
</div>
</section>
</main>
<footer>

Created by Jayce Mangum, Spring Quarter 2026, at <a href="https://
www . lwtech.edu/">LWTech</a>.
</footer>
</body>

</html>
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User Management Script

Scenario Overview

The Publishing Department is continuing to grow, and the MSPUB IT Department requires an automated
method for managing user accounts on the web server. Administrators currently create accounts manually,
which is time-consuming and can lead to configuration inconsistencies. A Python-based user management
script will be developed to automate account administration tasks.

Objective

Develop a Python-based user management utility that simplifies Linux account administration on MSPUB-
LYNEL-WEBO1. The script will provide administrators with a menu-driven interface for managing users and
groups, reducing the potential for configuration errors. The solution will improve efficiency, consistency, and
scalability as the organization continues to expand.

Planned Features

« Install predefined MSPUB department groups
Create custom Linux groups
Create new user accounts

Log administrative actions

Verify administrative privileges before execution
Provide a menu-driven interface for administrators
Delete existing user accounts Set new user account default password

Assign users to groups Bulk User Import/Delete from CSV file with auto-
Force password changes at next login generated samples

« Display existing user accounts

Systems Used

+ MSPUB-LYNEL-WEBO1 « Linux User Management Utilities
+ MSPUB-UBTSVR-TESTWORLD . useradd

« Ubuntu Server 26.04 . userdel

+ Python 3 . usermod

+ Sublime Text . groupadd

+ OpenSSH/SFTP . getent

« Linux File System Permissions . chage

Script Design

The MSPUB User Management System was developed using Python and follows a menu-driven interface.
Administrators are presented with a series of options that allow them to manage user accounts, Linux groups,
and bulk user operations.

The script utilizes Python’s subprocess module to execute Linux administrative commands such as useradd,
userdel, groupadd, usermod, chage, and chpasswd. Administrative actions are reordered using a custom
logging function which stores activity within a centralized log file for auditing and troubleshooting purposes.

Individual user accounts are automatically generated using a first initial and surname naming convention.
Newly created users are assigned a temporary password and are required to change their password upon first
login.

To support larger deployments, the script includes CSV-based batch import and batch deletion functionality.
Static CSV files are stored with the MSPUB administrative directory and can be edited by administrators prior
to execution. During batch operations, the script validates users and groups, automatically creates missing
groups when necessary, and records all actions within the activity log.

211



Part 2: Open-Source OSs & Shells and Scripts: System Configuration & User Management Scripts
Major functions:

assign_user_group()
force_password_change()
list_users()
batch_user_import()
bulk_delete_users()
display_menu()

. check_root()

- log_action()

« run_command)

. create_default_groups|()
. create_custom_group()
. create_user()

delete_user() main()
Predefined MSPUB department groups:
« administration . it-cyber
« publishing - online-services

Each administrative action will be logged to provide accountability and assist with troubleshooting.
Results

The MSPUB User Management System was successfully developed, tested, and validated within the Ubuntu
Server test environment. All planned functionality was implemented and tested successfully before production
deployment.

Testing confirmed the following features:

+ Installation of MSPUB department groups

» Creation of custom Linux groups

« Individual user account creation

+ User deletion

« User-to-group assignment

» Forced password changes

« User account listing

« CSV batch user imports

« CSV bulk user deletions

« Activity logging

« Default password assignment

The script successfully generated user accounts, created and assigned groups, enforced password change
policies, and recorded administrative actions within the system log. Batch operations were able to create and
remove multiple user accounts using administrator-maintained CSV files. Testing verified that existing users
were skipped appropriately and missing users were handled gracefully during deletion operations.

Overall, the project met all design objectives and provides a functional administrative tool that can be used
within both the MSPUB capstone environment and future Linux deployments.

Main Menu:
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Script Log
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Challenged Encountered

Several challenges were encountered during the developmental and testing phases of the MSPUB User
Management System. The most common issue involved Python syntax and indentation errors. Because
Python relies heavily on proper indentation, several debugging sessions were required to correct improperly
aligned code blocks and nested functions. Additional syntax errors were encountered involving missing
commas, unterminated triple-quoted strings, and incorrectly formatted function calls.
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® @ ® ™ userCreationMenu — -zsh — 80x24

ent call last):

Another challenge involved the implementation of a default password assignment. The original solution used
shell piping through the chpasswd command; however, special characters contained within the default
password caused inconsistent results during testing. The issue was resolved by replacing shell-based
password assignment with Python’s subprocess.run() function, which passes credentials directly to chpasswd
and eliminates shell interpretation issues.

] cMmangum
word:
bduthentication failure
)yubadmin@aspub-test-ubtsry: $ su j.mangum
word:
bduthentication failure
i spub-test-ubtsry: $ sudo passwd j.mangum

Ype new [:I———IIHrd
assword ijlj—gf'r—qj S

‘pu“ test-ubtsry: T SU ] .mangum

aspub- te

password_process = subprocess. run(
default_passwd = "Hyrule3warrlors" - Chpabbﬂd 15
input=7"{username}: {DEFAULT_PASSWORD}\n",
co Al text= ’
f'echo '{username}:{default_passwd}' | chpasswd" capture_output=
)

n{f"MSPUB default password assigned to {username}") 1 if password_process returncode == 0:
G 0 on(f"'MSPUB default password assigned to {username}")

Additional testing identified file path and directory creation issues related to CSV bulk import and bulk
deletion features. These issues were resolved by implementing automatic directory creation and sample CSV
generation when required files were not present.
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IMPORT_ESV_FILE = 'fobt/vspub usrmgmt/batch-usr-import.csv"
REMOVE_CSV_FILE = "/opt/mspub-usrmgmt/bulk-usr-delete.csv"

csv_dir = "/opt
- ; csv_dir /op spub-usrmgmt/

os.path. (csv_dir): X
(f'mkdir —p {csv_dir}") if os.path. (csv_dir):
(f'mkdir -p {csv_dir} 1]
ot os.path. (IMPORT_CSV_| :
sample_content first_name, last_| e if not os.path. (REMOVE_CSV_FILE) :
ubl le_content = username

(IMPORT_CSV_FILE, "w") a with (REMOVE_CSV_FILE, "w") as file:
file. file. (sample_content)

4 {IMPORT_CSV_FILE}") f''c 644 {REMOVE_CSV_FILE}")
le batch import CSV file: {IMPORT_CSV_FILE}") f e batch removal CSV file: {REMOVE_CSV_FILE}")

mspub-usermgmt v2.py Source Code

Download mspub-usermgmt v2.py
Download example batch usr_import.csv
Download example bulk usr delete.csv

#!/usr/bin/env python3

import os

import subprocess

import csv

from datetime import datetime

LOG_FILE = "/var/log/mspub_user_mgmt.log"

DEFAULT_PASSWORD = "Hyrul3WarrlQrs$"

IMPORT_CSV_FILE = "/opt/mspub-usrmgmt/batch-usr-import.csv"
REMOVE_CSV_FILE = "/opt/mspub-usrmgmt/bulk-usr-delete.csv"

def check_root():
"""Verify the script is running with root privileges."""
if os.geteuid() != 0:
print("The MSPUB User Management Script must be run with sudo
privileges.")
exit(1)

log_action("Root privilege check passed.")
def log_action(message):
""M"Write script activity to the log file."""
timestamp = datetime.now().strftime("%Y-%m-%d %H:%M:%S")
with open(LOG_FILE, "a") as log:

log.write(f"[{timestamp}] {message}\n")

def run_command(command) :
"""Run a Linux command and log success or failure."""

216


https://drive.google.com/file/d/1tqpHxfVLFEYp2WbyhZv_8AqCJZpGSQp9/view?usp=share_link
https://drive.google.com/file/d/1x99_OsfeDJHR4DDyJroc07eKrES4uY-r/view?usp=share_link
https://drive.google.com/file/d/1nPiH19Cf3VTptJA8N3eRolIqg9eI2ti7/view?usp=share_link

Part 2: Open-Source OSs & Shells and Scripts: System Configuration & User Management Scripts

try:
result = subprocess.run(
command,
shell=True,
check=True,
text=True,
capture_output=True

)

log_action(f"SUCCESS: {command}")
return result.stdout

except subprocess.CalledProcessError as error:
log_action(f"ERROR: {command}")
log_action(error.stderr)
print(f"Command failed: {command}'")
print(error.stderr)
return None

# Group Creation

def install_default_groups():
"""Create the default MSPUB department groups."""
print("\nInstalling MSPUB department groups...")

groups = [
"administration",
"publishing",
"jt-cyber",
"online-services"

for group in groups:
group_exists = subprocess.run(
f'"getent group {groupl}",
shell=True,
stdout=subprocess.DEVNULL,
stderr=subprocess.DEVNULL

)

if group_exists.returncode ==
print(f"Group already exists: {group}")
log_action(f"Group already exists: {groupl}")
else:
run_command (f"groupadd {groupl}")
print(f"Created group: {groupl}")
log_action(f"Created group: {group}™)

print("MSPUB department groups 1installation complete.")
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def create_custom_group():
"""Create a custom Linux group."""
group_name = input("\nEnter custom group name: ").strip().lower ()

if not group_name:
print("Group name cannot be blank.")
return

group_exists = subprocess.run(
f'"getent group {group_namel}",
shell=True,
stdout=subprocess.DEVNULL,
stderr=subprocess.DEVNULL

)

if group_exists.returncode ==
print(f"Group already exists: {group_name}")
log_action(f"Group already exists: {group_name}")
else:
run_command (f"groupadd {group_namel}")
print(f"Created custom group: {group_name}")
log_action(f"Created custom group: {group_name}")

# User Creation

def create_user():
"""Create a new Linux user account and optionally assign group."""
first_name = -input("\nEnter employee first name initial: ").strip().lower()
last_name = input("Enter employee full last name: ").strip().lower()
group_name = input("Enter MSPUB group name for this user: ").strip().lower ()

if not first_name or not last_name:
print("First name and last name cannot be blank.")
return

username = f"{first_name}.{last_name}"

user_exists = subprocess.run(
f"id {usernamel}",
shell=True,
stdout=subprocess.DEVNULL,
stderr=subprocess.DEVNULL

)

if user_exists.returncode ==
print(f"User already exists: {username}")
log_action(f"User already exists: {usernamel}")
return

if group_name:
group_exists = subprocess.run(
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f'"getent group {group_namel}",
shell=True,
stdout=subprocess.DEVNULL,
stderr=subprocess.DEVNULL

)

if group_exists.returncode != 0:
print(f"Group does not exist: {group_name}")
create_group = input("Create this group now? (y/n):
")Y.strip().lower ()

if create_group == "y":

run_command (f"groupadd {group_name}")

log_action(f"Created group during user creation: {group_name}")
else:

print("User creation cancelled.")

return

run_command (f"useradd -m -s /bin/bash -G {group_name} {username}")

log_action(f"Created user {username} and assigned to group {group_name}")
else:

run_command (f"useradd -m -s /bin/bash {username}")

log_action(f"Created user {username} without group assignment")

password_process = subprocess.run(
["chpasswd"],
input=f"{username}: {DEFAULT_PASSWORD}\n",
text=True,
capture_output=True

)

if password_process.returncode ==
log_action(f"MSPUB default password assigned to {username}")
else:
log_action(f"Password assignment failed for {username}:
{password_process.stderr}")
print(f"Password assignment failed for {username}.")
print(password_process.stderr)

run_command (f"chage -d 0 {username}")
log_action(f"Forced password change at next login for {username}")

print(f"User created successfully: {username}")

print(f"Temporary password: {DEFAULT_PASSWORD}")

def delete_user():
"""Delete an existing Linux user account."""
username = input("\nEnter username to delete: ").strip().lower ()

if not username:
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print("Username cannot be blank.")
return

user_exists = subprocess.run(
f"id {usernamel}",
shell=True,
stdout=subprocess.DEVNULL,
stderr=subprocess.DEVNULL

)

if user_exists.returncode != 0:
print(f"User does not exist: {usernamel}")
log_action(f"Delete failed. User does not exist: {username}")
return

confirm = dinput(f"Are you sure you want to delete {username}? (y/n):
").strip().lower ()

if confirm == "y":
run_command (f"userdel -r {usernamel}")
print(f"Deleted user: {username}")
log_action(f"Deleted user: {username}'")
else:
print("User deletion cancelled.")
log_action(f"User deletion cancelled for {username}'")

def prepare_batch_csv_file():
"""Create the batch import CSV file if it does not already exist"""

csv_dir = "/opt/mspub-usrmgmt/"

if not os.path.exists(csv_dir):
run_command (f"mkdir -p {csv_dir}")

if not os.path.exists(IMPORT_CSV_FILE):
sample_content = """first_name,last_name,group_name
1,hero,publishing
z,princess,administration

s,zora,publishing

with open(IMPORT_CSV_FILE, "w") as file:
file.write(sample_content)

run_command (f"chmod 664 {IMPORT_CSV_FILE}")
log_action(f"Created sample batch import CSV file:
{IMPORT_CSV_FILE}"™)

def batch_user_import():
"""Create multiple users from a static CSV file."""
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prepare_batch_csv_file()

print("\nBulk User Import")

print("-" % 40)

print(f"CSV file location: {IMPORT_CSV_FILE}")

print("\nInstructions:")

print("1. Open the CSV file in a text editor.")

print("2. Add one user per line using this format: ")

print(" first_name,last_name,group_name")

print(" per the MSPUB naming convention for usernames first_name =
first initial dot last_name = full last name. E.g. p.sheikah")

print("3. Save the CSV file before continuing.")

print("4. Existing users will be skipped.")

print("5. Missing groups will be created automatically.")

print("/nCSV file Example:")

print(" r,sheikah,it-cyber")
print(" 1,hero,it-cyber")
print(" z,princess,administration")

confirm = input("\nReady to begin the import? ").strip().lower()

if confirm != "y'":
print("Batch import cancelled.")
log_action("Batch import cancelled by administrator.")
return

with open(IMPORT_CSV_FILE, "r") as csv_file:
reader = csv.DictReader(csv_file)

for row in reader:
first_name = row["first_name"].strip().lower ()
last_name = row["last_name"].strip().lower ()
group_name = row["group_name"].strip().lower ()

if not first_name or not last_name or not group_name:
log_action("Batch import skipped incomplete row.")
continue

username = f"{first_name}.{last_name}"

user_exists = subprocess.run(
f"id {usernamel}",
shell=True,
stdout=subprocess.DEVNULL,
stderr=subprocess.DEVNULL

)

if user_exists.returncode ==
print(f"User already exists, skipped: {username}")
log_action(f"Batch import skipped existing user: {username}")
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continue

group_exists = subprocess.run(
f'"getent group {group_namel}",
shell=True,
stdout=subprocess.DEVNULL,
stderr=subprocess.DEVNULL

)

if group_exists.returncode != 0:
run_command (f"groupadd {group_namel}")
log_action(f"Batch import created group: {group_name}")

run_command (f"useradd -m -s /bin/bash -G {group_name} {username}")

password_process = subprocess.run(
["chpasswd"],
input=f"{username}: {DEFAULT_PASSWORD}\n",
text=True,
capture_output=True

)

if password_process.returncode ==
log_action(f"Batch import assigned default password to
{usernamel}")
else:
log_action(f"Batch import password assignment failed for
{username}: {password_process.stderr}")
print(f"Password assignment failed for {username}'")

run_command (f"chage -d 0 {username}")

print(f"Created user: {username}")
log_action(f"Batch import created user {username} 1in group
{group_name}. Default password set. Change password next logon: TRUE")

print("Batch user +import completed.")
log_action("Batch user -import completed.")

# Assignment

def assign_user_group():
"""Assign an existing user to an existing group."""
username = input("\nEnter username: ").strip().lower ()
group_name = input("Enter group name: ").strip().lower ()

if not username or not group_name:
print("Username and group name cannot be blank.")

return

user_exists = subprocess.run(
f"id {usernamel}",
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shell=True,
stdout=subprocess.DEVNULL,
stderr=subprocess.DEVNULL

)

if user_exists.returncode != 0:
print(f"User does not exist: {username}")
log_action(f"Group assignment failed. User does not exist: {usernamel}")
return

group_exists = subprocess.run(
f'"getent group {group_name}",
shell=True,
stdout=subprocess.DEVNULL,
stderr=subprocess.DEVNULL

)

if group_exists.returncode != 0:
print(f"Group does not exist: {group_namel}")
log_action(f"Group assignment failed. Group does not exist:

{group_name}")

def

return
run_command (f"usermod -aG {group_name} {username}")

print(f"Added {username} to {group_name}")
log_action(f"Added {username} to group {group_name}'")

force_password_change():
"""Force a user to change their password at next login."""
username = input("\nEnter username: ").strip().lower ()

if not username:
print("Username cannot be blank.")
return

user_exists = subprocess.run(
f"id {usernamel}",
shell=True,
stdout=subprocess.DEVNULL,
stderr=subprocess.DEVNULL

)
if user_exists.returncode != 0:
print(f"User does not exist: {username}")
log_action(f"Password reset failed. User does not exist: {username}")

return

run_command(f'"chage -d 0 {usernamel}")
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print(f"Password change required for {username}")
log_action(f"Forced password change for {username}")

# Other Features

def list_users():
"""Display local users with home directories.”"""
print("\nMSPUB User Accounts")
print("-" % 40)

try:
with open("/etc/passwd", "r") as passwd_file:
for line in passwd_file:
fields = line.split(":")

username = fields[0]
uid = int(fields[2])
home = fields[5]

if uid >= 1000 and home.startswith("/home"):
print(username)

log_action("Displayed user list.")

except Exception as error:
print(f"Error displaying users: {errorl}")
log_action(f"Error displaying users: {error}")

def prepare_remove_csv_file():
"""Create the batch user removal CSV file if it does not already exist."""

csv_dir = "/opt/mspub-usrmgmt/"

if not os.path.exists(csv_dir):
run_command (f"mkdir -p {csv_dir}")

if not os.path.exists(REMOVE_CSV_FILE):
sample_content = """username
z.princess
i.sheikah
p.sheikah
mmn
with open(REMOVE_CSV_FILE, "w") as file:
file.write(sample_content)

run_command (f"chmod 644 {REMOVE_CSV_FILE}")
log_action(f"Created sample batch removal CSV file: {REMOVE_CSV_FILE}")

def bulk_delete_users():
"""Delete multiple users from a static CSC file."""
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prepare_remove_csv_file()

print("\nBulk User Deletion")

print("-" x 40)

print(f"CSV file location: {REMOVE_CSV_FILE}")

print("\nInstructions:")

print("1. Open the CSV file in a text editor.")

print("2. Add one user per line using this format:")

print(" username"

print("3. Save the CSV file before continuing.")

print("4. User listed in the file will be deleted with their home
directories.")

print("\nExample:")

print(" z.princess")

print(" i.sheikah")

confirm = dinput("\nAre you sure you want to delete all users listed in this
file? (y/n): ").strip().lower()

if confirm [="y":
print("Bulk user deletion cancelled.")
log_action("Bulk user deletion cancelled by administrator.")
return

with open(REMOVE_CSV_FILE, "r") as csv_file:
reader = csv.DictReader(csv_file)

for row in reader:
username = row["username"].strip().lower ()

if not username:
log_action("Bulk delete dkipped blank username row.")
continue

user_exists = subprocess.run(
f"id {usernamel}",
shell=True,
stdout=subprocess.DEVNULL,
stderr=subprocess.DEVNULL

)

if user_exists.returncode != 0:
print(f"User does not exist, skipped: {username}'")
log_action(f"Bulk delte skipped missing user: {username}")
continue

run_command (f"userdel -r {usernamel}")
log_action(f"Bulk delete removed user: {username}")

print("Bulk user deletion completed.")
print("Returning to main menu.")
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log_action("Bulk user deletion completed.")

# Menu
def display_menu():
pr'int(r"""
{==================================================)
| | /\
| | MSPUB USER MANAGEMENT SYSTEM /__\
|| [N/ -\
{==================================================)
Options
1. Install MSPUB Department Groups
2. Create Custom Group
3. Create New User
4, Delete Existing User
5. Assign User to Group
6. Force Password Change
7. List Users
8. Bulk User Import from CSV
9. Bulk User Deletion from CSV
X. Exit
Illlll)
def main():

check_root()

while True:
display_menu()
choice = input("Select an option: ").strip().lower()

if choice == "1":
install_default_groups()

elif choice == "2":
create_custom_group()

elif choice == "3":
create_user()

elif choice == "4";
delete_user ()

elif choice == "5";
assign_user_group()

elif choice == "6":
force_password_change()

elif choice == "7":
list_users()

elif choice == "8":
batch_user_import()

elif choice == "9":
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bulk_delete_users()

elif choice == "x":
print("Exiting MSPUB User Management System.")
log_action("Exited MSPUB User Management System.'")
break

else:
print("Invalid option. Please enter a valid option.")

if __name__ == "_ main__":
main()
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Master Sword Publishing Network Hardware Configuration

Network Overview

Master Sword Publishing is expanding its office infrastructure and requires a segmented network architecture
capable of supporting multiple departments and wireless clients. The IT Department will deploy a Ubiquiti
UniFi-based network consisting of a router, managed switch, and wireless access point to provide secure and
reliable connectivity.

Master Sword Publishing Network Topology

CAT6 - Ethernet Wireless Connection Broadcast

& D

WAN 1 WAN 2

Primary Internet Failover Internet
Access Access

IP: 172.x.x.x IP: 10.x.x.%

U

UDM Pro
Gateway/Router/Firewall
VLAN 10
IP: 192.168.10.x

USW Pro 24 PoE+ UniFi Switch 24
Managed Switch 1 Managed Switch 2
VLAN 10 VLAN10
IP: 192.168.10.x IP: 192.168.10.x

=

Online Services
Workstations
VLAN 50
UAP Pro 6 UAP Pro 6 192.168.50.x
WAP 1 o WAP 2 IT-Cyber

192.168.10.x 6 192.168.10.x — Workstations
i VLAN 60
192.168.60.x

MSPUB-Guest

Wireless Network MSPUB'S
—_ Splash Page e

VLAN 80 Infrastructure
VLAN 20
— = - = =1 192.168.20.x
|

MSPUB-HQ
Wireless Network
Q r—
Publishing
Workstations — -
VLAN 40 x

WPA3-Enterprise
VLAN 30, 40, 50, 60
192.168.40.x Inactive Ports
Administration Disabled
Workstations VLAN 99
VLAN 30 None
192.168.30.x
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Configuring UniFi Routers an Switches

Scenario Overview

Master Sword Publishing is expanding its office infrastructure and requires a segmented network capable of
supporting multiple departments, servers, and internet connectivity. The existing flat network presents
security and management challenges because all devices reside on the same broadcast domain. The MSPUB
IT Department will deploy a UniFi-based routing and switching solution utilizing VLANs, DHCP services, and
redundant WAN connectivity to improve performance, scalability, and network organization.

Objective

Configure the UDM Pro, managed switches, VLANs, and dual-WAN connectivity to create a secure and
scalable network infrastructure capable of supporting multiple business department and server resources.

Equipment Being Used

« UniFi Dream Machine Pro (UDMP)
. Gateway, Router, Firewall
 UniFi Switch Pro 24-Port PoE+ (USW24)
- Managed Switch
« UniFi Switch 24 (USW24)
- Managed Switch
 UniFi OS Dashboard
« Web Portal GUI

VLANSs to Implement Table

. i o Online Guest Blackhole
Purpose Infrastructure Servers Administration = Publishing Services IT-Cyber Network (Disabled Ports)
Minimum
Host 5 3 2 4 1 4 254 0
Requirement
192.168.10.0 192.168.20.0 192.168.30.0 192.168.40.0 192.168.50.0 192.168.60.0/ 192.168.80.0
CIDR /29 /29 /29 /29 /30 28 /24 No DHCP
Gateway 192.168.10.1 = 192.168.20.1 | 192.168.30.1 192.168.40.1 192.168.50.1 @ 192.168.60.1 192.168.80.1 None
255.255.255. © 255.255.255. | 255.255.255. | 255.255.255. 255.255.255. @ 255.255.255.
Mask 048 048 048 248 250 240 255.255.255.0 N/A
IP Address 192.168.10.2 192.168.20.2 @ 192.168.30.2  192.168.40.2 192.168.50.2 @ 192.168.60.2 192.168.80.2 -
Range N N N N N . 192.168.254 Ale
9 192.168.10.6 = 192.168.20.6 = 192.168.30.6 | 192.168.40.6 192.168.50.2  192.168.60.14 T
Broadcast 192.168.10.7  192.168.20.7 192.168.20.7  192.168.40.7 = 192.168.50.3 A 192.168.60.15 192.168.80.255 None
Usable Hosts 6 6 6 6 2 10 254 0
VLAN ID 10 20 30 40 50 60 80 255

UniFi Dream Machine Pro Out-of-Box Setup

This process will demonstrate the out-of-box setup of the UniFi Dream Machine Pro (UDMP).

1. In a web browser type “192.168.1.1” into the address bar. After a short animation the Setup Wizard will
begin. In the Name Your UniFi Console field type “MSPUB-UDMP” then click “Next.”
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UniFi Dream Machine Pro Setup
Name Your Unifi Con

|

2. For this lab | will be adding it to my personal Ul Account for remote access purposes. Sign in, if there is
one associated with the business, create one if required. Otherwise, click “Proceed Without a Ul
Account.”

Congage A\ Microsot Azur.

Required if,
remote access
is needed

Create a Ul Account

12 Sign In <=

Continue
without UI
Account

3. If restoring from a backup upload the file, or if there is Ul Cloud back choose the console and backup to
restore from, make sure “Restore All Applications and Settings are applied. For this lab click “Continue
Without Backup” to configure a new device.

Jr————

« Network Admiristrator

Restore From Backup

230



Part 3: Network Fundamentals & Administration

4. An ISP Speed Test will begin, which will detect the upload and download speeds the UDMP is receiving,
as well as detect the ISP and Public IP Address. Click “Next” once completed.

192.168.1.1

L

Network Administrator

Speed Test

Download Upload

Ziply Fiber

[
Latency 2ms
L United States
[

5. The UDMP will finish setting up. Once it completes, click “Go to Dashboard.”

. G " )

Setting Up UniFi OS...

Setup Complete!

6. If a Your connection isn’t private page is displayed click “Advanced” and select “Continue to 192.168.1.1
(unsafe).”

192.168.1.1

o

Your connection isn't private

Attackers might be trying to steal your information from 192.168.1.1 (for example,
passwords, messages, or credit cards).

NE RT_AUTHC

Hide Advanced Go Back

This server couldn't prove that it's 192.168.1.1; its security certificate is not trusted by

your computer's operating system. This may be caused by a misconfiguration or an
attacker intercepting your connection.
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7. Login with the login credentials either created during the setup process, or your existing Ul Account
credentials.

UniFi OS

MSPUB-UDMP

8. This is the main Dashboard which shows live network traffic, device statuses, the most active client
devices as well as wifi information. The toolbar on the left is the main navigation to configure the network.

Adopting UniFi Switches

UniFi devices need to be assigned to a UniFi Gateway, CloudKey, Router, or Dream Machine. This is called
Adopting, which will add the devices to the network, so they can be configured.

1. If managing multiple UniFi networks, you will see the Site Manager when logging into your UniFi account.
In Site Manager click the “MSPUB-UDMP” tile.
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2. From the Dashboard, on the toolbar to the left click “UniFi Devices.”

3. The UniFi Devices page shows only details about the network hardware on the network. Green indicators
mean the device has been adopted. Amber means the device is pending adoption or there’s an update to
the firmware. Red means there’s a critical issue or the device is offline. There are two switches that need
to be adopted. Click on “Click to Adopt to the right of “US 24” and “USW Pro 24 PoE” under the Status
column. Ignore the two access points for now. The status will change to Adopting or Process bar,
initializing the device. This may take a few minutes.

4. Once Adoption has completed the status will change to either “Up to date” or “Pending updates.” The
Uplink shows what kind of connection the device has, FE, GbE, 2.5G, 5G, 10G, 25G, depending on the
network speed provided by the ISP and Device. The parent device shows which piece of hardware the
device is connected to as well as which port.

Name Application Status IP Address Uplink Parent Device Ch.2.4G
MSPUB-UDMP Network Online 192.168.1.1 GbE

UsS 24 Network Up to date 192.168.1.149 GbE

USW Pro 24 PoE Network Up to date 192.168.1.21 GbE

U6 Pro Network K 1 t 192.168.1.21

U6 Pro Network 192.168.1.53

5. Click “US 24” to display the Properties Pop-out Menu. This displays more information about the device as
well as the ability to configure the switch. Overview shows active ports being used and device
information. Insights shows log information and system statistics for CPU usage and Memory of the
device. Settings where the switch can be configured. For now rename this switch to “MSPUB-US24-
SWO02” then click “Apply Changes.”.

233



Part 3: Network Fundamentals & Administration

Name

MSPUB-US24-SW02

History
Device Tags

Device Tags

IP Settings

System Statistics .
Configuration

IP Settings DHCP Static
Connected Via onfiguration

DHCP Static

Usage (%)

IP Address
Power & Resiliency
MAC Address

Device Version Power & Resiliency © A compatible power source is required to use
this feature. Adopt a UniFi Smart Power device

r source is requiret se to get started.
a UniFi Smart Poy c )

Uptime
Temperature
Fan Level
Memory Usage Advanced
Advanced

@ Global Switch Settings

Parent Device @ Global Switch Settings

Device

6. Click on “USW Pro 24 PoE” to access the Properties Pop-Out Menu. Click “Settings” and rename this
switch to “MSPUB-USW24P-SWO01” then click “Apply Changes.”

- MSPUB-UDM ® o L
MSPUB-UDMP 0 ® [y

Application Status USW Pro 24 PoE

2 devices are ready to adopt. - MSPUB-U e 8% o

Group By n - U 2 0 date Nam

MSPUB-USW24P-SWO1

Device Tags

P Settings
1P Configuration
DHCP () Static

Power & Resiliency

Configuring Dual WAN Failover

Looking at MSPUB-UDMP in port manager there are two Wide Area Network (WAN) Uplinks on the RJ45
WAN port 9 and SFP port 10. One port can become the primary WAN and the other the failover WAN. Port 10
will be configured as the primary WANO1 and port 9 will become the failover WANO2. This will create
redundancy, in the event WANO1 is disconnected, due to an ISP outage, cable break, or other disaster,
WANO2 will automatically become active and business will be unaffected.

— MSPUB-UDMP

Model

Version

Time Machine

Port Diagram

VLANs

Stats

24h Al Anomaly Score
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1. Click “Settings” on the left toolbar.

« MSPUB-UDMP.

— MSPUB-UDMP

Anomaly Connection Operation Connected MAC ~ Connected...

Auto

nif.ui.com/default/settings/settings_overview

2. Swap the WAN order by click the arrow next to the port under WAN Assignment. Port 9 should become
WANZ2 and SFP+ 1 should become WAN1. Once those ports have been swapped click “Apply Changes.”

1PV6 Address

Unassigned

Unassigned

WAN2 (¢]]3 Z Ziply Fiber

WAN1 G Z Ziply Fiber

Unassigned

3. At the top click “Internet 1,” rename this “Primary WAN” and click “Apply Changes.” Then click “Internet
2,” rename this “Failover WAN” and click “Apply Changes.”

Internet 1
ISP Name Interface 1Pv4

Primary WAN

1PV Address
Port 10 (SFP+)

.

Pot  Name  WANAssignment Speed

Advanced

1 Port1

4. Scroll down to “WAN Mode” ensure “Failover Only” is selected and reorder WAN1 to the top by clicking
and dragging the 6 dots on the left. Load Balancing can be enabled to distribute all network traffic evenly
across the WANs. For now MSPUB will have its WAN mode set to Failover Only.
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WAN Mode (i (o) Failover Only Load Balancing

ID Role Status
WAN1 Primary Online

WAN2 Backup Online

Flow Contro

atic Speed Test

WAN SLA

5. To test this, disconnect the Ethernet/Fiber cable plugged into the SFP+ optic on port 10. There should be
no disruption, aside from Port 10 becoming offline and the console sending a notification say WAN1 has
been disconnected.

Primary is still active. Failover automatically took over when Primary was disconnected.

e MSPUB-UDMP T MSPUB-UDMP

1 2 1 2
Gateway IP Gateway IP
System Uptime System Uptime
Network 10.3.58 Network 10.3.58
UniFi OS 5.112 UniFi OS 5.1.12

Devices Devices

® Primary ...

IPv4 Address 10.206.20.7 IPv4 Address

Monthly Data Usage 411GB Monthly Data Usage

Throughput | 8.6 Throughput | 244

Creating VLANs

Virtual Local Area Networks or VLANs help segment a network into different subnets to separate devices.
Although the UniFi will do the segmentation math for us depending on the VLAN CIDRs, the table below is the
breakdown of MSPUB’s needs. The segmentation can be adjusted as needed as MSPUB continues to grow.
The UniFi console can support up to 40 VLANs with IDs ranging from 0 to 255.

. i _ Online Guest Blackhole

Purpose Infrastructure Servers Administration | Publishing Services IT-Cyber Network (Disabled Ports)
Minimum

Host 5 3 2 4 1 10 254 0

Requirement
192.168.10.0 = 192.168.20.0 = 192.168.30.0 | 192.168.40.0 192.168.50.0 = 192.168.60.0/ 192.168.80.0

iy /29 /29 /29 /29 /30 28 /24 No DHCP

Gateway 192.168.10.1  192.168.20.1 = 192.168.30.1 192.168.40.1  192.168.50.1 @ 192.168.60.1 192.168.80.1 None
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255.255.255. | 255.255.255. | 255.255.255. | 255.255.255.  255.255.255. = 255.255.255.
Mask 048 . 048 . 050 . 255.255.255.0 N/A
IP Address | 192:168.102 192168202 | 192.168.30.2 192.168.40.2 192.168.50.2 192.168.60.2 o, 1snaq s
Range - ) - . . ) 192.168.254 e
9 192.168.10.6 192.168.20.6 = 192.168.30.6 | 192.168.40.6 192.168.50.2 192.168.60.14 B
Broadcast | 192.168.10.7 | 192.168.20.7 | 192.168.20.7 | 192.168.40.7 192.168.50.3 = 192.168.60.15 192.168.80.255 None
Usable Hosts 6 6 6 6 2 13 254 0
VLAN ID 10 20 30 40 50 60 80 255

1. In Settings click on “Networks.”

+ MSPUB-UDMP ®

48 Overview Name WAN Assignment Speed Connection
Port1 Unassigned )

Port 2 Unassigned Auto

1 Networks Port3  Unassigned Auto
Port 4 Unassigned Auto
E vpN 5 Port5 Unassigned Auto
@ Cybersecure 6 Port6 Unassigned )
AR T . 7 Port7 Unassigned
Ay High Availability .
8 Port8 Unassigned
9 Port9  WAN2 GbE Z Ziply Fiber
10 SFP+1  WANI G Z Ziply Fiber

- 1 SFP+2  Unassigned Auto
& System
UDM Pro ode ) Failover Only Load Balancing

5 Control Plane ID Role Status

f@ Identity 3| WAN1 Primary Online

WAN2 Backup Online

Share Diagnostics

2. At the top, there is already a “Default” network which will be deleted once the UniFi devices are switched
over to a different VLAN. Click “Create New.”

« MSPUB-UDMP -+ @

Name Router Subnet IPv6 Subnet DHCP IP Leases Available

@8 Overview * Default MSPUB-UDMP 1921681.0/24 - Server ] 5/249 244

k
®) Allow All Block All

@ Internet

3. This is the Network Properties pop-out menu. Switch the mode from Auto to “Manual” towards the
bottom, then configure the following settings:
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* Name: Infrastructure

*  Router: MSPUB-UDMP

* Disable: Auto-Scale Network

* |Pv4 Address: 192.168.10.1

*  Netmask: 29

* VLANID: 10

* Ensure Allow Internet Access, Auto Default Gateway, Auto DNS Servers, and Ping Conflict
Detection are enabled.

Create New Network

Infrastructure

MSPUB-UDMP

None DHCP Server

iCP Range

19216810.2
DHCP Guarding

ofault

86400

DHCP Relay

Stor
192.168.10.6

IPv6

Interface

*) None

Network Boot
NTP Server
Option 43
TFTP Server
Time Offset
WPAD URL

WINS Server

@ Ping Conflict Detection

Leave the remaining settings as defaults and click “Create.”

Static

4. Repeat steps 2 and 3 for Servers (VLAN 20), Administration (VLAN 30), Publishing (VLAN 40), Online
Services (VLAN 50), and IT-Cyber (VLAN 60), based on the segmentation table above. The Guest

Name

® Default

® |nfrastructure

® Servers

* Administration

® Publishing

* Online Services

* IT-Cyber

VLAN ID

1

10

20

30

40

50

60

Router

MSPUB-UDMP
MSPUB-UDMP
MSPUB-UDMP
MSPUB-UDMP
MSPUB-UDMP
MSPUB-UDMP

MSPUB-UDMP

network and Blackhole will be configured differently.

Subnet
192.168.1.0/24
192.168.10.0/29
192.168.20.0/29
192.168.30.0/29
192.168.40.0/29
192.168.50.0/30

192.168.60.0/28

IPv6 Subnet

DHCP

Server

Server

Server

Server

Server

Server

Server

IP Leases Availabl

/249
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5. The Guest network, will be completely isolated from the primary network. This will be configured to a
wireless network later on. Create a new network and configure with the following settings:

Name: Guest
Router: MSPUB-UDMP

Disable: Auto-Scale Network
IPv4 Address: 192.168.80.1

Netmask: 24

VLAND ID: 80

Enable: Guest Network
Enable: Internet Access

Enable: Ping Conflict Detection
Lease Time: 7200 Seconds (~2 hours)
Click “Create” once configured

Create New Network

Name
Guest

Router

MSPUB-UDMP

IPv4

Auto-Scale Network

IPv4 Address

192.168.80.1

Gateway IP

Broadcast IP

Usable IPs

IP Range

Subnet Mask

DHCP Pool Size

DHCP Range

VLAN ID

80

Auto

Additional IPs

@ Guest Network

§ Allow Internet Access

DHCP Mode

None (e) DHCP Server DHCP Relay

Stop

192.168.80.6 192.168.80.254
DHCP Guarding
@ Auto Default Gateway

@ Auto DNS Server

‘ Create ‘
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6. For the Blackhole network, this will be applied to all unused disabled ports, which if connected to will be

completely isolated, with no internal network access nor Internet access. Create a new network and

configure with the following settings:

Name: Blackhole
Router: MSPUB-UDMP

Disable: Auto-Scale Network
IPv4 Address: 192.168.255.254

Netmask: 30

VLAND ID: 255

Enable: Isolate Network
Disable: Internet Access

Select None under DHCP Mode

Click “Create.”

Create New Network

Name

Blackhole

Router

MSPUB-UDMP

IPv4

Auto-Scale Network

192.168.255.254

Gateway IP
Broadcast IP
Usable IPs

IP Range
Subnet Mask
DHCP Pool Size
DHCP Range

VLAN ID
255
Auto
Additional IPs
Guest Network
@ Isolate Network
Allow Internet Access

DHCP Mode

) None DHCP Server DHCP Relay

DHCP Guarding

Static

| ireatei‘
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7. The VLANs have been created. These can now be configured to switches, specific ports and wireless
access points.

Name VLAN ID Router Subnet IPv6 Subnet DHCP IP Leases Available

Default 1 MSPUB-UDMP 192.168.1.0/24 = Server /249
Infrastructure 10 MSPUB-UDMP 192.168.10.0/29 > Server
Servers 20 MSPUB-UDMP 192.168.20.0/29 o Server
Administration 30 MSPUB-UDMP 192.168.30.0/29 = Server
Publishing MSPUB-UDMP 192.168.40.0/29 = Server
Online Services MSPUB-UDMP 192.168.50.0/30 = Server
IT-Cyber MSPUB-UDMP 192.168.60.0/28 e Server
Guest MSPUB-UDMP 192.168.80.0/24 - Server

Blackhole MSPUB-UDMP 192.168.255.252/30 = None

Configuring Switches
The switches can now be configured now that VLANs have been configured.

1. On the left toolbar click on “UniFi Devices.”

= MSPUB-UDMP

Application Status IP Address  Uplink Parent Device ch.2.¢

Online

2. Click “MSPUB-UDMP” to open the properties pop-out menu.
1. Click on the “Port Manager” to open the Port Manager for MSPUB-UDMP.
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2. Select all the gray ports to edit their settings simultaneously (ports 1-6 & 11)

In the Port Settings pop-out configure the following in this order:

+  Name: DISABLED

+ Native VLAN/Network: Blackhole (255)

+ Tagged VLAN Management: Block all

+ Advanced: Manual

+ Enable: Loop Protection

+ Enable: Port Isolation

« Click “Apply Settings”

+ Port State: Disabled

« Click “Apply Settings”

« This will ensure if these ports accidentally get re-enabled they will default to the Blackhole
VLAN

Name Gonnection Operation Speed Connected MAC Profie Native VLAN Activity Tesum

\\\\\

3. Select Port 7, in the Port Settings pop-out configure the following:

Name: SW01

Port State: Active
Name VLAN/Network: Infrastructure (10)
Tagged VLAN Management: Allow All
Operation: Switching

Advanced: Manual

Enable: Look Protection

Click “Apply Settings”

Connection operation pe Connected MAC nected P Profie Native VLAN Actvity
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4. Select Port 8, in the Port Settings pop-out configure the following:
+  Name: SW02
+ Port State: Active
* Name VLAN/Network: Infrastructure (10)
+ Tagged VLAN Management: Allow All
+  Operation: Switching
+ Advanced: Manual
+ Enable: Look Protection
Click “Apply Settings”

Portsettings

Connection Opers Spe Connected MAC Connect profie

3. From the drop-down menu towards the upper-left, select MSPUB-USW24P-SWO01. This switches ports
are going to be broken up into 4 sections. 2 ports are going to be enabled with PoE+ and part of the
Infrastructure (VLAN10) for 2 wireless access points on ports 1 & 2. Servers (VLAN20) will be on ports
17-19. Administration (VLAN30) computers on ports 7 & 8. Publishing (VLAN40) computers on ports 9-12.
The uplink on port 24. And the remaining ports 3-6, 13-16, 20-23, and 25-26 will be blackholes for now,

but can be activated as needed while the company grows.

* MSPUB-UDMP

BLACKHOLE

= All Ports
MSPUB-UDMP
MSPUB-US24-SW02

MSPUB-USW24P-SW@1

BLACKHOLE

1. Select ports 1-2, and configure the following settings: (note: to rename them individually select each
individually and then name them. The initial settings can be the same.)
+  Name: WAPO1 and WAP02
* Port State: Active
* Native VLAN/Network: Infrastructure (20)
+ Tagged VLAN Management: Custom
* Select: Administration, Publishing, Online Services, IT-Cyber, Servers, Guest
* PoE: PoE+
*  Operation: Switching
* Advanced: Manual
+ Enable: Loop Protection
- Click “Apply Changes”
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2. Select ports 7-8, and configure the following settings:
+  Name: ADM
* Port State: Active
* Native VLAN/Network: Administration (30)
* Tagged VLAN Management: Custom
* Select: Servers
*  PoE: Off
* Operation: Switching
* Advanced: Manual
+ Enable: Loop Protection
« Click “Apply Changes”

3. Select ports 9-12, and configure the following settings:
+  Name: PUB
* Port State: Active
* Native VLAN/Network: Publishing (40)
+ Tagged VLAN Management: Custom
* Select: Servers
* PoE: Off
* Operation: Switching
* Advanced: Manual
« Enable: Loop Protection
- Click “Apply Changes”

4. Select ports 17-19, and configure the following settings:
+  Name: SRV
* Port State: Active
* Native VLAN/Network: Servers (20)
* Tagged VLAN Management: Custom
* Select: Administration, Publishing, Online Services, IT-Cyber
*  PoE: Off
*  Operation: Switching
* Advanced: Manual
+ Enable: Loop Protection
«  Click “Apply Changes”

5. Select port 24, and configure the following settings:
*+  Name: UDM
* Port State: Active
* Native VLAN/Network: Infrastructure (10)
* Tagged VLAN Management: Custom
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Select: Administration, Publishing, Online Services, IT-Cyber, Servers

* PoE: OFF

* Operation: Switching

* Advanced: Manual

+ Enable: Loop Protection
+ Click “Apply Changes”

6. Select ports 3-6. 13-16, 20-23, and 25-26, then configure the following:

7. MSPUB-USW24P-SWO01 has been configured with it’s required VLANSs.

Name: DISABLED

Native VLAN/Network: Blackhole (255)
Tagged VLAN Management: Block all
Advanced: Manual

Enable: Loop Protection

Enable: Port Isolation

Click “Apply Settings”

Port State: Disabled

Click “Apply Settings”

This will ensure if these ports accidentally get re-enabled they will default to the Blackhole
VLAN

— MSPUB-USW24P-SW@1 (0.

Model

Time Machine
Port Diagram
VLANs

Stats
24h Al Anomaly Score
[

Native VLAN

[ER

Administration (2)
Publishing (4)
None (14)

Not Connected (26)

None (2)
PoE+ (16)
PoE++ (8)

Link Speed

™ FE m GbE W 25GbE m 10GbE = Disconnected © Disabled #PoE+ #IPoE++ lAggregatin
Anomaly Connection Operation PoE Mode Speed Connected MAC Connected IP Profile Native VLAN
PoE+ Auto o = Infrastructure
POE+ Auto - - Infrastructure
DISABLED - off Auto o = None
DISABLED - off Auto - - None
DISABLED - off Auto o = None
DISABLED - off Auto - - None
ADM ° off Auto E = Administration
ADM - off Auto - - Administration
PUB - off Auto - - Publishing
PUB - off Auto - - Publishing

PUB - off Auto - - Publishing

PUB = off Auto o = Publishing

DISABLED - off Auto - - None
DISABLED - off Auto ° = None
DISABLED - off Auto - - None
DISABLED ° off Auto o = None
SRV - off Auto - - Servers
SRV = off Auto E = Servers
SRV - off Auto - - Servers
DISABLED o off Auto o ° None
DISABLED - off Auto © = None
DISABLED - off Auto - E None
DISABLED = off Auto ° = None
UDM off Auto - - Infrastructure
S o = Auto ° = None

SFP+ 2 - - Auto - E None

4. From the drop-down menu towards the upper-left, select MSPUB-USW24-SWO02. This switch does not
have PoE capabilities. The switches ports are going to be broken up into 4 sections. Port 1 will be
designated for Online Services (VLAN50). Ports 11-14 will be assigned to IT-Cyber (VLANG0). Then ports
2-10, 15-23, and 25-26 will be blackholes for the time being. These can be changed as the company

grows.
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1. Select

2. Select

Name:

3. Select

4. Select

BLACKHOLES
All Ports

MSPUB-UDMP

MSPUB-US24-SW02

MSPUB-USW24P-SW01 ... BLACKHOLES

port 1, and configure the following:

Name: OLS

Port State: Active

Native VLAN/Network: Online Services (50)
Tagged VLAN Management: Custom

* Select: Servers

Operation: Switching

Advanced: Manual

Enable: Loop Protection

Click “Apply Changes”

ports 11-14, and configure the following:

ITC

Port State: Active

Native VLAN/Network: IT-Cyber (60)

Tagged VLAN Management: Custom

* Select: Infrastructure, Administration, Publishing, Online Services, Servers, Guest,
Blackhole

Operation: Switching

Advanced: Manual

Enable: Loop Protection

Click “Apply Changes”

ports 2-10, 15-23, and 25-26, and configure the following:
Name: DISABLED

+ Native VLAN/Network: Blackhole (255)

+ Tagged VLAN Management: Block all

+ Advanced: Manual

+ Enable: Port Isolation

« Click “Apply Settings”

+ Port State: Disabled

«  Click “Apply Settings”

« This will ensure if these ports accidentally get re-enabled they will default to the Blackhole
VLAN

port 24, and configure the following:

Name: UDM

Port State: Active

Native VLAN/Network: Infrastructure (10)

Tagged VLAN Management: Custom

* Select: Administration, Publishing, Online Services, IT-Cyber, Servers
PoE: OFF

Operation: Switching

Advanced: Manual

246



Part 3: Network Fundamentals & Administration

5. MSPUB-USW24-SWO02 has been configured with

— MSPUB-US24-SW02

VLANs

stats

24h Al Anomaly Score

Anomaly

Enable: Loop Protection
Click “Apply Changes”

DISABLED

DISABLED

Configuring Firewall/ACLs

Firewall polices will be configured to isolate guest traffic from internal resources while allowing business
departments access to required server infrastructure. Access control polices will be implemented within
firewall rules, to limit inter-VLAN communication and ensure only authorized departments can access internal
server resources.

Connection

Operation

— MSPUB-UDMP

Speed Connected MAC

it’s required VLANSs.

Firewall/ACL Rules

Connected IP

Profile

~
24

Native VLAN

Rule Name Type Action Protocol Source Destination Port Position Purpose
] List: Internal
Block Guest | LAN NetV\{ork. Network - Before Prevent guest
Drop All Guest: IPv4 Any : access to internal
to Internal In Subnet Infrastructure Predefined rESOUICES
(VLANS 10-60)
AIIc_;w LAN N(let\-/vork:l Netwc_>rk: Before Administrative
Admin to Accept All Administration | Servers: IPv4 | Any :
In . Predefined access to servers
Servers : IPv4 Subnet Subnet
Allow IT- Network: IT- Network and
Cyber LAN Accept All Cyber: IPv4 List: All VLANs =~ Any Befo_re server
In Predefined
Management Subnet management
Allow Network: Network: .
Publishing L'I?IN Accept All Publishing: Servers: IPv4 | Any Prsgg?irnee d Accerzzoﬂi:gzhmg
to Servers IPv4 Subnet Subnet
Allow Network: Network:
Online LAN Online . Before Web and content
- Accept All L Servers: IPv4d  Any :
Services to In Services: IPv4 Predefined management
Subnet
Servers Subnet
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Rule Name Type Action Protocol Source Destination

Port Position

Purpose

Block LAN Network:
Disabled In Drop All Blackhole: Any
VLAN IPv4 Subnet

To configure a firewall rule, click “Settings” on the left toolbar.

- s

Router Subnet 1PV6 Subnet

& Control Plane
Interface 1sP 1PV Address 1PV6 Address

@ Identity

VAN 2 Ziply Fiber

Z Ziply Fiver

Upgrade to the New Zone-Based Firewall

5 Overview Simplify firewall management and reduce ¢

Create a Simple Traffic Rule or an Advanced Rule
1 Netv
@ Inernet specific apps,

communicat
VPN st when traffic is blocked

@ Cyersecure
A High Availability

P

System

UDMPro
Control Plane

& Identity

ortal Authentication

1 Networks

@ Internet

VPN
CyberSecure

* High Avallabilty

& system
UDMPro
Control Plane

@ Identity

Any

Before
Predefined

Prevent use of
inactive ports
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4. Configure the following settings for a new Firewall/Traffic rule.

Type: LAN In

Name: Block Guest to Internal

Action: Drop

Protocol: All

Enable: Before Predefined
Source Type: Network
Network: Guest

Network Type: IPv4 Subnet

Destination Type: List

Address Group: Click “New” to create a new list
*  Name: Internal Network - Infrastructure
Add the following subnets:

192.168.10.0/29
192.168.20.0/29
192.168.30.0/29
192.168.40.0/29
192.168.50.0/30
192.168.60.0/28

New List

Name

Internal Network - Infrastructure

Address

192.168.10.0/29

192.168.40.0/29

192.168.50.0/30

192.168.60.0/28

Port List: Any
Advanced: Auto
Click “Add Rule”

Port List

Advanced

Add Rule

simple

LAN In

Block Guest to Internal
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5. Repeat step 4 to configure the rest of the firewall rules based on the table at the beginning of this section.
Create new subnet lists as needed.

LAN In

LAN Out

) | LAN V6 (1)

Block Guest to Internal

Allow Administration to Servers
Allow IT-Cyber Managment
Allow Publishing to Servers
Allow Online Services to Servers

Block Blackhole VLAN

9 Isolate IPv4 Traffic From Selected Subnets To Ar
S Allow Network 192.168.30.0/29 Traffic
S Allow Network 192.168.60.0/28 Traffic

S Allow Network 192.168.20.0/29 Traffic

°) Allow Network 192.168.255.252/30 To Corporate
2 Allow Network 192.168.255.252/30 To Guest Net
S Block Network 192.168.255.252/30 Internet Acce
S Allow Network 192.168.255.252/30 Traffic

S Allow Network 192.168.30.0/29 Traffic

S Allow Network 192.168.60.0/28 Traffic

Y Allow Network 192.168.20.0/29 Traffic
Y Al twork 192.168.50.0/30 Traffic

S Allow Network 192.168

ow Network 192.168

Action
Drop

Accept
Accept
Accept
Accept
Drop

Drop

Accept
Accept
Accept
Accept
Accept
Accept
Accept
Accept
Accept
Drop

Accept
Accept
Accept
Accept
Accept
Accept

Accept

5 Allow Network 192.168.40.0/29 Traffic

Configuring Quality of Service (QoS)

Accept

Gu

Type
LAN In
LAN In
LAN In
LAN In
LAN In
LAN In
LAN In
LAN In
LAN In
LAN In
LAN In
LAN In
LAN In
LAN In
LAN In
LAN In
LAN In
LAN Out
LAN Out
LAN Out
LAN Out
LAN Out
LAN Out
LAN Out

LAN Out

Protocol
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All

All

Source

Guest
Administration
IT-Cyber
Publishing
Online Services
Blackhole

192.168.255.25...

192.168.50.0/3
192.168.1.0/24
192.168.10.0/29
192.168.4
192.168.255.25...
192.168.255.25...
192.168.255.25...
Any

Any

Any

Any

Any

Any

Any

All Any

Simple

Destination
Internal Net...
Servers
AIF'VLANS = ...
Servers
Servers

All Internal ...

9 Networks
Any

Any

Any

Y

Any

Any

Any

8 Networks
192.168.80.0/24
Any
192.168.255.25.

192.168.

192.168.20.0/29
192.168.50.0/30
192.168.1.0/24

192.168.10.0/29

192.168.40.0/29

D
20000
20001
20002
20003
20004
20005
60001
60002
60003
60004
60005
60006
60007
60008
60009
60010
6001
60001
60002
60003
60004
60005
60006
60007

60008

Quality of Service policies will be configured to prioritize business-critical traffic while reducing the impact of
guest network usage on organizational resources.

QoS

QoS Policies

Name B . Interface Limits Source Destination Port Schedule Purpose
ehavior
MSPUB- 4 None Network Server traffic, IT
Critical- Prioritize = All WAN VLAN 20 Any Any Always management
Infrastructure 4 None VLAN 60 traffic
Network
_ 1 None VLAN 30 . Voice Over Internet
V(')\I"F,S_%L;ﬁ‘in Prioritize Al WAN VLAN 40 Ca’;\:p& _ Se\f/:ses Always  Protocol Calling
g ¥ None v AN 50 gory: traffic
VLAN 60
Network Z'?Acgm
) 4 None VLAN30 Video
Vi(lj\Aei—Pga?lin Prioritize = All WAN VLAN 40 App: J\?:S; i Always conferencing
9 ¥ None v AN 50 Goools traffic
VLAN 60 9
Meet
MSPUB- 4 None Network Publishing traffic,
Business- Prioritize = All WAN VLAN 40 Any Any Always Online Services
Traffic 4 None | AN 50 traffic
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Name QOS. Interfface  Limits Source Destination Port Schedule Purpose
Behavior
t25 Guest network
MSPUB- Mbps  Network traffic, lower
Guest- Limit - AIWAN " 3900 viango AW Any o AWaYS o ority with limited
Network bandwidth
Mbps andwi

On the left toolbar click “Settings,” then click “Policy Table.”

+ MSPUB-UDMP ®

Networks

Name VLAN ID Router Subnet IPv6 Subnet DHCP
* Default 1 MSPUB-UDMP 192.168.1.0/24 o Server

* Infrastructure 1] MSPUB-UDMP 192.168.10.0/29 o Server
rf1 Networks
* Servers 20 MSPUB-UDMP 192.168.20.0/29 e Server

@ Internet
- * Administration 30 MSPUB-UDMP 192.168.30.0/29 © Server

= VPN o Publishing 40 MSPUB-UDMP 192.168.40.0/29 - Server
@ Cybersecure * Online Services 50 MSPUB-UDMP 192.168.50.0/30 - Server
A+ Hinh Availability ® |T-Cyber 60 MSPUB-UDMP 192.168.60.0/28 © Server
Foliy Tasle * Guest 80 MSPUB-UDMP 192.168.80.0/24 - Server

* Blackhole 255 MSPUB-UDMP 192.168.255.252/30 = None

& System

UDM Pro
Internet

&g Control Plane
Name Interface ISP IPv4 Address IPv6 Address

* Primary WAN WAN1 Z Ziply Fiber 10.206.20.7

* Failover WAN WAN2 Z Ziply Fiber 172.16.216.133

Share Diagnostics

Network Lists

Name Type Values Count

Internal Network - Infrastruct... IPv4 192.168... 192.168... 192.168... 192.168... 192.168... 192.168... 6

2. Click “Create New Policy” towards the upper-left and configure the following:
* Policy Type: QoS
* Name: MSPUB-Critical-Infrastructure
* QoS Behavior: Prioritize
* Interface: All WAN
*  Download Limit: None
* Upload Limit: None
* Source: Network
« Servers (20)
+ IT-Cyber (60)
+ Destination: Any

+ Port: Any
* Schedule: Always
+  Click: Add
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MSPUB-Critical-Infrastructure

MSPUB-Critical-Infrastructure

QoS Behavior

Limit Prioritize Prioritize and Limit

Interface

All WANSs

Source

A

Any Device Network

Servers (20) x IT-Cyber (60) x

Destination

Any App Domain Region

Any Specific

Schedule

Always Daily Weekly One Time

Custom

MSPUB-Business-Traffic

QoS Behavior

Limit Prioritize Prioritize and Limit
Interface

All WANS

Source

Any Device Network

Publishing (40)

Online Services (50)

Administration (30)

Destination

Any A Domain Region

specific

Always Daily Weekly One Time

Custom

Firewall Route QoS NAT Firewall Route

DNS ACL Port Forwarding DNS ACL

MSPUB-VolP-Calling

QoS Behavior QoS Behavior

Limit Prioritize Prioritize and Limit

Limit Prioritize

Interface
All WANS .

All WANS

Source

Source

Any Device Network

Any Device
Administration (30) x Publishing (40) x

Online Services (50) x IT-Cyber (60) x

Destination

Any Ap
Destination Y op

Specific
Any App Domain Region !

7. Microsoft Teams x

Specific Category

@ Webex x
VolP Services x

Schedule
edule

Always ET

Always DET Weekly One Time

Custom Custom

MSPUB-Guest-Network

QoS Behavior

Limit Prioritize Prioritize and Limit

Interface

All WANs

@ Download Limit

ort Long

8 Upload Limit

Long

Source
Any Network

Guest (80) x

Destination

Any App Domain

Any Specific

Daily Weekly One Time

Custom

3. Repeat step 2 to create the remaining policies in the QoS Policies Table above.

Port Forwarding

MSPUB-VolP-Video-Calling

QoS NAT

Prioritize and Limit

Network

P Domain

Category

® Zoom x

= Google Meet x

Weekly

One Time
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Bandwidth Bursts  Interface

Configuring UniFi Wireless Access Points (WAPs)

Scenario
Master Sword Publishing requires a secure wireless infrastructure to provide connectivity for employees,

contractors, and guest. The wireless solution must support multiple departments while ensuring guest traffic
remains isolated from internal business resources. The MSPUB IT Department will deploy UniFi Access Points

utilizing WPA3 security, VLAN segmentation, and guest network controls.

Obijective

Deploy and configure wireless access points that provide secure employee wireless access and isolated
guest connectivity while integrating with the MSPUB segmented network architecture.

Equipment Being Used

2 UniFi WiFi 6 Pro PoE+ Access Points
+ Connected to MSPUB-USW24P-SWO01
+  Powered by PoE+

Wireless Networks

SSID Encryption Method Password Supported VLANs
MSPUB-HQ WPA2/WPA3 - Personal Hyrul3We@rr10r$ 30, 40, 50, 60
MSPUB-Guest Captive Portal M4$t3r_5w0rd 80

Adopting UniFi Wireless Access Points

Adopting the UniFi Access Points has to be done first before the wireless networks can be configured.

1. On the UniFi OS Console, click “UniFi Devices” on the left toolbar. There are two U6 Pro access points
pending adoption. Click the the “Adopt All” hyperlink towards the upper-left to adopt both at the same
time.

+ MSPUB-UDMP ®

Name Application Status IP Address Uplink Parent Device

2 devices are ready to adopt. . - MSPUB-UDMP Network Online 19216811 GbE

MSPUB-US24-SW02 Network Up to date 192.168.10.5 GbE
Group By Application . MSPUB-US24P-SW01 Network Up to date 192.168.10.2 GbE

Status U6 Pro Network A 192168.1.20

Online (3) U6 Pro Network t t 192.168.1.20

Pending Adoption (2)
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2. The Access Points will begin adopting to the network.

Network Getting Ready 192.168.10.4

Network Getting Ready 192.168.10.3

3. Select the first “U6 Pro” WAP to open the properties pop-out menu. Then click the “Settings” tab.

* MSPUB-UDMP

O

Name Application Status IP Address
CToUR B ATl aation MSPUB-UDMP Network Online 192.168
Status . - MSPUB-US24-SW02 Network Up to date 192
Online (5) ° MSPUB-US24P-SW01 Network Up to date 192.168.1¢
Davicallngs U6 Pro Network Up to date

U6 Pro Network Up to date

UniFi Devices Device Tags
Gateway (1)

Switch (2)

4. Configure this AP with the following settings:
+  Name: MSPUB-U6P-APO1
+ Radios: Indoor
+ 2.4 GHz Channel Width: 40
+ 5 GHz Channel Width: 160
+ Enable: Mesh Parent
+ Leave the remaining defaults selected.
« Click “Apply Changes” once configured.

U6 Pro

oo

MSPUB-U6P-APO1

Device Tags

Radios

Indoor (0 Outdoor

High Medium Low Custom Disabled

Minimum RSSI

tom  Disabled

Mesh Connect

Power & Resiliency

== MSPUB-US24P-SW01 [+

Cancel ‘ Apply Changes
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Application 1P Address Uplink Parent Device Ch. 2.4 GHz Ch.5GHz Ch. 6 GHz Connected Experience

Network

11 (20 MHz) 161 (40 MHz)

6. Configure this AP with the following settings:

+  Name: MSPUB-U6P-AP02

* Radios: Indoor

+ 2.4 GHz Channel Width: 40

+ 5 GHz Channel Width: 160

+ Enable: Mesh Parent

+ Leave the remaining defaults selected.
Click “Apply Changes” once configured.

MSPUB-U6P-AP02

Device Tags

Radios
Indoor Outdoor

2.4 GHz
Che I

High Medium Low Custom Disabled

Minimum RSSI

High Medium w Custom Disabled

Roaming Assistant

Minimum RSSI

@ Mesh Parent Mesh Connect

IP Settings
Network Override

IP Configuration
DHCP Static

Power & Resiliency
irce Port

== MSPUB-US24P-SW01 4 2

Cancel ‘ Apply Changes
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7. The physical UniFi Wireless Access Points have been successfully adopted and configured. Wireless
networks can now be created.

Application Status IP Address Uplink Parent Device Ch. 2.4 GHz Ch. 5 GHz Ch. 6 GHz Connected Experience Download Upload

11 (40 MHz) 6

Configuring Wireless Networks in UniFi OS

The MSPUB Wireless Network will consist of two SSIDs. One for MSPUB Employees and another for Guests.
Both will be secured by a password. MSPUB-HQ will use WPAS3 security encryption standards and MSPUB-
Guest will require the password to be entered on a captive portal.

MSPUB-HQ Configuration

1. Inthe UniFi OS console click “Settings” on the left toolbar and select WiFi. Then click “Create New.”

* MSPUB-UDMP

Network Broadcasting APs Radio Band Clients Security
48 Overview

51 Networks Channel Plan
k on a channel to exc
@ Internet
2412-2484 MHz
51 vpN
@ CyberSecure
Ay High Availability

Policy Engine

& System
UDM Pro

&g Control Plane

f@ Identity

Maximum Speed ®) Conservative Custom

® share Diagnostics

2. In the Create New WiFi properties pop-out menu configure the following:
*  Name: MSPUB-HQ
+ Password: Hyrul3W@rr10r$
* Network: Native Network
* Broadcasting APs: All
* Application: Standard
* Radio Band: 2.4 GHz, 5 GHz
* Enable: Multicast to Unicast
* Security Protocol: WPA2/WPAS3
* Enable: Band Steering
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* Enable: BBS Transition
* Enable: MAC address Filter

* Add a clients MAC address to allow them to connect

* Click “Create”

Create New WiFi

Security

Name Security P -
ecurity Protoco

MSPUB-HQ WPA3

Password
PMF

») Required

A\ WPA3 enforces PMF, which may disconnect
legacy or loT clients. To avoid this, we strongly
recommend a separate WPA2 broadcast with
PMF disabled.

Native Network

Broadcasting APs

All Group Specific

Applicatio

Standard Hotspot lo

Hide WiFi Name

Client Device Isolation

Advanced SAE Anti-clogging

Roaming Assistance

Fast Roaming (802.11r)

MSPUB-Guest Configuration

1. Click “Create New” under WiFi.

WiFi

Name Network Broadcasting APs Radio Band

MSPUB-HQ Native Network All APs 2.4GHz 5GHz

Behavior Controls

® Band Steering

@ BSS Transition
UAPSD

8 MAC Address Filter

Deny

MAC Address

RADIUS MAC Authentication
WiFi Speed Limit

@ Auto 802.11 DTIM Period

dule

Clients Security

WPA3

3. Inthe Create New WiFi properties pop-out menu configure the following:

*  Name: MSPUB-Guest

*  Network: Guest 80

* Broadcasting APs: All

* Application: Hotspot

* Radio Band: 2.4GHz

* Hotspot Type: Captive Portal

* Advanced: Manual

* Security Protocol: Open

* Security Mode: Enhanced Open (OWE)
« Enable: Client Device Isolation

* Enable: BBS Transition

+ Click “Create”

Security

Behavior Controls

ViFi Name

e Isolation
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4. To create the Captive Portal select “MSPUB-Guest” WiFi network and click the hyperlink “Hotspot Portal”
in the MSPUB-Guest properties pop-out menu.

WiFi

Name Network Broadcasting APs Radio Band Clients Security

* MSPUB-HQ Native Network All APs 2.4GHz 5GHz = WPA3

5. On the Captive Portal configuration page configure the following:
« Authentication Methods: Password
« Set password to: M4$t3r_5wOrd
» Landing Page:
« Title: MSPUB Guest WiFi Login
« Welcome text: Welcome to Master Sword Publishing. The password can be obtained from the
ITC.
- Enable: Terms of Service
+ Upload the MSPUB logo by click the blue U and navigating the where the logo is located in your
files.
Background Color: #0D323D
Box Color: #294D27
Text Color: #FFFCFC
Header Color: #FFFFF5
Button Color: #006FFF
Button Text Color: #FFFFFF
Link Color: #006FFF
« Landing Page Settings:
- Default Expiration: 8 Hours
- Enable: Show Landing Page
« Enable: HTTPs Redirection Support
- Enable: Encrypted URL
» Authorization Access:
« Pre-Authorization Allowances:
- 192.168.20.0/24
« Post-Authorization Restrictions:
192.168.10.0/29
192.168.20.0/29
192.168.30.0/29
192.168.40.0/29
+ 192.168.50.0/30
- 192.168.60.0/28
+ Success Landing Page:
+ Select: Success Message
- Success Message: It’s dangerous to go alone. You’ve logged in.
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Landing Page Designer
Tile

MSPUB Guest WiFi

Welcome to Master Sword Publishing. The passwort

Login

@ Terms of Service

Authentication Methods ; R — Landing Page Settings

any purpose that is unlawful and take full
responsibility of your acts.
The wireless network is provided "as is" without O
f Fa Cebook warranties of any kind, either expressed or
implied. 8 Hours

M @ Password ) ) o English

Right

G2 Payment Show Landing Page

Color Image

#0D323D HTTPs Redirection Support
& Vouchers

Col Text Color Header Color
#294D27 @ #FFFCFC @ #FFFFFS

Encrypted URL Secure Portal

t Color  Link Colo
H#OO6FFF @ H#FFFFFF #0O6FFF

Opacity ox Corer R Domain
100

Authorization Access

p
192.168.80.0/24
[+

P uthorizat
192.168.10.0/29

192.168.20.0/29

192.168.30.0/29 & MSPUB Guest WiFi

Welcome to Master Sword Publishing. The

192.168.40.0/29 = Success Landing Page : password can be obtained from the ITC.
o

192.168.50.0/30 . Success Message Custom URL

v lacceptthe

192.168.60.0/28

It's dangerous to go alone. You've logged in. |

Testing Network Elements

Device List

The device list shows that all VLANs are being connected to whether a device is connected via Ethernet or
WiFi. And DHCP is assigning them to the correct VLAN IP address.

Vendor Connection Network Experience Technology Channel IP Address

== Apple MacBook Apple, Inc. MSPUB-U6P-APQ1 Guest MSPUB-Guest WiFi 6, 11 (2.4 GHz, 20 MHz)
iPad = MSPUB-U6P-APQ1 Default MSPUB-HQ WIFi 6, 2x2 11 (2.4 GHz, 20 MHz)
%] MSPUB-GLEEOK-DC@1 Microsoft Corp.] MSPUB-US24P-SW@1 Port 17

MSPUB-M 5 Apple, Inc. MSPUB-US24-SW02 Port 11 IT-Cyber

a MSPUB-UBT-OLS-WS Apple, Inc MSPUB-US24-SW02 Port 1 Online Services

1 MSPUB-WIN-ADM-WS Microsoft Corp.; MSPUB-U6P-APQ1 Administration MSPUB-HQ WiFi 5, 64 (5 GHz, 80 MHz)

1 MSPUB-WIN-PUB-WS Microsoft Corp.] MSPUB-UGP-APQ1 Publishing MSPUB-HQ WiFi 6, 2x2 64 (5 GHz, 160 MHz)
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Trying to ping a device on the guest network fails, as expected.

™ jmangum — -zsh — 80x24

ceived, 1080.8% packet loss

MSPUB-HQ

Connecting to MSPUB-HQ it is connecting using the correct WPA2/WPA3 encryption method.

The Wi-Fi network “MSPUB-HQ" requires a
WPA2/WPA3 password.
You can also access this Wi-Fi network by sharing the

password from a nearby iPhone, iPad, or Mac which has
connected to this network and has you in their contacts.

Password: | Hyrul3W@rr10r$

' Show password

Cancel

MSPUB-Guest

The captive portal + password works on MSPUB-Guest when trying to connect from a device as intnded.

MSPUB Guest Wil

It's dangerous to go alone.
You've logged in.
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Download the Config File

UniFi doesn’t allow for downloading of individual profiles per device. The entire UniFi OS Backup is the
alternative which will include switches, routers, and WAP configurations. Download Link: MSPUB-UniFiOS-

Config.unifi
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Master Sword Publishing’s Security Awareness Campaign &
Incident Response Plan

Overview

*FILL OUT LATER*

Security Awareness Campaign

Scenario

Link Hero, MSPUB’s Cybersecurity Administrator, has identified phishing as one of the organization’s greatest
security risks. Because employees routinely communicate with authors, editors, vendors, and customers
through email, phishing attacks represent a significant threat to the company’s systems and data. To evaluate
employee awareness and improve organizational security, MSPUB will conduct a simulated phishing
campaign and provide additional security awareness training.

Objective

Develop and implement a security awareness initiative that educates employees on phishing attacks, social
engineering techniques, password security, and safe computing practices.

Phishing Email Campaign Details

- URGENT: Microsoft 365 Password Expiration Notice
- From: micrOsoft365-administrator@masterswordpublishing.jaycemangum.com
. Fake Malicious Link
- Fake Login Page
- Employee Training Page after login
- Phishing Test
- Password Management
- MFA
. Safe Browsing Habits
- What to look out for
« Results Tracking Table

Configuring AWS Resources for Fake Login

The phishing landing page as well as the employee training material will be hosted using an Amazon Web
Services S3 Static Website. To configure the static site do the following:

1. Inthe AWS Console click the “Resources menu” to the left of search field. Select “Storage” on the left
pane then click “S3.”
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P Create a bucket
Amazon S3
Store and retrieve any amount of data ek rotdr o 55 yorineed 1 e ok

where the objects will be stored.
from anywhere

Create bucket
nd

Pricing

3. Configure the following on the Create bucket page:
* Bucket Type: General purpose
+ Bucket namespace: Global namespace
+ Bucket name: mspub-security-awareness-training
+ Object Ownership: ACLs disabled
+ Deselect: Block all public access
+ Select: | acknowledge that the current settings might result in this bucket and the objects within
becoming public.

- Leave the remaining settings as their defaults
+ Click the “Create Bucket” button

Create bucket i
e continers for datasored n 5

General configuration

Aws Region

Object Ownership
«

ontrol ownership of objc

tten to this bucket from other AWS accounts and the use of access control st (ACLS). Obect ownership determines who can speclfy access to bjects
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Block Public Access settings for this bucket

Public access Is granted to buckets and objects through access control lists (ACL), bucket policies, access point policies, or all. In order to ensure that public access to this bucket and its objects is blocked, turn on Block all public access. These settings
apply only to this bucket and its access points. AWS recommends that you turn on Block all public access, but before applying any of these settings, ensure that your applications will work correctly without public access. If you require some level of
public access to this bucket or objects within, you can customize the individual settings below to suit your specific storage use cases. Learn more 12

lock all public access
Turning this setting on is the same as turning on all four settings below. Each of the following settings are independent of one another.

[ Block public access to buckets and objects granted through new access control lists (ACLs)

53 will block public access permissions applied to newly added buckets or objects, and prevent the creation of new public access ACL for existing buckets and objects. This setting doesn't change any existing permissions that allow public access to S3 resources using ACLs.
[ Block public access to buckets and objects granted through any access control lists (ACLS)

53 will ignore all ACLs that grant public access to buckets and objects.
[ Block public access to buckets and objects granted through new public bucket or access point policies

53 will block new bucket and access point policies that grant public access to buckets and objects. This setting doesn't change any existing policies that allow public access to S3 resources.

[ Block public and cross-account access to buckets and objects through any public bucket or access point policies
53 willignore public and cross-account access for buckets or access points with policies that grant public access to buckets and abjects

£ Turning off block all public access might result in this bucket and the objects within becoming public
AAWS recommends that you turn on block all public access, unless public access is required for specific and verified use cases such as static website hosting.

acknowledge that the current settings might result in this bucket and the objects within becoming public.

Bucket Versioning
Versioning is a means of keeping multiple variants of an object in the same bucket. You can use versioning to preserve, retrieve, and restore every version of every object stored in your Amazon S3 bucket. With versioning, you can easily recover from
both unintended user actions and application failures. Learn more 2
Bucket Versioning
isable
Enable

Tags - optional

You can use bucket tags to analyze, manage and specify permissions for a bucket. Learn more 12

@ You can use s3:List and s3:L APIs to manage tags on 3 general purpose buckets for access control in addition to cost allocation and resource organization. To ensure a seamless transition,
please provide tos3iL 30 and actions. Learn more 12

No tags associated with this bucket.

You can add up to 50 tags.

Default encryption o
Server-side encryption is automatically applied to new objects stored in this bucket.
Encryption type  Info
Secure your objects with two separate layers of encryption. For details on pricing, see DSSE-KMS p
(©) server-side encryption with Amazon 53 managed keys (SSE-S3)
Server-side encryption with AWS Key Management Service keys (SSE-KMS)
Dual-layer server-side encryption with AWS Key Management Service keys (DSSE-KMS)

ing on the Storage tab of the Amazon S3 pricing page. 7

Bucket Key
Using an 53 Bucket Key for SSE-KMS reduces encryption costs by lowering calls to AWS KMS. 3 Bucket Keys aren't supported for DSSE-KMS. Learn more (2
Disable

©pknavie

¥ Advanced settings

Object Lock
Store objects using a write-once-read-many (WORM) model to help you prevent objects from being deleted or overwritten for a fixed amount of time or indefinitely. Object Lock works only in versioned buckets. Lear more (2
©ossavte

Enable

Permanently allows objects in this bucket to be locked. Additional Object Lock configuration is required in bucket details after bucket creation to protect objects i this bucket from being
deleted or overwritten

[ @© Object Lock works only in versioned buckets. Enabling Object Lock automatically enables Versioning. ]

[ @ After creating the bucket, you can upload files and folders to the bucket, and configure additional bucket settings. ]

4. Click the “Properties” tab on the mspub-secuirty-awareness-training page. Scroll down to the bottom to
the Static website hosting card and click the “Edit” button.

mspub-secuirty-awareness-training i

Objects Metadata Permissions Metrics File sy - new Access Points

Bucket overview

AWS Region Amazon Resource Name (ARN) Creation date
US West (Oregon) us-west-2 [0 arn:aws:s3::: uirty training June 4, 2026, 15:23:56 (UTC-07:00)

Requester pays

When enabled, the requester pays for requests and data transfer costs, and anonymous access to this bucket is disabled. Learn more 12

Requester pays
Disabled

Static website hosting m

Use this bucket to host a website or redirect requests. Learn more L2

(@ We recommend using AWS Amplify Hosting for static website hosting Create Amplify app 12

Deploy a fast, secure, and reliable website quickly with AWS Amplify Hosting. Learn more about Amplify Hosting 12 or View your existing Amplify apps 12

S3 static website hosting
Disabled
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5. On the Edit static website hosting page configure the following:
+ Static website hosting: Enable
+ Hosting Type: Host a static website
* Index document: index.html
+ Click “Save Changes”

o

6. In the “Objects” tab, upload the “msup_index.html” file created for the web server previously, and rename
it to “index.html.” Also upload the login.html, user-failed-phishing-test.html, heart-container.html, and
style.css files to the S3 Bucket.

mspub-secuirty-awareness-training .

@ Metadata Properties Permissions Metrics Management File systems - new Access Points
—~—

Objects (5) @ I5] Copy S3 URI IO Copy URL ¥ Download Open 2 Delete ( Actions ¥ ) ( Create folder ) T Upload

Objects are the fundamental entities stored in Amazon S3. You can use Amazon S3 inventory |2 to get a list of all objects in your bucket. For others to access your objects, you'll need to explicitly grant them permissions. Learn mor;

Q_ Find objects by prefix 1 1]
(]| Name a || Type v | Last modified v | size v | storage class v |
[J [ heart-container.html html June 4, 2026, 22:49:56 (UTC-07:00) 1.4KB Standard
[J [ indexhtml html June 4, 2026, 17:47:08 (UTC-07:00) 6.1KB Standard
U B login.html html June 4, 2026, 23:23:01 (UTC-07:00) 1.2KB Standard
O D stylecss css June 4, 2026, 22:49:56 (UTC-07:00) 4.1 KB Standard
() @ user-failed-phishing-test.html html June 4, 2026, 23:05:19 (UTC-07:00) 2.5KB Standard
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7. Click the “Permissions” tab and click “Edit” under “Bucket policy.”
mspub-secuirty-awareness-training i

Objects Metadata Properties Metrics Management File systems - new Access Points

Permissions overview

Access finding
Access findings are provided by IAM external access analyzers. Learn more about How 1AM analyzer findings work 2
View analyzer for us-west-2

Block public access (bucket settings)

Public access is granted to buckets and objects through access control lists (ACLs), bucket policies, access point policies, or all. In order to ensure that public access to all your S3 buckets and objects is blocked, turn on Block all
public access. These settings apply only to this bucket and its access points. AWS recommends that you turn on Block all public access, but before applying any of these settings, ensure that your applications will work correctly
without public access. If you require some level of public access to your buckets or objects within, you can customize the individual settings below to suit your specific storage use cases. Learn more |2

Block all public access
A off
» Individual Block Public Access settings for this bucket

Bucket policy (egie ) ( petete
The bucket policy, written in JSON, provides access to the objects stored in the bucket. Bucket policies don't apply to objects owned by other accounts. Learn more |2

No policy to display. 0 copy

8. On the Edit bucket policy page under Policy enter the following:
{

"Version": "2008-10-17",

"Id": "PolicyForCloudFrontPrivateContent",

"Statement": |

"Sid": "AllowCloudFrontServicePrincipal”,
"Effect": "Allow",
"Principal": {

"Service": "cloudfront.amazonaws.com"
}

"Action": "s3:GetObject",
"Resource": "arn:aws:s3:::mspub-secuirty-awareness-training/*",
"Condition": {
"StringEquals": {
"AWS:SourceArn": "arn:aws:cloudfront::481489197731:distribution/E1BX30OEWAKNW?7L"
}
}
}
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Click “Save changes”
Edit bucket policy

Bucket policy

The bucket policy, written in JSON, provides access to the objects stored in the bucket. Bucket policies don't apply to objects owned by other accounts. Learn more |2

Bucket ARN
[0 arn:aws:s3::mspub-secuirty-awareness-training

Policy
1 i
2 “"Version": "2008-10-17", Edit statement
3 "Id": "PolicyForCloudFrontPrivateContent",
4 “Statement": [
5 {
6 "Sid": "AllowCloudFrontServicePrincipal”,
7 "Effect”: "Allow",
rincipal": elect a statement
8 "p 1" { Select a stat t
9 "Service": "cloudfront.amazonaws.com"
i? )/; —— Select an existing statement in the policy or
"Action": "s3:GetObject"
’ add a new statement.
12 "Resource": "arn:aws:s3:::mspub-secuirty-awareness-training/*",
12 (O"f;:m" E { 15" g + Add new statement
ringEquals”:
15 "AWS:SourceArn": "arn:aws:cloudfront::481489197731:distribution/E1BX30EWAKNW7L"
16 }
17 }
18 }
19 ]
[ 20 ]|

+ Add new statement

JSON Ln 20, Col 1

Preview external access

Cancel_’ Save changes

A certificate will need to be created in Amazon Certificate Manger (ACM) to make the website look secured.

9. Click the “Resources menu” next to the search field. Select “Security, Identity, & Compliance” then click
“Certificate Manager.”
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10. Under New ACM managed certificate click “Request a certificate.”

Q search [Option+S] @ (@] S United States (N. Virginia) ¥

©

AWS Certificate <
Manager (ACM)

Security, Identity, & Compliance

List certificates

Request certificate AWS Ce I‘tificate Manager New ACM managed certificate
Import certificate

s e o 12 Easi ly p rovisio n' ma nag e' Request a public certificate from

deploy, and renew SSL/TLS Corireatesoerty
certificates

Import certificate®that you
obtained outside of AWS

Import a certificate

Create private certificate authority
(CA) hierarchies for your
organization.

Create a private CA 2

11. Select “Request a public certificate” then click “Next.”
Request certificate

Certificate type o
ACM certificates can be used to establish secure communications access across the internet or within an internal network. Choose the type of certificate for ACM to provide.

Request a public certificate
Request a public SSL/TLS certificate from Amazon. By default, public certificates are trusted by browsers and operating systems.

Requesting a private certificate requires the creation of a private certificate authority (CA). To create a private CA, visit AWS Private Certificate Authority L2

cancel E

12. On the Request public certificate page configure the following:
* Fully qualified domain name: masterswordpub-net.jaycemangum.com
* Allow export: Disable export
* Validation method: DNS validation
* Key algorithm: RSA 2048
+ Click “Request”

Request public certificate

Allow export e
o ol

Validation method
elect a method for

Key algorithm
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13. Take note of the information of the CNAME record in Domains tile.

Domains (1) ( Create records in Route 53 ) ( Export to CSV i)

1
| Type | CNAME name | CNAME value
[u} [u]
CNAME _41bc09f33f4e6b9a158cdff9a48808bf.masterswordpub- _62c0154bed4d4a7a78e5dbb7565558667.jkddzztszm.acm-

net.jaycemangum.com. validations.aws.

To monitor metrics form the phishing site, CloudFront will be configured:

14. Click the “Resources menu” and click on “Networking & Content Delivery.” Then select “CloudFront.”

aws ) a [Option+S] B

e UERLL . ontly visited Networking & Content Delivery X
-
: Favorites

All applications

API Gateway
All services Build, Deploy and Manage APIs

List certificatd
AWS App Mesh

Request certd Easily monitor and control microservices

Analytics
Application Application Recovery Controller

Integration Monitor application recovery readiness and manage failovers

Blockchain AWS Cloud Map

Business Build a dynamic map of your cloud
Applications
CloudFront

Global € *ant Delivery Network
Global Content Delivery Network

Compute AWS Data Transfer Terminal
Contalners Location for high throughput transfer to the cloud

Cloud Financial
Management

Customer Direct Connect
Enablement Dedicated Network Connection to AWS

Database
Global Accelerator

Improve your application’s availability and performance using
End User the AWS Global Network 8

Computing

Developer Tools

Route 53

Front-end Web & Scalable DNS and Domain Name Registration

Mobile
Game Amazon Route 53 Global Resolver
Development. Secure anycast DNS resolution

Internet of Things RTB Fabric

Machine Learning Fast, private connectivity for real-time bidding

Management & VPC

GO solated Cloud Resources

Media Services

Migration &
Transfer

Q ®@ @ Global v

jmangum

e CloudFront > Distributions

CloudFront < Distributions (0) i @ Enable Disable Delete Create distribution
Filter type

Distributions Q. Search all distributions All distributions ¥ 1 S

Policies

Functions D v | status @ Descrip... ¥ | Type v | Domai.. v | Altema.. v | oOrigins v | Lastm..

static IPs

No distributions

VPC origins You don't have any distributions.

v
SaaS Create distribution

Multi-tenant distributions

16. On the Get started page configure the following:
+ Distribution name: MSPUB Security Awareness Training
+ Select: Single website or app
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Click “Skip domain setup”

step 1
® Gerstarted Get started

s Connect your websites, apps, files, video streams, and other content to CloudFront. We optimize the performance, reliability, and security for your web traffic.
ep

Specify origin
Distribution options inf

Step3
Enable security Distribution name

Name will be stored as a tag on the resource. You can change the name, or more tags, later,
Stepa
e MSPUB Secuirty Awareness

Steps Description - optional
Review and create

Distribution type

Single website or app. Multi-tenant architecture - New
Choose if each website or application will have a unique Choose when you have mutiple domains that need to share

configurations. This is a common architecture for Saa$ providers.

configuration,

Domain o

Route 53 managed domain - optional
Enter a domain that's already registered with Route 53 in your AWS account. CloudFront will provision a TLS certificate for you. If you have a domain from a different DN provider,skip this step and configure your domain later

masterswordpub-net jaycemangum.com ( Check domain )

£\ You need to add this domain later
You can still create a but CloudFront can't configure this domain. It might be registered in Route 53 in another AWS account, or with another domain registrar. View
our onboarding guide 12

» Tags - optional

Cancd—» Skip domain setup

17. Configure the following on Specify origin:

Origin type: Amazon S3

S3 origin: mspub-secuirty-awareness-training.s3.us-west-2.amazonaws.com
Orgin path: index.html

Leave the Settings as the defaults

Click “Next”

Specify origin
Origin type
Your originis where your content (such as a website or app) lve. cloud providers
origin type
l © Amazons3 | Elastic Load Balancer APl Gatewiay
Dalver €18 cn REST AP hosted on API Gatewsy.
Elemental MediaPackage VeCorigin
Delver ent-to-end e events o video an demand (VOD). Delver applictions and conent heste within priate VPCs, sch Refer o any AWS o non-AWS argin through s publcy resohable
25 2 instances and Applcaion Load Blancers. L

Origin

53 ongin
) Coromess)

using the 53 website endpoint rather than the bucket endpolnt.

Origin path - optional
The irectory path within your origin where your content s stored. Lear mere (2

/path

Settings o
CloudFront provid )

Allow private 53 bucket access to CloudFront | info

ClouaFont il updat your 5 buche oty o alow Coudon o acss your 55 ke, Th oy llowsCloudFons o e the bkt oty when h equest i bl f e CloFons dibtion ths contalns h 5 rgn
o
origin setings
o Cloiron connecs
[o Use recommended origin settings. ] | customize origin settings

Cache settings

(o ) [[© custome coche seings

st

18. On the Enable security page select “Do not enable security protections” then click “Next.”
Enable security

Web Application Firewall (WAF) info

Enable security protections @Jo not enable security protections

Keep your application secure from the most common web threats and security vulnerabilities using AWS Select this option if your application does not need security protections from AWS WAF.

WAF. Blocked requests are stopped before they reach your web servers.

270


http://mspub-secuirty-awareness-training.s3.us-west-2.amazonaws.com

Part 4: Network Security and Encryption & Server Administration

19. On the Review and create page click “Create distribution.”

Review and create

General configuration

Distribution name
MSPUB Secuirty Awareness

Origin

Pay-as-you-go ($0/month)

[ (@ Because you granted CloudFront access to your origin, CloudFront can write and update S3 bucket policies that restrict access to your S3 origin to CloudFront.

—

S3 origin
mspub-secuirty-awareness-training.s3.us-
west-2.amazonaws.com

Connection attempts
3

Cache settings

Origin path

Connection timeout

10

Grant CloudFront access to origin

Yes

Enable Origin Shield
No

CloudFront will apply default cache settings tailored to serving content from a S3 origin. You can customize settings after you create your distribution.

Security

Security protections
None

20. Take note of the Distribution domain name

MSPUB Secuirty Awareness EXZ3

Details

Distribution domain name
[0 d3gvignu61nqvi.cloudfront.net

Use monitor mode

No

Billing
Pay-as-you-go

Switch to a plan

Use existing WAF configuration
No

Cancel l:reau distribution

View metrics

Add the DNS Records from AWS to GoDaddy

1. Add a new CNAME record for the ACM certificate to the Domain DNS records.

— _41bc09f33f4e6b%a158cdff9a48

CNAME

808bf.masterswordpub-net

2. Add a new CNAME record with the following information from CloudWatch:

 Type: CNAME

» Name: masterswordpub-net

« Value: [CloudWatch Distribution domain name]

7.jkddzztszm.acm-validations.aws.

ARN Last modified
0] arn:aws:c 148148919773 1: / © Deploying
E1BX30EWAKNW7L
_62c0154be4d4a7a78e5dbb756555866 =
1 Hour i) 2
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3. Test that the website resolves in a web browser.

masterswordpub-net jaycemangum.com
3R © | % iwrech I LWTech Okta Das LWlechCanvas  Cengage '\ Microsoft Azure.. @ Amazon Web Ser..

@ wmsPUB|CSNT - x

+ NewTab xT

/* Master Sword Publishing

Google Cloud co... ) Captstone Resea... U Unifi Site Manager

Hyrule's #1 Publishing Company

This internal website was created by Jayce Mangum for CSNT253: Capstone Project. This
was created to demonstrate deploying a Python script to configure a Ubuntu Web Server

running Nginx.

Capstone Project Components

A+ Software Essentials & A+
Hardware

Shells & Scripts

Automated Sysem Configuration Script

Virtual Machine Home Lab

« Windows Server 2025: Domain
Controller, Domain Manager
Ubuntu Server 26.04: Web/App
Server
Windows 11: Domain Workstation
Ubuntu Desktop 26.04: Domain
Workstation
macOS 26 Tahoe: Domain
Workstation
Kali Linux 2026: Cybersecuirty
Workstation

Update package repositories.
Install Nginx

Install and enable OpenSSH
Configure SFTP support

Configure UFW firewall rules

Allow HTTP, SSH, and SFTP traffic
Create the MSPUB web directory
Create SFTP upload directory
Create publishing group

Deploy a basic internal landing page
Set appropriate file permissions
Enable and start required services

Currently hosted on: MSPUB-LYNEL-WEBO01 running Ubuntu Server 2 with Nginx.

Network Fundamentals &
Admi i

Networking Components

« Configure a Ubiquii Router &
Swtiches

« Configure Firewall and Access
Control Lists

« Implement Quality of Service
priortizing network traffic

less Access Points

Configure WAPs for seamless
connectivi

Capstone Project

Network Secuirty & Encryption

Social Engineering Simulation

Inci

Record actions in a log file Implement secuirty protocols WPA3

« Phishing Email
« Fake Malicious Link
« Creditial Login Page
« Employee Training
- Results Tracker

ident Reponse Plan

« Develope an incident reponse plan
for Master Sword Publishing

« Define roles, communication
channels, and escalation procedures

« Scenarios:

Include basic error handling and

Troubleshooting Scenarios
validation

g & DNS Misconfigurtion

« User Account Locked Out User Management Script

Logging Clicks with AWS Lambda

Enterprise

o Data Breaches
o Malware Outbreak
o Ransomware Attack

« Legal & Regulatory Requirements

For metric cases click the button links will be recorded from users. No other information will be recorded from

the login page.

1. Create a DynamoDB Table within AWS:
1. From the “Resources menu” click

Q Search [Option+s] @

Recently visited Database
Favorites
All applications o EndRDS)

Managed Relational Database Service

Distributions’ All services

Policies Aurora DSQL

Functions P Serverless distributed SQL database with virtually unlimited

Static Ips scale, highest availability, and zero infrastructure
T management.

VPC origins Integration

Saas Blockchain

Business
Applications

Multi-tenant ¢

Distribution 4
Cloud Financial

Telemetry Management

Monitoring Compute

Alarms Containers

Logs Customer
Enablement

4

Reports & 2 S P
Cache statistid

Developer Tools

Amazon DocumentDB
Fully-managed MongoDB-compatible database service

DynamoDB
Managed NoSQL Database

Managed NoSQL Database
ElastiCache

In-Memory Cache

Amazon Keyspaces
Serverless Cassandra-compatible database

Amazon MemoryDB

Fully managed, Valkey- and Redis OSS-compatible, in-
memory database service
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2. Click “Create table.”

™ @ Q search [Option+S] @ B 4L ® @  UnitedStates (Oregon) v m—

©

DynamoDB < @ Share your feedback on Amazon DynamoDB
Your feedback is an important part of helping us provide a better customer experience. Take this short survey to let us know how we're doing.
Dashboard
Tables
Explore items.
Di
PartiQL editor

Backups Get started

Amazon DynamoDB
import from 53 A fast and flexible NoSQL database

Integrations

service for any scale [Ccrmteravte |

Settings
that deli

v DAX Pricing
Clusters
DynamoDB charges for reading, writing, and storing
P data in your DynamoDB tables, along with an
Parameter groups How it works oplion;l,fexlul:es you choose to mrngon. DynaymoDB
has on-demand capacity mode and provisioned
capacity mode, and these modes have pricing for

Subnet groups

Events

3. In the Create table page, configure the following:
 Table Name: MSPUB-SAT-2026-001-Results
« Partition key: event_id
- Type: String
 Leave the remain settings as their defaults
+ Click “Create table”

Create table

Table details o

DynamoDB is a schemaless database that requires only a table name and a primary key when you create the table

Table name
This will be used to identify your table.

MSPUB-SAT-2026-001-Results

Between 3 and 255 char

containing only letters, numbers, undarscores (), hyphens (), and periods (.

Partition key

The partition key is part of the table's primary key. It is a hash value that is used t m your table and allocate Jia a«

hosts for scalability and availabilit

event id String v

acters and cac

Sort key - optional

You can tkey as the second part o a table's primary key. The sort key allows you to sort or search among allitems sharing the same partiion key.
Enter the sort key name | ( string v

110255 characters and case sensitive

Table settings

ures to make DynamoDB work

Default table settings

These are the default settings for your new table. You can change some of these settings after creating the table.

Setting Value Editable after creation
Table class DynamoDB Standard Yes
Capacity mode On-demand Yes
Maximum read capacity units - Yes
Maximum write capacity units - Yes
Local secondary indexes - No
Global secondary indexes - Yes
Encryption key management AWS owned key Yes
Deletion protection off Yes
Resource-based policy Not active Yes
Tags o

Tags are pairs of keys and optional values, that you can assign to AWS resources. You can use tags to control access to your resources o track your AWS spending.

No tags are associated with the resource.

(Addnewtag )
(CAddnewtag )

o Create table

4. From the search field type: Lambda and select the “Lambda” search result.

Q_ Lambda kAmazonQ X |

DynamoDB >
e =ynamo>® Services

DynamoDB Services Lambda
Features without thinking about servers
Dashboard B

Documentation

Tables Knowledge articles

Explore items Marketplace CodeBuild
Build a ‘est Code

PartiQL editor Blog posts

Share feedback X
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5. Click “Create a function.”

Compute

AWS La 11 bda Get started

Ru n code Witho t ma n ag i ng SerV Bring your own code, or choose a ready-

to-deploy example.
Foci your application, not your inf cture. Lambda automatically p ns, scales, and monitors while you build

How it works ‘3:: Run /

.NET Java Node.js Python Ruby Custom runtime

1 ' exports.handler = async (event) => {
2 console.log(event);

2 wabinn TUATTA Fanm | amhdal T,

6. On the Create function page configure the following:
+ Select: Author from scratch
* Function name: mspub-phishing-event-logger
* Partition key: event_id
* Runtime: Python 3.13
+ Click “Create function”

Create function e

Choose one of the following options to create your function.

>

Basic information

r from scratch Use a blueprint Container image
with a simple Hel x pplication from sample cod Selecta

nction

Function name
Enter a name that describes the purpose of your function.

mspub-phishing-event-logger

P e T D T o T oot Ui TaU¢ o the Region, and can't include spaces. Valid characters are a-z, A-Z, 0-9, hyphens (-), and underscores )

rite your function

s only Node s, Python, and Rub

Python 3.13 v ©

Permissions

By default, Lambda will create an execution role with permissions to upload logs to Amazon CloudWatch Logs. To use a different role, choose Custom execution role under Additional settings.

Custom settings i

Durable execution - new o EC2 capacity provider - new o

Build resilient, stateful applications with automatic failure recovery. Run Lambda on your preferred EC2 instance types instead of Lambda's serverless compute (default).

» Additional settings
Customize your function architecture, execution role, HTTP(S) endpoints, tenant isolation mode, VPC, code signing, KMS key, and tags.

Cannot add or remove after creation

Cancel Create function

7. On the mspub-phishing-event-logger page click the “Configuration” tab, select “Permissions” on the
left. Click the “mspub-phishing-event-loger-8rxc9rjc” hyper link under Role name.

s « e \ ( N
mspub-phishing-event-logger (_throttte ) (T copyARN ) (_ Actions v )
v Function overview it (__Export to Infrastructure Composer AN Download ¥ )

w Template Function ARN
(=} 48148919773 ion: -phishing.
ent-logger

mspub-phishing-event-logger
Description

£ Lyers ©

Last modified
5

((+ Add trigger )

Code | Test | Monitor Aliases | Versions

Configuration

((+ Add destination )

Execution role (" view rote document ) (" Edit )

General configuration

Role name
mspub-phishing-event-logger-role-8rxcIric 2
Triggers mspub-p '9\ gger-r rxc9rjc |2
Resource summary
Destnations To view the resources and actions that your function has permission to access, choose a service

Function URL er}vazon CloudWatch Logs

ctions 2 resources

Environment variables
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8. On the Identity and Access Management (IAM) page click “Add permissions,” then select “Attach

policies.”
e IAM > Roles > mspub-phishing-event-logger-role-8rxcrjc
Identity and Access < mspub-phishing-event-logger-role-8rxc9rjc
Management (IAM)
Edit
("Q search 1am Summary
Creation date ARN
Dashboard June 05, 2026, 14:55 (UTC-07:00) =} 148919773
v Access Management Last activity Maximum session duration
Roles - 1 hour
Policies
1AM users . . . .
Permissions | Trustrelationships = Tags = LastAccessed  Revoke sessions
1AM user groups
Identity providers
Account settings Permissions policies (1) © Gimutate 2 ) (“remove ) [ add permissions &
Root access management You can attach up to 10 managed policies. ‘Attach policies
Temporary delegation requests Filter by Type Create inline policy
v Access reports | Q search All types. v 1 @
Access Analyzer || Policy name (1 a| Type v | Attached entities v |
Resource analysis
Unused access 0 1763321-e2da-4158-a934-3ceS.. Customer managed 1
Analyzer settings
Credential report Py
P » Permissions boundary (not set)
Organization activity

9. In the search field type: “AmazonDynamo” and select “AmazonDynamoDBFullAccess.” Then click

“Add permissions.”

IAM > Roles > mspub-phishing: orjc > Add

Attach policy to mspub-phishi t-logg ! xc9rjc

» Current permissions policies (1)

Other permissions policies (1/1158) @
Filter by Type
| Q_ AmazonDy I X || Alltypes v | amatches 1 o]
B | Policy name a | Type v | Description |
[@ o] AmazonDynamoDBFullAccess AWS managed Provides full access to Amazon Dynam.. ]
® ‘AmazonDynamoDBFullAccess_v2 AWS managed Provides full access to Amazon Dynam...
o] mazonDynamoD ipeli AWS managed This policy is on a deprecation path. S...
(o] AmazonDynamoDBReadOnlyAccess AWS managed Provides read only access to Amazon D...

@ Add permissions.

10. Back in the mspub-phishing-event-logger Lambda function click on Code and enter the following
code into the “lambda_fuction.py” text editor:

import json

import boto3

import uuid

from datetime import datetime, timezone

dynamodb = boto3.resource("dynamodb™")
table = dynamodb.Table("MSPUB-SAT-2026-001-Results")

ALLOWED_ORIGIN = "https://masterswordpub-net.jaycemangum.com"

def response(status_code, body):
return {

"statusCode": status_code,

"headers": {
"Access-Control-Allow-Origin'": ALLOWED_ORIGIN,
"Access-Control-Allow-Headers": "content-type",
"Access-Control-Allow-Methods": "OPTIONS,POST",
"Content-Type": "application/json"

i

"body": json.dumps(body)
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def lambda_handler (event, context):
try:
method = event.get("requestContext", {}).get("http",
{}) .get("method", "")

if method == "OPTIONS":
return response(200, {"status": "cors_ok"})

body = event.get("body") or "{}"

if dinstance(body, str):
body = json.loads(body)

item = {
"event_id": str(uuid.uuid4()),

"timestamp": datetime.now(timezone.utc).isoformat(),
"campaign_id": body.get("campaign_id", "MSPUB-SAT-2026-001"),
"participant_id": body.get("participant_id", "unknown"),

"event_type": body.get("event_type", "unknown"),
"page": body.get("page", "unknown'")

table.put_item(Item=1item)

return response(200, {"status": "logged", "event_id":

item["event_id"]})

except Exception as error:
return response(500, {"error": str(error)})
Then click “Deploy.”

ishi N\ N\ (o
mspub-phishing-event-logger (Cweortte ) (1 copy arn ) ((actions v )
v Function overview i (Cexport to nfrastructure composer ) (_powntoad v )
€ e Functen ARN

G|

ent-logger
mspub-phishing-event-logger

Description
= Layers © -

—
( rigger )
(_+ Add trigger )

Test | Monitor | Configuration | Aliases | Versions

Code source i (Copenin visust studio code 2 ) (_update v ) (¥)

« £ mspub-phishing-event-logger DBEmne=x

o

9 ALLOWED_ORIGIN

P Deploy (0%U) )

&9 12 def lanbda_hand
Tost (03%1) 3 try:

body = ¢
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11.

12.

Click the “Add trigger” button in the Function overview.

mspub-phishing-event-logger (Crovortte ) (1@ copyarn ) (Cactions v )

v Function overview i (Export to Infrastructure composer ) (" Download ¥ )

w@ Template ) Function ARN

01 arn:aws:lambda:us-west-2:481489197731:function:mspub-phishing-ev

ent-logger
Description
3 Layers ©) -

Last modified

P e
C + Add destination 53 minutes ago

On the Add trigger page configure the following:
* Select: API Gateway from the drop-down menu
* Select: Create a new API
* Select: HTTP API
* Security: Select: Open
+ Additional settings:
* Enable: Cross-origin resource sharing (CORS)
+ Click “Add”

Add trigger

Trigger configuration i

B APl Gateway -

aws api application-services backend HTTP REST serverless

Add an API to your Lambda function to create an HTTP endpoint that invokes your function. APl Gateway supports REST, HTTP, and WebSocket APIs. Learn more 12

Intent

Use an existing api or have us create one for you.
reate a new APl

Use existing API

API type
HTTP API WebSocket API REST API
Build low-latency and cost-effective REST APIs with built-in features such as OIDC Build a WebSocket API using persistent connections for real-time use cases such as Develop a REST AP where you gain complete control over the request and response
and OAuth2, and native CORS support. chat applications or dashboards. along with APl management capabilities.

Security
Configure the security mechanism for your API endpoint

Open v

¥ Additional settings

APl name
Choose a name for your APL. AP names don't need to be unique.

mspub-phishing-event-logger-API

Deployment stage
Select the AP stage whers Lambda adds the trigger. You can use the deployment history in the API Gateway console to revert or change the active deployment of this stage.

default

ecross-ovigin resource sharing (CORS)
CORS is required to call your API from a webpage that isn't hosted on the same domain. This option enables cross-origin resource sharing (CORS) from any domain by adding the
Access-Control-Allow-0rigin header to all responses.

Enable detailed metrics

Record usage metrics for API routes. Standard CloudWatch pricing applies.

Lambda will add the necessary permissions for Amazon API Gateway to invoke your Lambda function from this trigger. Learn more 2 about the Lambda permissions model.

mu-l—’ﬂl

13. Take note of the mspub-phishing-event-logger-API API endpoint. In this case it’s https://

iz4z32p2d6.execute-api.us-west-2.amazonaws.com/default/mspub-phishing-event-logger

Code Test Monitor Configuration Aliases Versions

Configuration

Triggers (1) o l@ Fix errors Edit Delete ) ( Add trigger

General configuration

| @ search for triggers 1
Trigger
Permissions —
API Gateway: mspub-phishing-event-logger-API
- am:aws:execute-api:us-west-2:481489197731:jz4 6//*/mspub-phishi
API endpoint: https://jz4232p2d6.execute-api. t-2 phishing-event-logg
Function URL » Details

Environment variables

14. Add the following script to the bottom of the login.html file (re-upload to the S3 Bucket):

<script>

const API_URL = "https://jz4z32p2d6.execute-api.us-west-2.amazonaws.com/
default/mspub-phishing-event-logger";

const params = new URLSearchParams(window.location.search);
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const participantId = params.get("p") || "unknown";
function logEvent(eventType, pageName) {
return fetch(API_URL, {
method: "POST",
headers: {
"Content-Type": "application/json"
b
body: JSON.stringify({
campaign_id: "MSPUB-SAT-2026-001",
participant_id: participantld,
event_type: eventType,
page: pageName
1)
1)
}
logEvent("email_link_clicked", "login.html");
document.getElementById("loginForm").addEventListener ("submit",
function(event) {
event.preventDefault();
logEvent ("login_attempt", "login.html").finally(function() {

window.location.href = "user-failed-phishing-test.html?p=" +
encodeURIComponent(participantld);
1)
1)
</script>

15. Add the following script to the bottom of the user-failed-phishing-text.html file (re-upload to the S3
Bucket):

<script>

const API_URL = "https://jz4z32p2d6.execute-api.us-west-2.amazonaws.com/
default/mspub-phishing-event-logger";

const params = new URLSearchParams(window.location.search);

const participantId = params.get("p") || "unknown";

fetch(API_URL, {
method: "POST",
headers: {
"Content-Type": "application/json"
by
body: JSON.stringify({
campaign_id: "MSPUB-SAT-2026-001",
participant_id: participantld,
event_type: "training_page_view",
page: "user-failed-phishing-test.html"
)
1)

document.getElementById("completeTraining").href =
"heart-container.html?p=" + encodeURIComponent(participantId);

</script>

</body>
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Creating the Phishing Email

The initial email will be sent from a Google Workspace domain. With the email account name IT Administrator
with the email address micrOsoft365-administrator@masterswordpublishing.jaycemangum.com.

1. The subdomain will need to be added to GoDaddy DNS records, which will be provided by Google when
adding a new domain. An MX record for sending emails and a TXT record which provides a DKIM string.

— masterswordp
ublishing

google._doma
— inkey.masters
@) T e

wordpublishin

9

smtp.google.com. (Priority: 1)

v=DKIM1;k=rsa;p=MIIBIjANBgkghkiGIWOBAQEFAAOCAQ8AMI
IBCgKCAQEAqc1i626A/RghKuDg6RN/UIOHj/fHPC71MfOqbLjs
ABgO/K8fMETC35rCtvca8yTIYfX70babkY8KI2m9mIHj8ysWI7
z/jPb3/fuMUCKzPQUIfv25AZm2Itn7LkpJOBgYOL+nyOJ2IgV+
SoW7qAWcVnhdhYSIdtJPVX3ulyij5Od6IEgORz9clU+LI/+4vBDZ
5B3tE59pJ+TuBino/embJgLTRA9KYSBNFQarPyWuhluPd8z9xK
yxUQWTI39qL7Gc70pg5ZrfKfOBT1FAQq9VcBowPKgD9FyjQKilS
xOMOhqy5yAdyMLYrré36nwzPaRys7coS1LHQWJWan/FOa54H
AwIDAQAB

2. Create a new User in Google Workspace with the following details:

» First Name: Microsoft 365
* Last Name: accounts team

1 Hour @' 2

1 Hour

=]
I

* Primary email: micrOsoft365-administrator@masterswordpublishing.jaycemangum.com

* Click “Add New User”

Microsoft 365 Account

Team
micr0soft365-

admnistrator@masterswordpublishing.jayce

mangum.com

3. Login into new account from a private browser or another web browser by going to mail.google.com

Welcome

@ micrOsoft365-administrator@masterswordpublishing jayc... v )

English (United States) ~

using the credentials above. A password reset is required.

Enter your password

[ show password

Forgot password?

Help Privacy

Terms

279


mailto:micr0soft365-administrator@masterswordpublishing.jaycemangum.com
mailto:micr0soft365-administrator@masterswordpublishing.jaycemangum.com
http://mail.google.com

Part 4: Network Security and Encryption & Server Administration

4. Open the phishing-email.html file in a web browser. Highlight the entire webpage.

® Microsoft Account Password Expiration Notice

Microsoft account

Your password expires soon

Your password for the Microsoft 365 account associated with Master Sword
Publishing is scheduled to expire within the next 24 hours.

To avoid interruption to Outlook, Teams, OneDrive, and other Microsoft 365
services, please verify your account and update your password.

If your password has already been updated, you may safely ignore this message.

Thanks,
The Microsoft account team

Microsoft Corporation
One Microsoft Way
Redmond, WA 98052

5. Compose a new email to each participant individually. In the subject line type: “Action Required: Microsoft
365 password expires in 24 hours.” Customize the email template with the person’s name and updated
the “Update Password” link with the participants ID number. Paste the copied webpage into the email
body. Send the email message.

Action Required: Microsoft 365 password expires in 24 hours - X
s-jayce.mangum@Ilwtech.edu (Iwtech.edu)

Action Required: Microsoft 365 password expires in 24 hours

HE
H
Microsoft 365 Account Team

Your password expires soon

Hello Jayce,

Your Microsoft 365 account password is scheduled to expire within the next 24
hours |

To avoid interruption to Outlook, Teams, OneDrive, and other Microsoft 365
services, please verify your account and update your password.

If your password has already been updated, you may safely ignore this message.

Thanks,
The Microsoft 365 Account Team

Microsoft Corporation
One Microsoft Way
Redmond, WA 98052

© 2 |Sansserif v [T~/ B I U A~

'Aa’/@c—a@@@ﬂyﬁs ol

liil
Il
8
&
A
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This Phishing Email was sent to 11 individuals. A randomizer was used to select 5 students and 5 friends
to send it to. | also sent it to Professor Epps. Highlighted names bellow are the recipients, the email
column has been blanked out, for privacy.

Participant Tracker

——mr—mm

participant00  Link H. l.hero@masterswordpub- https://masterswordpub-net.jaycemangum.com/login.html|?p=participant00 6/6/26 7:06 PM
net.jaycemangum.com

participant01  Linda E. Linda https://masterswordpub-net.jaycemangum.com/login.html?p=participant01 v 6/6/26 10:25AM
participant02 Bob H. Bob https://masterswordpub-net.jaycemangum.com/login.htm|?p=participant02 N/A N/A
participant03 Brent B. Brent https://masterswordpub-net.jaycemangum.com/login.html|?p=participant03 N/A N/A
participant04  Alyx B. Alyx https://masterswordpub-net.jaycemangum.com/login.html|?p=participant04 N/A N/A
participant05  Mihail B. Mihail https: pub-net.jay gum flogin.html?p=participant05 v 6/6/26 10:15AM
participant06  Joshua B. Joshua https://masterswordpub-net.jaycemangum.com/ogin.htm|?p=participant06 N/A N/A
participant07 Tim C. Tim https://masterswordpub-net.jaycemangum.com/login.html|?p=participant07 N/A N/A
participant08  Keith C. Keith https://masterswordpub-net.jaycemangum.com/login.html|?p=participant08 N/A N/A
participant09  Iftul. Iftu https://masterswordpub-net.jaycemangum.com/login.htm|?p=participant09 v 6/6/26 10:17 AM
participant10  Mateen K. Mateen https://masterswordpub-net.jaycemangum.com/flogin.htm|?p=participant10 N/A N/A
participant11  Akshatha K. Akashatha https://masterswordpub-net.jaycemangum.com/login.html|?p=participant11 N/A N/A
participant12 Brandon M. Brandon https://masterswordpub-net.jaycemangum.com/login.html?p=participant12 N/A N/A
participant13  Maksim M. Maksim https://masterswordpub-net.jaycemangum.com/login.html?p=participant13 v 6/6/26 10:18 AM
participant14  Dylan R. Dylan https://masterswordpub-net.jaycemangum.com/login.html|?p=participant14 N/A N/A
participantl5  Zach S. Zach https://masterswordpub-net.jaycemangum.com/login.html?p=participant15 N/A N/A
participant16  Hutton S. Hutton https://masterswordpub-net.jaycemangum.com/login.htm|?p=participant16 N/A N/A
participantl7? Mamadou S. Mamadou https://masterswordpub-net.jaycemangum.com/login.html?p=participant17 v 6/6/26 10:20AM
participant18 Caden T. Caden https://masterswordpub-net.jaycemangum.com/ogin.htm|?p=participant18 v 6/6/26 10:21 AM
participant19  Gilbert W. Gilber https://masterswordpub-net.jaycemangum.com/ogin.htm|?p=participant19 N/A N/A
participant37 Taylor M. Taylor https://: pub-net.jay gum.com/login.html?p=participant20 v 6/6/26 10:00AM
participant38 Kali T. Kali https://masterswordpub-net.jaycemangum.com/login.html?p=participant21 v 6/6/26 9:30 AM
participant3® David M. David https://masterswordpub-net.jaycemangum.com/ogin.html?p=participant22 v 6/6/26 9:26 AM
participantd0  Anna J. Anna https://masterswordpub-net.jaycemangum.com/login.html|?p=participant23 v 6/6/26 9:55AM
participantd1  Mason H. Mason https://masterswordpub-net.jaycemangum.com/login.html?p=participant24 v 6/6/26 9:38 AM
participant42  Stacey M. Stacey https://masterswordpub-net.jaycemangum.com/ogin.html?p=participant25 N/A N/A
participantd3  Corey M. Corey https://masterswordpub-net.jaycemangum.com/login.htm|?p=participant26 N/A N/A
participantd4  Kyrah B. Kyrah https://masterswordpub-net.jaycemangum.com/login.html|?p=participant27 N/A N/A
participantd5  Tristan B. Tristan https://masterswordpub-net.jaycemangum.com/login.html?p=participant28 N/A N/A
tester01 Jayce M. Jayce https://i P et.jay g flogin.html?p 1 6/5/26 11:01PM
(LWTech) v
tester02 Jayce M. Jayce https://i pub-net.jay g fNlogin.html?p=tester02 6/5/26 11:48PM
(Personal) v

Phishing Email Results

To track participant’s progress each person was assigned a Participant ID to be able to track their link clicks
within the simulation. The Participant ID was then translated from AWS DynamoDB to the person’s name in a
standard spreadsheet, that automatically calculates the statistics based on if a cell gets checked.

These were the statistics as of Tuesday, 09 June 2026.
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]

o 1 10000%
Links Clcked s ar67%
Login Attempts s ar67%
Traiing Viewed s aer%
Training Complated 4 3asa%
Did Not Respond s s000%

Participant Tracker

/6726 10250
/6726 10:15AM
6726 10:17 A1
6726 10:18AM
/6726 1020AM
66126 102140

/6126 1000AM
66126 9:30AM
66126 9:26AM
6626 9:55AM
6626 9:38AM

RRRQ@Q 0 0 0 00 0

Q0«00 O 00 0d

Opened link twice,

Ignored emailor didn't click the link in the email.

Opened link twice, the

Figure SISAT-6: SAT Statistics Tracker Final Results, Campaign ended on 6/9/26

No classmates clicked on the email link. All five friends clicked the link entered credentials but only four

completed the training.
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Source Code
Phishing Email Template

Download phishing-email-template.html

<!-- This phishing site is for educational purposes only.
This simulation has been developed for a CSNT Capstone Project -->
<IDOCTYPE html>
<html>
<head>
<meta charset="UTF-8">
<title>Microsoft Account Password Expiration Notice</title>
</head>
<!-- Microsoft Logo, as a table -->
<body style="margin:0;padding:0;background:#ffffff;font-family:'Segoe
UI',Ardial,sans-serif;">
<table width="100%" border="0" cellspacing="0" cellpadding="0"
style="background:#ffffff;">
<tr>
<td align="center" style="padding:40px 20px;">
<table width="640" border="0" cellspacing="0" cellpadding="0" style="border:1px
solid #edebe9;background:#ffffff;">
<tr>
<td style="padding:32px 32px 24px 32px;">
<div style="font-size:22px;font-weight:600;color:#605e5c;">
<table cellpadding="0" cellspacing="0" border="0" style="margin-bottom:24px;">
<tr>
<td style="width:32px;height:32px;background:#f25022;"></td>
<td style="width:4px;"></td>
<td style="width:32px;height:32px;background:#7fbad0;"></td>
</tr>

<tr>
<td style="height:4px;"></td>
<td></td>
<td></td>
</tr>
<tr>
<td style="width:32px;height:32px;background:#00adef;"></td>
<td style="width:4px;"></td>
<td style="width:32px;height:32px;background:#ffb900;"></td>
</tr>
<!-- Email Body -->
</table>
Microsoft 365 Account Team
</div>
</td>
</tr>

<tr>
<td style="padding:0 32px 20px 32px;">
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<div style="
font-size:42px;
line-height:48px;
font-weight:600;
color:#2563eb;">

Your password expires soon
</div>
</td>
</tr>

<tr>

<td style="

padding:0 32px 18px 32px;
font-size:16px;
line-height:24px;
color:#323130;">

Hello [participants name],
</td>
</tr>

<tr>

<td style="

padding:0 32px 18px 32px;
font-size:16px;
line-height:24px;
color:#323130;">

Your Microsoft 365 account password is scheduled to expire within the next 24
hours.
</td>
</tr>

<tr>

<td style="

padding:0 32px 24px 32px;
font-size:16px;
line-height:24px;
color:#323130;">

To avoid 1dinterruption to Outlook, Teams, OneDrive, and other Microsoft 365
services, please verify your account and update your password.

</td>

</tr>

<!-- Button with clickable click tracking -->

<tr>

<td style="padding:0 32px 32px 32px;">

<a href="https://masterswordpub-net.jaycemangum.com/login.html?p=[ParticipantID]"
style="

background: #2563eb;
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color:#ffffff;
text-decoration:none;
padding:12px 24px;
display:inline-block;
font-size:15px;
font-weight:600;
border-radius:2px;">

Update password
</a>
</td>
</tr>

<tr>

<td style="

padding:0 32px 20px 32px;
font-size:15px;
line-height:22px;
color:#323130;">

If your password has already been updated, you may safely ignore this message.
</td>
</tr>

<tr>

<td style="

padding:0 32px 28px 32px;
font-size:15px;
line-height:22px;
color:#323130;">

Thanks,<br>

The Microsoft 365 Account Team
</td>

</tr>

<tr>

<td style="

padding:20px 32px 32px 32px;
font-size:13px;
line-height:20px;
color:#605e5c;

border-top:1px solid #edebe9;">

Microsoft Corporation<br>
One Microsoft Way<br>
Redmond, WA 98052

</td>

</tr>

</table>

</td>
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</tr>
</table>
</body>
</html>

Suspicious Microsoft 365 Login Page

Download login.html

<!-- This phishing site is for educational purposes only.
This simulation has been developed for a CSNT Capstone Project -->

<!DOCTYPE html>

<html>

<head>
<meta charset="UTF-8">
<title>Microsoft account | Sign In</title>
<link rel="stylesheet" href="style.css">

</head>
<body class="1login-body">
<!-- Microsoft Logo as table -->

<main class="login-card">
<div class="ms-logo">
<span class="sq red"></span>
<span class="sq green'"></span>
<span class="sq blue"></span>
<span class="sq yellow"></span>
</div>

<h1>Sign in</h1>
<p class="subtitle">to continue to Microsoft 365</p>
<!-- Fake Login Credential Form, this information does not get recorded -->
<form id="1loginForm">
<input type="text" placeholder="Email, phone, or Skype"
autocomplete="off">
<input type="password" placeholder="Password" autocomplete="off">

<div class="11inks">
<a href="#">No account? Create one!</a>
<a href="#">Can't access your account?</a>

</div>
<!-- Fake Sign In button -->
<button type="submit"> Sign in</button>
</form>
</main>
<footer>

<a href="#">Terms of use</a>
<a href="#">Privacy & cookies</a>
</footer>
<!-- AWS Lambda API to track link clicks in AWS DynamoDB -->
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<script>
const API_URL = "https://jz4z32p2d6.execute-api.us-west-2.amazonaws.com/default/
mspub-phishing-event-logger";
const params = new URLSearchParams(window.location.search);
const participantId = params.get("p") || "unknown";
function logEvent(eventType, pageName) {
return fetch(API_URL, {
method: "POST",
headers: {
"Content-Type": "application/json"
Iy
body: JSON.stringify({
campaign_id: "MSPUB-SAT-2026-001",
participant_id: participantId,
event_type: eventType,
page: pageName
1)
1)
}
logEvent("email_link_clicked", "login.html");
document.getElementById("loginForm").addEventListener ("submit", function(event) {
event.preventDefault();
logEvent ("login_attempt", "login.html").finally(function() {

window.location.href = "user-failed-phishing-test.html?p=" +
encodeURIComponent(participantld);
1)
1)
</script>
</body>
</html>

Phishing Email Training Page

Download user-failed-phishing-test.html

<!-- This phishing site is for educational purposes only.
This simulation has been developed for a CSNT Capstone Project -->
<I!DOCTYPE html>
<html lang="en">
<head>
<meta charset="UTF-8">
<title>MSPUB Security Awareness Training</title>
<link rel="stylesheet" href="style.css">
</head>
<body class="training-body">

<main class="training-card">
<hl>Secuirty Awareness Training Report</hl>
<h2>Hyahhh! You just 1interacted with a simulated phishing attack!</h2>
<h3>This was a simulated phishing exercise on behalf of your IT &
Cybersecurity team!</h3>
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<p>This exercise was created as part of the Master Sword Publishing
Security Awareness Campaign. Luckily, this simulation did not collect or store
your usernames, passwords, or other personal information.</p>

<h3>What happened?</h3>
<p>
You clicked a link in a simulated Microsoft 365 password
expiration notice and were directed to a fake login page. In a real phishing
attack, entering credentials could allow an attacker access to email, files,
cloud services, and company systems.

</p>

<h3>Warning signs to watch for</h3>
<ul>
<1li>An unexpected password expiration message </1li>
<li>Urgent language pressuring for immediate action</1li>
<li>Embedded login links in email</1li>
<ul>
<1li>The URL for this simulation is <a href="https://
masterswordpub-net.jaycemangum.com/login">https://masterswordpub-
net.jaycemangum.com/login.html</a>, but the actual Microsoft login page 1is, <a
href="https://login.microsoftonline.com">https://login.microsoftonline.com/</
a>.</1i>
</ul>
<li>Sender addresses that do not match the official service.</1li>
<ul>
<1li>The email address for this exercise was,
<u>micrOsoft365-admnistrator@masterswordpublishing.jaycemangum.com</u>, which is
not a Microsoft domain or email address.</1li>
</ul>
<li>Web addresses that are close to, but not exactly the real
website.</1i>
</ul>

<h3>Best practices</h3>
<ul>
<li>Go directly to the Microsoft 365 website instead of clicking
email login links.</1i>
<li>Verify the sender before responding.</li>
<li>Hover over links and buttons before clicking them, to check
if the URL dis legitimate.</1li>
<li>Report suspicious message to your IT department.</1li>
<li>Use Multi Factor Authentication (MFA) whenever available.</
1i>
<li>Use a password manager like 1lPassword, Bitwarden, or
LastPass.</1l1i>
</ul>

<h3>Questions or Concerns?</h3>
<p>
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Please contact the MSPUB IT & Cybersecurity Department if you
believe you have received a suspicious email, text messages or security-related
communication.

</p>

<a class="complete-btn" id="completeTraining" href="heart-container.html">I
Understand</a>

</main>
<!-- AWS Lambda API to track link clicks in AWS DynamoDB -->
<script>

const API_URL = "https://jz4z32p2d6.execute-api.us-west-2.amazonaws.com/default/
mspub-phishing-event-logger";

const params = new URLSearchParams(window.location.search);

const participantId = params.get("p") || "unknown";

fetch(API_URL, {
method: "POST",
headers: {
"Content-Type": "application/json"
Iy
body: JSON.stringify({
campaign_id: "MSPUB-SAT-2026-001",
participant_id: participantId,
event_type: "training_page_view",
page: "user-failed-phishing-test.html"
1)
1)

document.getElementById("completeTraining").href =
"heart-container.html?p=" + encodeURIComponent(participantId);

</script>

</body>

</html>

Training Completed Page

Download heart-container.html

<!-- This phishing site is for educational purposes only.
This simulation has been developed for a CSNT Capstone Project -->
<I!DOCTYPE html>
<html lang="en">
<head>
<meta charset="UTF-8">
<title>Training Completed</title>
<link rel="stylesheet" href="style.css">
</head>
<body class="heart-body">

<main class="heart-card">
<div class="pixel-heart">
<div class="heart-row rowl">. .</d'iv>
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<div class="heart-row row2"> </div>

<div class="heart-row row3'"> </div>

<div class="heart-row row4"> </div>

<div class="heart-row row5"> </div>
</div>

<hl>Heart Container obtained!</hl>
<h2>+1 Security Awareness</h2>
<p>
Congratulations, hero. You completed the MSPUB Security Awareness Training.
</p>

<p>
You gained resistance against phishing attacks by learning how to verify
sender email addresses, inspect links, recongnize fake login pages, and report
suspicious messages to the IT & Cyberseucirty Department.
</p>

<div class="reward-box">
<p><strong>Campaign:</strong> MSPUB-SAT-2026-001</p>
<p><strong>Stratus:</strong> Completed</p>
<p><strong>New Skill:</strong> Phisihing Detection</p>
<p><strong>Issued By:</strong> MSPUB IT & & Cybersecurity Department</p>
</div>

<h3>Please close this tab, when completed viewing or click the button to go
to the MSPUB Portal.</h3>
<a class="complete-btn" href="1index.html">Return to MSPUB Portal</a>
</main>
<!--= AWS Lambda API to track link clicks in AWS DynamoDB -->
<script>
const API_URL = "https://jz4z32p2d6.execute-api.us-west-2.amazonaws.com/
default/mspub-phishing-event-logger";
const params = new URLSearchParams(window.location.search);
const participantId = params.get("p") || "unknown";
fetch(API_URL, {
method: "POST",
headers: {
"Content-Type": "application/json"
b
body: JSON.stringify({
campaign_id: "MSPUB-SAT-2026-001",
participant_id: participantld,
event_type: "training_completed",
page: "heart-container.html"
1)
1)
</script>
</body>
</html>
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Stylesheet for the 3 Webpages

Download style.css

/* This phishing site is for educational purposes only. x/

/* This simulation has been developed for a CSNT Capstone Project x/
/* Fake MS Login Page x/

* {

box-sizing: border-box;

}
body {

margin: 0;

font-family: "Segoe UI", Arial, sans-serif;
}

/* Login Page */
. login-body {
min-height: 100vh;
background:
linear-gradient(rgba(255,255,255,0.85), rgba(255,255,255,0.85)),
radial-gradient(circle at top left, #dbeafe, transparent 30%),
radial-gradient(circle at bottom right, #e0e7ff, transparent 35%);
display: flex;
justify-content: center;
align-items: center;
color: #1f1f1f;
}
.login-card {
width: 440px;
min-height: 390px;
background: #fff;
padding: 44px;
box-shadow: 0 2px 8px rgbha(0,0,0,0.18);
}
.ms-logo {
display: grid;
grid-template-columns: repeat(2, 14px);
grid-template-rows: repeat(2, 14px);
gap: 3pXx;
width: 34px;
margin-bottom: 28px;
}
.sq {
display: block;
width: 14px;
height: 14px;
}
.red { background: #f25022; }
.green { background: #7fbaG0; }
.blue { background: #00a4def; }
.yellow { background: #ffb900; }
.login-card hl {
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font-size: 28px;
font-weight: 600;
margin: 0 0 8px;

}

.subtitle {
margin: 0 0 24px;
color: #444;

}

input {
width: 100%;
border: none;
border-bottom: 1lpx solid #666;
padding: 10px 2px;
margin-bottom: 20px;
font-size: 15px;
outline: none;

}

input:focus {
border-bottom: 2px solid #0067b8;

}

.links {
display: flex;
flex-direction: column;
gap: 8px;
margin: 4px 0 28px;

}

.links a,

footer a {
color: #0067b8;
font-size: 13px;
text-decoration: none;

}

button {
float: right;
background: #0067b8;
color: white;
border: none;
padding: 10px 34px;
font-size: 15px;
cursor: pointer;

}

button:hover {
background: #005a9e;

}

footer {
position: fixed;
bottom: 18px;
right: 30px;
display: flex;
gap: 20px;
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/* MSPUB Training Page */
.training-body {
min-height: 100vh;
background:
radial-gradient(circle at top center, rgba(212, 175, 55, 0.18), transparent
35%),
linear-gradient(135deg, #051f1f, #0b2f2f, #071515);
color: #f5f5f5;
padding: 50px 20px;
}
.training-card {
max-width: 900px;
margin: auto;
background: rgba(15, 45, 45, 0.92);
padding: 44px;
border-radius: 1l4px;
border: 1lpx solid rgba(212, 175, 55, 0.45);
box-shadow: © 8px 28px rgba(0,0,0,0.45);
}
.training-card hl {
color: #d4af37;
margin-top: 0;
font-size: 32px;
}
.training-card h2 {
color: #ffffff;
}
.training-card h3 {
color: #d4af37;
margin-top: 28px;
}
.training-card p,
.training-card 1i {
color: #e8eeee;
line-height: 1.6;
}
.training-card 1i {
margin-bottom: 8px;
}
.complete-btn {
display: inline-block;
margin-top: 24px;
background: #d4af37;
color: #071515;
font-weight: 700;
padding: 12px 22px;
text-decoration: none;
border-radius: 999px;
}

.complete-btn:hover {
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background: #f1d36b;
}

/* Heart Container Completion Page */
.heart-body {

min-height: 100vh;

background:

radial-gradient(circle at top center, rgba(212, 175, 55, 0.22), transparent

35%) ,
linear-gradient(135deg, #031818, #0b2f2f, #020909);
color: #f8fafc;
padding: 50px 20px;
font-family: "Segoe UI", Arial, sans-serif;
}
.heart-card {
max-width: 820px;
margin: auto;
text-align: center;
background: rgba(15, 45, 45, 0.94);
padding: 46px;
border-radius: 16px;
border: 1lpx solid rgba(212, 175, 55, 0.5);
box-shadow: 0 8px 30px rgba(0,0,0,0.5);
}
.pixel-heart {
font-family: monospace;
font-size: 34px;
line-height: 0.82;
color: #ef4444,
text-shadow:
0 0 6px rgbha(239, 68, 68, 0.8),
® 0 1l4px rgba(212, 175, 55, 0.45);
margin-bottom: 28px;
}
.heart-row {
letter-spacing: 2px;
}
.heart-card hl {
color: #d4af37;
font-size: 34px;
margin-bottom: 8px;
}
.heart-card h2 {
color: #ffffff;
font-size: 24px;
margin-bottom: 24px;
}
.heart-card p {
color: #e8eeee;
line-height: 1.6;
}
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.reward-box {
margin: 28px auto;
padding: 20px;
max-width: 540px;
text-align: left;
background: rgba(5, 31, 31, 0.8);
border-left: 4px solid #d4af37;
border-radius: 8px;
+
.reward-box p {
margin: 8px 0;

}
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Incident Response Plan

Scenario

Following a successful phishing simulation, Link, the Cybersecurity Manager, brought the data to MSPUB
leadership to help them recognizes the importance of having a formal incident response plan. The
organization requires documented procedures to respond to security incidents involving malware infections,
phishing attacks, unauthorized access, and data breaches.

Objective

Develop a formal incident response plan that outlines procedures for identifying, containing, eradicating,
recovering from, and documenting cybersecurity incidents.

Master Sword Publishing Incident Response Plan

Executive Summary

Master Sword Publishing (MSPUB) will maintain an Incident Response Plan to identify, contain, eradicate, and
recover from cybersecurity incidents. This plan provides a structured approach for responding to security
events while minimizing business disruption and protecting company systems, data, and users.

Purpose

This document outlines the plan for responding to cybersecurity incidents at Master Sword Publishing
(MSPUB). It defines the roles and responsibilities of the participants involved in the incident response. It also
characterizes the overall incident response process and establishes relationships with other relevant policies
and procedures. Additionally, it provides guidelines for reporting requirements.

The purpose of this Incident Response Plan is to:

+ Detect cybersecurity incidents quickly
- Define the roles associated with the individuals involved in an incident
- Limit damage to company systems

« Protect sensitive information

« Restore normal business operations

« Document lessons learned

» Meet organizational security requirements

Standards Alignment

The Master Sword Publications (MSPUB) Incident Response Plan is aligned with the principles of ISO/IEC
27001 Information Security Management Systems (ISMS) and ISO/IEC 27035 Information Security Incident
Management. These standards provide guidance for establishing, implementing, maintaining, and continually
improving information security processes and incident response capabilities.

This plan incorporated industry best practices for incident preparation, detection, reporting, assessment,
containment, eradication, recovery, post-incident review, and continuous improvement. The procedures
outlined in this document are intended to support MSPUB’s commitment to protecting the confidentiality,
integrity, and availability of organization information assets while maintaining business continuity during
security incidents.
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Scope

This plan applies to all information systems, company data, and networks of MSPUB, as well as any person
or device that accesses system data. This plan applies to the following:

- Windows Server Domain Controllers
« Ubuntu Linux Web Server

« Windows Workstations

- macOS Workstations

- Ubuntu Linux Workstations

« Kali Linux Security Workstations
- Microsoft 365 Services

- Google Workspace Services

+ Apple iCloud Services

« Network Infrastructure

« Company Web Applications

Incident Response Team

In the event of a cybersecurity incident, these are the assigned roles of the individuals apart of the Incident
Response Team. These roles should be reviewed and updated on a quarterly basis.

Role Responsiipltly Point of Contact

Purah Sheikah

IT Administrator Incident coordinator sheikah@masterswordoub.net
. .. . Link Hero
Security Analyst Investigation and analysis T e o e

. - Robbie Sheikah
System Administrator Server remediation  sheikah@masterswordpub.net

Network Administrator Network containment . s R
.mangum@masterswordpub.net

Management Business decisions and Impa Sheikah

9 communications i.sheikah@masterswordpub.net

Incident Response Lifecycle
This section defines the lifecycle of an Incident.

Phase 1: Preparation

This phase prepares employees, critical systems, and data prior to a cybersecurity incident and defines what
activities and actions are to be taken.

« Security Awareness Training: Master Sword Publishing employees will be required to participate in
security awareness trainings on a monthly basis. These trainings may include users watching security
awareness videos, taking a short quiz that tests their knowledge on various cyber attacks, and
participating in controlled simulations developed by the Master Sword Publishing IT & Cybersecurity
department.

« Multi-Factor Authentication (MFA) implementation: All Master Sword Publishing employees will be
required to protect their company user accounts using MFA protection with a company-approved
authentication app. They will be required to enter a verification code before accessing company
resources.
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- Regular System Backups: Backups of critical systems will be backed up using the 3-2-1 backup rule.
Three total copies of all company data will be stored on 2 different media types, and one copy kept off-
premise. A full backup will be run monthly of critical systems and stored onsite. An incremental backup
will be run biweekly and stored through a cloud service provider as well as onsite. Differential Backups
will be run weekly and stored through a cloud service provider. All backups of critical systems will be
performed quarterly to ensure Master Sword Publishing can recover from a cybersecurity incident.

- Endpoint Protection: All Master Sword Publishing workstations and servers will use endpoint
protection tools to detect malware, suspicious activity, and unauthorized changes. Security scans will be
scheduled regularly, and alerts will be reviewed by the IT & Cybersecurity department. Any affected
endpoints will be isolated from the network until it can be investigated and cleared for use.

« Log Monitoring: Master Sword Publishing will review system, authentication, firewall, web server, and
cloud service logs to identify suspicious activity. Logs from Windows Server, Ubuntu Server, Microsoft
365, Google Workspace, AWS, and network devices will be used to support incident detection and
investigation. Logs should be retained long enough to support incident review and post-incident
analysis.

« User Account Management: User accounts will follow the principle of least privilege access.
Employees will only receive access required for their job role. Account activity will be monitored for
failed login attempts, unusual access patterns, and privilege changes. When an incident involves a user
account, IT may disable the account, reset the password, revoke active sessions, and verify MFA
enrollment before restoring access.

Phase 2: Detection and Reporting

Users report an incident to the IT & Cybersecurity team. The IT & Cybersecurity department investigates the
incident by reviewing system logs to determine what systems may be infected, and analyzes elements of
what the user is reporting.

Example Incident:

An employee receives an email claiming that their Microsoft 365 password is about to expire. The employee
clicks the link provided in the message and enters their credentials into a fraudulent login page. Shortly
afterward, security logs show multiple failed login attempts and authentication activity originating from
locations or systems that the user would not normally access. Review of the email headers reveals
authentication failures and other indicators commonly associated with phishing campaigns. The incident is
reported to the MSPUB IT & Cybersecurity department for investigation. Review phishing simulation results
and user behavior metrics.

Phase 3: Assessment and Analysis
Answer the following questions about the incident:
- What happened?

. A MSPUB employee received an email reporting their password was about to expire not sent from the
proper MSPUB IT channels.

- The user entered their credentials into a suspicious web form.

- Reviewing the logs, there have been multiple failed login attempts from the user’s account and the
account appears to be accessing critical IT systems.

+ Which systems are affected?

Microsoft 365 user account

Windows Server Active Directory environment

Windows workstations used by the employee

Microsoft 365 cloud services including Outlook, OneDrive, and Teams
- MSPUB web applications used during the phishing simulation
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- Network authentication and logging systems
- What data is involved?

User account credentials

Company email communications

Authentication and security logs

Employee information stored within company systems

. Files accessible through Microsoft 365 services

Potentially any data accessible through the compromised user account

- What severity level applies?
. High:
- Evidence indicates a user account may have been compromised, and unauthorized access
attempts have been observed against company systems.
- Multiple business systems may be affected, and immediate containment actions are required.

Phase 4: Containment

Objective

Prevent further damage, stop unauthorized access, and limit the spread of the incident while preserving
evidence for investigation.

Short-Term Containment:

- Disable affected user accounts

- Revoke active user sessions

« Block unauthorized IP addresses when applicable
. Isolate affected endpoints from the network

« Preserve relevant logs and evidence

Long-Term Containment:

- Increase monitoring of affected systems and network logs
- Apply temporary access restrictions to affected accounts
. Verify MFA enrollment and enforcement

- Monitor for additional indicators of compromise

- Review related systems for similar activity

Phase 5: Eradication
Eradication Activities:

- Remove phishing emails from company mailboxes

- Reset affected user credentials

- Revoke unauthorized sessions and tokens

- Verify that no malware or malicious software is present

- Review and correct account permissions

. Scan affected systems for indicators of compromise

- Apply required security patches and updates

- Remove unauthorized persistence mechanisms, if discovered

Phase 6: Recovery

Objective

Restore all affected systems and services to normal operation, verify that unauthorized access has been
removed, ensure user credentials are secured, and implement corrective actions to reduce the likelihood of
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future incidents.

Recovery Procedure

In the event a user falls for a phishing email and evidence indicates that an account has been compromised,
the user’s account will be disabled immediately. The user will. Be required to reset their password through the
IT department, and MFA will be enabled if it is not already configured. Affected devices will be removed from
service and investigated for signs of compromise. Logs will be reviewed and malware or antivirus scans will
be performed on affected systems. If necessary, backups will be restored to recover impacted data or
services. Any identified vulnerabilities will be remediated before systems are returned to production. Once the
incident has been confirmed as contained and eradicated, the user account and affected systems will be
restored to normal operations. Additional security awareness training may be provided based on the severity
and root cause of the incident to help prevent similar events in the future.

Phase 7: Post-Incident Review

Objective

Identify lessons learned, improve security controls, and reduce the likelihood of similar incidents occurring in
the future.

Activities:
- Conduct root cause analysis
- Review the incident timeline and response actions
Evaluate the effectiveness of containment and recovery efforts
Identify gaps in policies, procedures, or security controls
- Develop corrective actions
Develop preventive actions
Update incident response documentation as needed
- Determine whether additional user awareness training is required

Roles and Responsibilities

Employees

Master Sword Publishing Employees are responsible for following company security policies, participating in
security awareness trainings, and reporting suspicious emails, security incidents, or unusual system behavior
to the Master Sword Publishing IT & Cybersecurity Department as soon as possible. Employees should not
attempt to investigate or remediate security incidents on their own.

Information Technology & Cybersecurity Department

The Master Sword Publishing IT & Cybersecurity department is responsible for coordinating all incident
response activities. Responsibilities include:

- Incident detection

+ Investigation

« Containment

- Eradication

» Recovery

- Evidence collection
« Documentation

« Post-incident review

The department will also provide guidance and communication to affected users throughout the incident
response process.

System Administrators
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System Administrators are responsible for maintaining servers, network infrastructure, user accounts,
backups, and system security configurations. During an incident, administrators assist with account
management, system isolation, log collection, vulnerability remediation, and restoration of affected services.

Management

Management is responsible for providing oversight and support during security incidents. Responsibilities
include:

« Approving major response actions

« Allocating resources

« Coordinating business communications

« Ensuring compliance with organizational policies and regulatory requirements

Third-Party Service Providers

Third-party service providers may assist with incidents involving cloud services, hosted applications, internet
service providers, or other external systems. Providers may supply technical support, incident-related
information, and recovery assistance when required.

Responsibility Matrix

Role Detection Containment Recovery Documentation
Employees Report Assist Assist N/A
IT & Cybersecurity Lead Lead Lead Lead
S_y;tem Support Support Support Support
Administrators
Management Oversight Approve Oversight Review
Third-Party Providers Support Support Support N/A

Incident Severity Classification

Master Sword Publishing will classify information security incidents based on their impact to business
operations, systems, users, and data. Severity levels help determine response priorities, escalation
requirements, and resource allocation.

Low Severity
Definition: Suspicious activity with no confirmed compromise and minimal impact to business operations.
Examples:

« Spam email reported by a user

+ Blocked phishing attempt

« Antivirus detection with no system impact

« Failed login attempts without account compromise

Response: Handled by IT & Cybersecurity department through normal operational procedures.

Medium Severity

Definition: Potential compromise affecting a single user, device, or non-critical business system.
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Examples:
« Employee clicks a phishing link but no credentials are entered
+ Malware detected on a single workstation
« Unauthorized access attempt to a non-critical system
» Repeated suspicious login activity
Response: Investigation and containment actions initiated by IT & Cybersecurity staff.

High Severity

Definition: Confirmed compromise involving user accounts, critical business systems, or sensitive company
information.

Examples:
« Employee enters credentials into a phishing website
« Unauthorized access to Microsoft 365 services
+ Malware affecting multiple devices
« Data exposure involving company information

Response: Immediate containment and escalation to management. Recovery activities prioritized to minimize
business impact.

Critical Severity

Definition: Major security incident resulting in significant business disruption, widespread compromise,
ransomware activity, or substantial data loss.

Examples:

« Ransomware outbreak

« Multiple compromised user accounts

« Widespread network compromise

+ Extended outage of critical business systems
« Large-scale data breach

Response: Immediate activation of the Incident Response Plan. Executive management and external service
providers may be engaged as required.

Severity Matrix

Severity

Level Color Code Business Impact Example
Low Yellow Minimal Spam email or blocked phishing attempts
Medium Orange Limited Suspicious activity affecting one user
High Red Significant Confirmed account compromise
-- Severe Widespread compromise or ransomware
Resolved Green Normal Operation Systems have been restored

MSPUB Phishing Campaign Example

- If an employee receives a phishing email and reports it without interacting with the message, the
incident would be classified as Low Severity.
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« If an employee clicks the phishing link but does not enter credentials, the incident would be classified as

Medium Severity.
« If an employee enters credentials into a fraudulent login page, the incident would be classified as High
Severity and immediate containment actions would be required.

Incident Scenario

Master Sword Publishing just completed a successful phishing email campaign to get a general scope of how
employees are at recognizing a phishing attack.

Incident ID: MSPUB-SAT-2026-001

Campaign Start Date: 06 June 2026 9:00 AM
Campaign End Date: 10 June 2026 9:00 PM

Phishing Simulation OQutcomes Severity Levels

Scenario Severity Level
User reports email without clicking Low
User opens email but takes no action Low
User clicks phishing link only Medium
User reaches login page but enters nothing Medium

User enters credentials into phishing page
Multiple users enter credentials
Evidence of account compromise after credential entry
Multiple compromised accounts affecting business operations

Malware/ransomware delivered through phishing campaign

MSPUB employees received an email from what appears to be from Microsoft 365 Account Team requiring
immediate action to reset their Microsoft 365 account password.
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Clicking the “Update Password” button takes users to a suspicious sign-in page asking them to enter their
account name and password. In an actual phishing attack, the credential form could record the user’s
username and password.

Microsft account | Sign In

Q o jaycemangum.com

[ 1}
[ |

Sign in

to continue to Microsoft 365

l.hero@masterswrodpub.net

No account? Create one!

Can't access your account?

Terms of use  Privacy & cookies

In this controlled simulation attack, the user’s credentials were not recorded; however, clicking any links or
buttons was logged. Clicking the “Sign in” button took users to a “Security Awareness Training” page where
users learned about how to spot a phishing email and to immediately report them to the IT department.

MSPUB Security Awareness Training X+

Q@ Jaycemangum.com/

Secuirty Awareness Training Report
Hyahhh! You just interacted with a simulated phishing attack!

This was a simulated phishing exercise on behalf of your IT & Cybersecurity team!

This exercise was created as part of the Master Sword Publishing Security Awareness Campaign. Luckily, this
simulation did not collect or store your usernames, passwords, or other personal information.

What happened?

You clicked a link in a simulated Microsoft 365 password expiration notice and were directed to a fake login page.
In a real phishing attack, entering credentials could allow an attacker access to email files, cloud services, and
company systems.

Warning signs to watch for

« An unexpected password expiration message
+ Urgent language pressuring for immediate action
+ Embedded login links in email
o The URL for this simulation is . but the actual
Microsoft login page is,
+ Sender addresses that do not match the official service.
o The email address for this exercise was, micr0soft365-

admnistrator@masterswordpublishing jaycemangum.com, which is not a Microsoft domain or email
address.

« Web addresses thate are close to, but not exactly the real website.

Best practices

* Go directly to the Microsoft 365 website instead of clicking email login links.

« Verify the sender before responding.

« Hover over links and buttons before clicking them, to check if the URL is legitimate.
+ Report suspicious message to your IT department.

* Use Multi Factor Authentication (MFA) whenever available.

+ Use a password manager like 1Password, Bitwarden, or LastPass.

Questions or Concerns?

Please contact the MSPUB IT & Cybersecurity Department if you believe you have received a suspicious email,
text messages or security-related communication.
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Once users completed the training material, they clicked the “I Understand” button, and it took them to a
certification page, congratulating them on completing the training. They were instructed to close this tab.

Training Completed X +

(¢} v Jjaycemangum.com/hea

Heart Container obtained!

+1 Security Awareness

Congratulations, hero. You completed the MSPUB Security Awareness Training.

You gained resistance against phishing attacks by learning how to verify sender email addresses,
inspect links, recongnize fake login pages, and report suspicious messages to the IT & Cyberseucirty
Department.

Campaign: MSPUB-SAT-2026-001

Stratus: Completed

New Skill: Phisihing Detection

Issued By: MSPUB IT & & Cybersecurity Department

Please close this tab, when completed viewing or click the button to go to the
MSPUB Portal.

Return to MSPUB Portal

Each employee was given a ParticipantID to track their progress in an Amazon Web Services DynamoDB,
which can then be recorded into an employee progress tracker.

Table: MSPUB-SAT-2026-001-Results - Items returned (50) (©) (actions ¥ )
Scan started on June 06, 2026, 17:30:39

event_id (String) v campaign_id v event_type v page v participa... ¢ timestamp

7117e50c-dd76-4bc2-9874-0cc865dc3156 MSPUB-SAT-2026-001 training_completed heart-container.html participant00 2026-06-06T22:40:54.333222+00:00
8978e452-a242-4c8Bd-a3c9-9c34cf4c58c7 MSPUB-SAT-2026-001 training_page_view user-failed-phishing-test.html participant00 2026-06-06T22:40:22.062894+00:00
a079343a-c841-407b-9aad-4f970fe7435b MSPUB-SAT-2026-001 login_attempt login.html participant00 2026-06-06T22:40:21.929175+00:00
daf649d0-987d-48fa-97a7-4bd7120d0fc4 MSPUB-SAT-2026-001 email_link_clicked login.html participant00 2026-06-06T22:39:22.327141+00:00

The IT & Cybersecurity department logs this in a separate spreadsheet to track which employees either
ignored or reported the email, or if the employee clicked the link, entered their credentials in the form, and
went through the training.

Participant Tracker

 Paicant 0| [EmaitMame | CustomEmaiButton Lok D | __EmaiSont _| _ il Snt Dote _| Il Lok tck | Login Atompt Cicked | _Trining Viewed | Tiog Comploted | Mows |
participant01  Linda E. Linda v 6/6/26 10:25AM I ) College's email iter
. O for emai,
participant05  Mihail B. Minai v /6726 10:15AM 0
ior emai,
participant0d  Ifu . y v /6726 10:17AM 0O ) olege
U ian emai,
participant13  Maksim M. Maksim o /6726 10:18AM ) College's email iter
0 O for emai,
participant17 MamadouS. Mamadou 7 v /6726 10:20AM O 0
. ] for emai,
participant18  Caden T. Caden o /6126 10:21 AM O a ollege
O O ian email,
participantd7  Taylor M. Taylor v 6/6/26 10:09AM o o v v Opened link twice, the
participant38  Kaii . Kail 4 /6126 9:30AM 4 4 4 O Ignored email or idn't click the ink in the email
participantd)  David M. David v /6726926 AM 4 54 4 v Opened link twice, then filed out the form, and proceeded through the exercise.
participantd0  Anna J. Anna 4 6/6/26 0:55AM 5 54 4 v
participantd1  Mason H. Mason v 6/6/26 0:38AM 4 4 v v

Statistics

Metric Count Percentage

Emais Sont " 10000%
Links Ciicked s are7%
Login Attemts s are7%
Traiing Viewed s are7%
Training Comploted a 3a30%
Did Not Respond s 5000%
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AWS DynamoDB Event Types Severity Levels

event_type ID Severity Level Reason

email_link_clicked Medium User(s) accessed a phishing link

login_attempt User entered their credentials into a credential capture form

- User submitted their credentials to a capture form and reached

training_page_view remediation

training_completed Resolved User completed the Security Awareness Training

Looking at participant00’s data on the AWS DynamoDB table, the user first clicked the email link and was
brought to the credential capture form. This would be classified as Medium Severity. The user then entered
their credentials into the credentials capture form and clicked the fake “sign in” button, which submitted the
form. These events escalated the severity level to High. Once the user read through the training material and
clicked “I Understand,” the user completed their training on phishing emails and moved the incident into the
Resolved level.

Security Awareness Campaign Exception

Incidents generated during authorized Master Sword Publishing Security Awareness Training campaigns are
simulated events and do not represent actual compromises. Severity classifications may still be assigned for
training and reporting purposes to measure employee susceptibility and improve future awareness efforts.

Communication & Escalation Procedures
Purpose

The purpose of communication and escalation procedures is to ensure that security incidents are reported,
communicated, and escalated in a timely manner. Effective communication helps Master Sword Publishing
coordinate response activities, reduce business impact, and maintain accurate documentation throughout the
incident lifecycle.

Incident Reporting

All Master Sword Publishing employees are responsible for reporting suspected security incidents
immediately to the IT & Cybersecurity department. Reports may include suspicious emails, phishing attempts,
malware alerts, unauthorized access attempts, unusual system behavior, or any activity that could affect the
confidentiality, integrity, or availability of company information systems.

Employees should provide as much information as possible, including screenshots, email messages,
timestamps, and descriptions of observed activity.

Escalation Requirements

Low Severity incidents will be handled by the IT & Cybersecurity Department through normal operational
procedures. Management notification is not typically required unless the incident becomes recurring or
indicates a larger security issue.

Medium Severity incidents will be investigated by the IT & Cybersecurity Department. System Administrators
may be notified when technical assistance is required. Management may be informed if business operations
could be affected.

High Severity incidents require immediate notification of Management, the IT & Cybersecurity Department,

and System Administrators. Containment and recovery efforts should begin immediately to minimize business
impact.
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Critical Severity incidents require immediate escalation to executive management and all appropriate
response personnel. External service providers, cloud providers, legal counsel, law enforcement, or regulatory
agencies may be contacted when required by law, contractual obligations, or the severity of the incident.

Communication Methods

Audience Communication Method
Employees Email, Microsoft Teams, Phone
IT & Cybersecurity Department Email, Microsoft Teams, Phone
System Administrators Email, Microsoft Teams, Phone
Management Email, Phone, Scheduled Briefings
Third-Party Providers Vendor Support Portals, Email, Phone

Incident Documentation

All communications related to an incident must be documented. Documentation should include incident
reports, notifications, response actions, decisions made during the investigation, recovery activities, and
post-incident review findings. Incident documentation will be retained in accordance with MSPUB record
retention policies and may be used to support future investigations, audits, security awareness training, and
continuous improvement activities.

During the phishing simulations and security awareness campaigns, participant interactions, training
completion records, and incident metrics may be collected and reviewed by the IT & Cybersecurity
department to evaluate employee awareness and improve future training initiatives.

Evidence Collection & Preservation
Purpose

Evidence collection and preservation are to ensure that relevant information is identified, collected, protected,
and retained throughout the incident response process. Proper evidence handling supports investigations,
recovery efforts, root cause analysis, audits, and potential legal or regulatory requirements.

Evidence Collection

During a security incident, Master Sword Publishing personnel will collect relevant evidence to support
investigation and response activities. Evidence should be gathered as soon as possible while minimizing
disruption to business operations and preserving data integrity.

Examples of Evidence

Evidence collected during an incident may include:

« System and server logs

« Authentication and login records

« Firewall and network logs

« Email messages and email headers

+ Screenshots of suspicious activity

- Malware detection and antivirus reports
« User statements and incident reports
« Security alerts and monitoring records
« AWS CloudWatch logs

« AWS Lambda execution logs

« DynamoDB event records
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+ Microsoft 365 audit logs
« Backup and recovery records

Evidence Preservation

Collected evidence must be protected from unauthorized modification, deletion, or disclosure. Evidence
should be stored in secure locations and access should be limited to personnel directly involved in the
incident. Whenever possible, original evidence should be preserved and copies should be used for analysis to
maintain data integrity.

Chain of Custody

Master Sword Publishing will maintain documentation identifying who collected evidence, when the evidence
was collected, where it was stored, and who has accessed it. Maintaining a chain of custody helps preserve
the integrity and reliability of evidence throughout the investigation process.

Evidence Retention

Incident-related evidence will be retained in accordance with Master Sword Publishing’s record retention
requirements and organizational policies. Evidence may be used for incident investigations, post-incident
reviews, compliance audits, security awareness training, and future security improvements.

Phishing Simulation Example

For phishing awareness campaigns, evidence may include participant interaction records, phishing email
delivery records, login attempt logs, training page views, training completion events, and AWS DynamoDB
records collected throughout the Master Sword Publishing Security Awareness Training platform. These
records may be analyzed to measure employee awareness and improve future training initiatives.

Continuous Improvement
Purpose

Continuous improvements ensure that Master Sword Publishing learns from security incidents and
continuously strengthens its security posture. Following each incident, the organization will review response
activities, identify areas for improvement, and implement corrective actions to reduce the likelihood and
impact of future incidents.

Post-Incident Review

Following the resolution of an incident, Master Sword Publishing will conduct a Post-Incident Review to
evaluate the effectiveness of the response process. This review should occur as soon as recovery activities
have been completed.

The review will focus on:

+ Incident timeline and sequence of events

« Effectiveness of detection and reporting

« Containment and eradication activities

« Recovery efforts

« Communication and escalation procedures
« Impact of business operations

- Opportunities for improvement

Root Cause Analysis

Master Sword Publishing will perform a Root Cause Analysis to identify the underlying factors that
contributed to the incident. Understanding the root cause helps prevent similar incidents from occurring in the
future.

308



Part 4: Network Security and Encryption & Server Administration
Examples may include:

« Successful phishing attacks

+ Weak passwords

« Lack of user awareness

+ Misconfigured systems

 Delayed detection of suspicious activity
« Unpatched software vulnerabilities
Inadequate security controls

Corrective Actions

Corrective actions will be developed and implemented to address weaknesses identified during the Post-
Incident Review.

Examples may include:

« Updating security policies and procedures

« Improving monitoring and alerting capabilities
« Enhancing access control measures

+ Implementing additional security controls

« Updating incident response documentation

- Strengthening authentication requirements

Security Awareness and Training (SAT)

Master Sword Publishing recognizes that employees play a critical role in information security. Security
awareness training will be reviewed and updated regularly based on incident trends and lessons learned.

Activities may include:

« Additional phishing awareness training

« Simulated phishing campaigns

«» Security awareness reminders

« User education on reporting suspicious activity

+ Review of common social engineering techniques

Future Testing and Exercises

To ensure continued readiness, Master Sword Publishing will periodically test its Incident Response Plan
through tabletop exercises, phishing simulations, and other security awareness activities. Results from these
exercises will be reviewed and used to improve response procedures, training materials, and organizational
preparedness.

Continuous Improvement Objectives

Master Sword Publishing will strive to:

« Improve incident detection capabilities

« Reduce response and recovery times

« Increase employee security awareness

- Strengthen security controls

« Improve documentation and record-keeping
+ Reduce the likelihood of future incidents

Results from the MSPUB Security Awareness Training (SAT) phishing simulation program will be reviewed to
identify trends in employee behavior, measure training effectiveness, and support future security awareness
initiatives. Findings may be incorporated into future training campaigns, incident response procedures, and

security improvement efforts.
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Legal & Regulatory Considerations

Master Sword Publishing will comply with applicable legal, contractual, and regulatory requirements when
responding to security incidents. Depending on the nature and severity of an incident, MSPUB may be
required to preserve evidence, notify affected parties, coordinate with third-party service providers, or comply
with reporting obligations.

All incident investigations will be conducted in accordance with organizational policies and applicable laws.
Sensitive information collected during investigations will be protected from unauthorized disclosure, and
access will be limited to authorized personnel.

Document Control

The purpose of Document Control and Maintenance is to ensure that the Master Sword Publishing Incident
Repose Plan remains current, accurate, and effective. This document will be reviewed regularly and updated
as necessary to reflect changes in technology, business operations, security requirements, and lessons
learned from incidents and exercises.

Item Value

Document Name MSPUB Incident Response Plan

Version 1.0

Owner MSPUB IT & Cybersecurity Department
Approved By MSPUB Management

Effective Date June 2026

Review Cycle Annually or following a major security incident

Review & Update Process

The MSPUB IT & Cybersecurity department is responsible for reviewing and maintaining this Incident
Response Plan. Reviews will be conducted annually and after significant security incidents, organizational
changes, technology changes, or regulatory updates.

Distribution

The Incident Repose Plan will be made available to authorized Master Sword Publishing personnel for
incident repose activities. Employees may be provided with relevant portions of the plan based on their roles
and responsibilities as part of their onboarding documentation and in the employee handbook.

Plan Testing

To ensure effectiveness, Master Sword Publishing will periodically test the Incident Response Plan through
tabletop exercises, phishing simulations, security awareness training activities, and incident response drills.
Results from testing activities will be documented and used to support continuous improvement efforts.
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