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Executive Summary
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 Designed and implemented a small-scale
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enterprise environment. ‘
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 Deployed Windows Server, Linux, macOS, ~ ,L/\\\
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and security testing systems

e Developed Python automation solutions
for Linux-based system configurations and
user management

* Implemented security controls, incident
response plan, and AWS-based security

awareness training system



Project Overview
MSPUB Environment

e Home Lab

e / Virtual Machines

e Virtual Networking
 Networking

e Physical Equipment
e Python Automation Scripts

e Security Implementations

e AWS Cloud Environment

Master Sword Publishing Virtual Home Lab Topology

Parallels

«—
NAT Internet connection

>

Internet Access
Shared Connection using
NAT

MSPUB-GLEEOK-DCO01
Windows Server 2025
Standard
Primary Domain
Controller/DNS Server
MSPUB IP: 10.0.0.11
MSPUB DNS Servers:
10.0.0.11, 10.0.0.12

Parallels-NAT: DHCP

MSPUB-WS-VM01-WIN
Windows 11 Pro
MSPUB IP: 10.0.0.101
MSPUB DNS Server:

10.0.0.11, 10.0.0.12
Parallels-NAT: DHCP

-

Parallels-NAT
Parallels Virtual Network
Internet Gateway
IP: 10.211.55.1
Subnet mask:
255.255.255.0

MSPUB-COLGERA-DMO1
Windows Server 2025
Standard
Secondary Domain
Controller/DNS Server
MSPUB IP: 10.0.0.12
MSPUB DNS Server:

10.0.0.11, 10.0.0.12
Parallels-NAT: DHCP

MSPUB-WS-VM02-UBT
Ubuntu Desktop 26.04 LTE
MSPUB IP: 10.0.0.102
MSPUB DNS Server:
10.0.0.11,10.0.0.12
Parallels-NAT: DHCP

Line Key:

MSPUB Network connection

Host Mac
Hypervisor: Parallels

:

MSPUB-NET
Parallels Virtual Network
Router (No Internet Access
IP: 10.0.0.1
Subnet mask:
255.255.0.0

MSPUB-LYNEL-WEBO1
Ubuntu Server 26.04 LTE
Web/App Server
MSPUB IP: 10.0.0.13
MSPUB DNS Server:
10.0.0.11, 10.0.0.12

Parallels-NAT: DHCP

MSPUB-WS-VM03-MAC
macOS 26.5.0 Tahoe
MSPUB IP: 10.0.0.103
MSPUB DNS Server:
10.0.0.11,10.0.0.12
Parallels-NAT: DHCP

MSPUB-WS-VM04-KAL
Kali Linux 26
Cyber Security Workstation
MSPUB IP: 10.0.0.104
MSPUB DNS Server:
10.0.0.11, 10.0.0.12
Parallels-NAT: None




Physical Network Design

& Topology

UniFi Dream Machine Pro
e Gateway/Router/Firewall

UniFi Switch Pro 24 PoE+

e Managed Switch w/ Power Over Ethernet
support

UniFi Switch 24
e Managed Switch
UniFi Access Point Pro 6

e ? Wireless Access Points

Master Sword

Publishing Network Topology

Line Key:

CAT6 - Ethernet Wireless Connection Broadcast

@ @

WAN 1 WAN 2
Primary Internet Failover Internet
Access Access
IP: 172.x.X.X IP: 10.X.X.X

| Seee am

UDM Pro
Gateway/Router/Firewall
VLAN 10
IP: 192.168.10.1

UniFi Switch 24 ;

USW Pro 24 PoE+
Managed Switch 1
VLAN 10
IP: 192.168.10.2

UAP Pro 6 & UAPPro6 - 192.168.50.x
g WAP 1 WAP2 IT-Cyber
. 192.168.10.4 . s 192168105 . Workstations
¢ o Q L

MSPUB-Guest

Splash Page
VLAN 80
192.168.80.x

' -

| MSPUB-HQ
Wireless Network

| WPA3-Personal

| VLAN 30, 40, 50, 60

]

]

]

l

Administration
Workstations
VLAN 30
192.168.30.x

Wireless Network

________ g )

Managed Switch 2
VLAN10
IP: 192.168.10.3

=

Online Services
Workstations
VLAN 50

VLAN 60
°°°°° 192.168.60.x

MSPUB Servers
Infrastructure
VLAN 20
192.168.20.x

Publishing
Workstations — -
VLAN 40 x

192.168.40.x Inactive Ports

Disabled
VLAN 99
None




VLAN Segmentation
& IP Addressing

Infrastructure Servers Administration Publishing S::\::::s IT-Cyber N(:tuv‘:::k (Di:c::cl:::(l)’l:rts)
(o) 20 30 40 50 60 80 y 113
5 3 2 4 1 4 254 0
192.168.10.0/29 192.168.20.0/29 192.168.30.0/29 192.168.40.0/29 192.168.50.0/30 192.168.60.0/28 192.168.80.0/24 No DHCP
192.168.10.1 192.168.20.1 192.168.30.1 192.168.40.1 192.168.50.1 192.168.60.1 192.168.80.1 None
255.255.255.248 255.255.255.248 255.255.255.248 255.255.255.248 255.255.255.252 255'322'255' 255.255.255.0 N/A
opemor | wema | wmesr | weor | wmcer | SSSOL | g e
192.168.10.7 192.168.20.7 192.168.20.7 192.168.40.7 192.168.50.3 192.168.60.15 192.168.80.255 None
6 6 6 6 2 10 254 0




Infrastructure
Implementation

MSPUB Virtual Machine Inventory

R
(O Sl

Control Center 8=

B MSPUB-COLGERA-DMO1

B MSPUB-GLEEOK-DCO1

B MSPUB-LYNEL-WEBO1

B MSPUB-WS-VMO1-WIN

B MSPUB-WS-VM02-UBT

MSPUB-WS-VM03-MAC

B MSPUB-WS-VM04-KAL

MSPUBWSVMO4KAL @ @ @ R & N 0 ¢ 8 <« @
| = 00 ao20|6

About the Xfce Desktop Environment

System  About  Credits  Debian  Copyright

De MSPUB-WS-VM04-KAL
e Kali GNU/Linux Rolling
0s 64-bit
Dist Debian

fi s 4.20

32452
6.19.14+kali-arm64
xn

19GiB
virgl
" Virtio1.0 GPU

QHelp x Close

Recycle Bin

Microsoft
Edge

Mac Files.

@& Finder

MSPUB-COLGERADMO1 @ @ ) @ & & <@ ¢

Robbie Sheikah

rsheikah@masterswordpub.net

Time & lang

Wi

Edit View Go Window Help
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@1V Menage Took  View

MSPUBWSVMOT-WN @ @ i & & @ <
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No dedicated VRAM

Q

Help

2

VORD

>

Apple Virtual Machine 1

Chip

Memory
Startup disk
Serial number
macos

Apple M4 Max
(Virtual)

8cB
Macintosh HD
ZBXVVO4NXK
Tahoe 265

More Info...

E——"1

et

Fri Jun 12 11:15PM

- W

XX MSPUBLYNELWERB)1 @ @ f @ @ & N < ¢

Ubuntu 26.04 LTS MSPUB-LYNEL-WEBO1 ttyl

Try contacting this WM's SSH server via 'ssh v 3221225473" from host.

MSPUB-LYNEL-WEB@1 login: mspubadmin

Passuord:

Helcome to Ubuntu 26.04 LTS (GNU/Linux 7.9.9-22-generic aarched)

* Documentation: https://docs.ubuntu.com

* Managenent : https://landscape. canonical.com

* Support: https://ubuntu. com/pro

System information as of Fri Jun 12 10:55:06 PH PDT 2026
System load: .39 Processes: 148

37.7% of 10.7068 Users logged in: 0
: 8% IPv4 address for enposé: 10.0.0.13
Swap usage: 0%
=> There is 1 zombie process.

* Strictly confined Kubernetes makes edge and IoT secure. Learn how Microkes
Jjust raised the bar for easy, resilient and secure K8s cluster deployment.
https://ubuntu.con/engage/secure-kubernetes-at - the-edge

Expanded Security Maintenance for fipplications is not enabled.
© updates can be applied immediately.

Enable ESM fipps to receive additional future security updates.
See https://ubuntu.com/esm or run: sudo pro status

The list of available updates is more than a week old.

To check for new updates run: sudo apt update
mspubadmin@MSPUB-LYNEL -HEBO1: “$ hostname

MSPUB-LYNEL -HEBOL

mspubacnin@MSPUB-LYNEL -WEB01: “$ _

(XX} MSPUBWS-VMO2-UBT @ @ ) ® @ @ ® <

- Jun12 23:07

6 Q Settings = (¢

L#) Appearance

=

. B Ubuntu Desktop

. e

0 Notifications VMO2-UBT

é Q search

Operating System
& Online Accounts Ubuntu 26.04 LTS
Hardware Model
3 sharing Parallels International GmbH. Parallels ARM Virtual Machine
8 & Wellbeing Proc
(null) x 2
Mouse & Touchpad
Keyboard Disk Capacity
268GB

0

®

@ Color Management
System Details

=

S Printers

+ Accessibility

® Privacy & Security

g’
\., @ system
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=}

@




MSPUB Virtual Network

Configuration

MSPUB AD Domain

10.0.0.11 (Primary) 10.0.0/1 055.255.0.0 10.0.0.1

masterswordpub.net MSPUB
10.0.0.12 (Secondary) 10.0.0.12

Virtual Machine Network Settings

10.0.0.1
MSPUB-WS-VMO1-WIN 10.0.0.101 10.0.0.1 255.255.0.0 10.0.012
10.0.0.11

MSPUB-WS-VMO2-UBT 10.0.0.102 10.0.0.1 255.255.0.0
10.0.0.12
10.0.0.11

MSPUB-WS-VM0O3-MAC 10.0.0.103 10.0.0.1 255.255.0.0
10.0.0.12
10.0.0.1

MSPUB-WS-VM0O4-KAL 10.0.0.104 10.0.0.1 255.255.0.0
10.0.0.12
10.0.0.11

MSPUB-COLGERA-DMO1 10.0.0.12 10.0.0.1 255.255.0.0
10.0.0.12
MSPUB-LYNEL-WEBO1 10.0.0.13 10.0.0.1 255.255.0.0 10.0.011
R R R 10.0.0.12



http://masterswordpub.net

Linux Automation
Python Scripts

Webserver System Configuration Script User Management Script

e Nginx Installation & Configuration e User creation/deletion
e SFTP Installation & Configuration e Group Management

e UFW Configuratio e CSV Imports

* | ogging * | ogging

) o = o po
. @@ ® & C (A Notsecure 10.0.0.9 ATy R OG v 8 - @ cha

@HSPUB-L YNEL -VEB61
17:19:3 t

“ 3R @ | N LWlech ¥ LWTech Okta Das.. cteLink LWTech Canvas Cengage  \ Microsoft Azure... ® Amazon Web Ser... >

;Spubadlin@-Spub~tesi—ubtsrv:

/* Master Sword Publishing Capstone Project [ u lj I:I : a |_] t h F_‘ rl t 1 I: a t E‘ ] F, a S l_.'l I:I l_ Ij :

@ MSPUB | CSNT 253: Capstone Proje: X

S + NewTab xT

ARNING: apt does not have a stable CLI interface. Use with cauti

curity.ubuntu.conthttp

ntu. com/ubun tu/pool/mai
P y.ubuntu.con:80 (172.66.152.176), connecti

on_1.28.3-2ubuntul

deb Unable to connect
uL.1_arn6d ol
N

d not connect tc

ot

/-
Hyrule's #1 Publishing Company |

This internal website was created by Jayce Mangum for CSNT253: Capstone Project. This
was created to demonstrate deploying a Python script to configure a Ubuntu Web Server
running Nginx.
ar/ v/ naste b, ne t/index. ht - .

rapub-net/{ndex ntat 0 p tions:

default Currently hosted on: MSPUB-LYNEL-WEB01 running Ubuntu Server 2f
t

etc/nginx/si tes-enabled/nastersvordpub . net

able/

eload nginx
4 successfull

FUE Department Group
Custom Group

S er
R Capstone Project Components P — o
4, ng er
c e -~ v
A+ Software Shells & Scripts Network . User to Group
Essentials & A+ Fundamentals & - -
Hardware Automated Sysem Administration 6, F or Tala Ij |_ h an '.:7, e
Configuration Script =
Virtual Machine Home Networking Components - Lis =
i « Update package il 15 rs
repositories « Configure a Ubiquiti
o « Install Nginx Router & Swiiches y - —r R o~ e
o * Install and enable + Configure Firewall , Bulk User Im potr t from C
Controller, Domain . mggfgsm, E:‘S‘:SA"”“ Control A X % - .
S Manager M. support « Implement Quality of 9, Bulk User Deletion from
Web/App Server « Configure UFW Service priortizing
+ Windows 11: Domain firewall rules network trafiic
Workstation * Allow HTTP, SSH,
» Ubuntu Desktop and SFTP traffic Wireless Access Points
26.04: Domain © @ DEIIERE
Workstation web directory « Configure WAPs for X
« macOS 26 Tahoe: » Create SFTP upload seamless connectivity
Domain Workstation directory « Implement secuirty
« Kali Linux 2026: 0 ;’::;e Publishing protocols WPA3
i Enterprise
&mrs;x:;ny «+ Deploy a basic i

internal landing page

Troubleshooting ° ::::i‘;‘;:ﬁ:a‘e e

Scenarios « Enable and start
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M
~
Q
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Linux Automation Scripts

Demonstratmn

ss MSN  Discover News WorldCup Sports Play Money Weather Watch Shopping



https://www.youtube.com/watch?v=i2Y9aPIboW8

Security

Implementations

Windows Detfender

macOS Security Settings

Ubuntu Firewall/Security contiguration
Active Directory authentication
Security Awareness Training Campaign

Incident Response Plan

& System Settings

MAY
M T WT F

4 5 6 7 8
1 12 13 14 15
18 19 20 21 22

25 26 €F) 28 29

Edit View Window Help

00
Q Search
© Focus

@ Screen Time

8 Lock Screen
' Privacy & Security
. Login Password

B2 Users & Groups

@ Internet Accounts

a Game Center

@ icioud

&8 Wallet & Apple Pay

. Keyboard

. Mouse

. Printers & Scanners

Vo N
= NAwa——

Lockdown Mode

' Lockdown Mode

Turn on this extreme protection if you believe you're being

Q

targeted in a cyberattack. Apps, websites, and feature
functionality will be limited and some experiences may be

completely unavailable.

Learn more

000 R 0000 PFROO

MSPUB Default Password: [EIXIIIIIITTII

= I

MSPUB-WS-VMO1-WIN g 0

Other user

MSPUB Username: MSPUB\z.princess

mspubadmin

Other user

)

Sign in to: MSPUB

How do I sign in to another domain?

QRS G

ENG

®

¢

>

[ =}
-

Wed May 27 8:28PM

-~ W

BB«

(]

w0



Securlity Awareness
Training (SAT) Incident Response Plan (IRP)
& Incident Response e ISO 27001 alignment

Security Awareness Training Simulation o Detection

® Phishing campaign
e Containment

e Credential harvesting simulation
®* Recovery

* |[mmediate user training

Severity Matrix

0 B I T &Ko S m -+ B

1Message

‘ Microsoft 365 Account Team
Action Required: Microsoft 365 password expires in 24 hours
To: s-jayce.mangum@Iwtech.edu

Low Yellow e o Spam email or blocked

= phishing attempts
am o Suspicious activit
Your password expires soon Lim |ted b . Y
affecting one user
icrosoft 365 account password is scheduled to expire within the next 24 . . Confirmed CICCOunt
— — Sifelaliilelolal .
compromise
s » Widespread compromise or
o Dark Red Severe > p
ransomware

Systems have been
restored

Normal Operation
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P00 & C O nhitps://masterswordpub-net.jaycemangum.com/heart-container.htm|?p=CAPSTONE-PRESENTATION

v ¥ O N LWTech ¥ LWTech Okta Das... ctelink LWTech Canvas Cengage ) Microsoft Azure.. @ Amazon Web Ser.. ) Google Cloud co..  [7) Captstone Resea.. U UniFl Site Manager

Heart Container obtained!
+1 Security Awareness

Congratulations, hero. You completed the MSPUB Security Awareness Training.

You gained resistance against phishing attacks by leaming how to verify sender email addresses,
inspect links, recongnize fake login pages, and report suspicious messages to the IT & Cyberseucirty
Department.

Campaign: MSPUB-SAT-2026-001

Stratus: Completed

New Skill: Phisihing Detection

Issued By: MSPUB IT & & Cybersecurity Department

Viewigg or oligk the bution to g

Security Awareness Ttai Trdining Campa

Return to MSPUB Portal

Demonstration



https://www.youtube.com/watch?v=tBTrk6MJ5eg

MSPUB SAT Simulation

AWS Workilow Topology

Security Awareness Training AWS Topology

O @
dah

Partici i
articipant Emai MS365 Phishing Link

in Email

Amazon CloudFront
Distribution

login.html
Suspicious MS Sign in

—_ ’ - e - -
Amazon S3 Static JavaScript
Website Bucket user~r’a|[ed-phs|r.|ng- pOST EVent

test.ntml '
Training Page Function

= 8 Y,

API Gateway / |

AWS Lambda !
1

heart-containerhtml
Training Completion
Page

AWS Lambda
mspub-phishing-
event-logger

Amazon DynamoDB Table

Amazon CloudWatch MSPUB-SAT-2026-001- Amazon DynamoDB
Monitoring / Troubleshooting Results




MSPUB SAT Simulation

Results

Scenario Severity Level

User reports email without clicking

e \Who received the emails?

User opens email but takes no action

User clicks phishing link onl
e 5 Students phishing link only
User reaches login page but enters nothing
® Professo I E p pS User enters credentials into phishing page
Multiple users enter credentials
o 5 Frl en d S Evidence of account compromise after credential entry
Multiple compromised accounts affecting business operations Critical
® Pa rt| Cl pa nt | D adSS| 9 nme nt Malware/ransomware delivered through phishing campaign Critical

e 5/11 participants opened and entered credentials

**Note: If you did not receive the message, it was discovered that LWTech’s Email Filters may have blocked it, moved it to junk, and
deleted the message entirely.



SPUB SAT Simulation

Results Tracker

participant00

participantO1

participant02
participant03
participant04
participant05

participant06
participant07
participant08
participant09

participant10
participanti1
participant12
participant13

participant14
participant15
participant16
participant17

participant18

participant19
participant37
participant38
participant39
participant40
participant41
participant42
participant43
participant44
participant45

Link H.

Linda E.

Bob H.
Brent B.
Alyx B.
Mihail B.

Joshua B.
Tim C.
Keith C.
Iftu I

Mateen K.
Akshatha K.
Brandon M.
Maksim M.

Dylan R.
Zach S.
Hutton S.

Mamadou S.

CadenT.

Gilbert W.
Taylor M.
Kali T.
David M.
Anna J.
Mason H.
Stacey M.
Corey M.
Kyrah B.
Tristan B.

https://masterswordpub-net.jaycemangum.com/login.html?p=participant00

https://masterswordpub-net.jaycemangum.com/login.html?p=participant01

https://masterswordpub-net.jaycemangum.com/login.html?p=participant02
https://masterswordpub-net.jaycemangum.com/login.html?p=participant03
https://masterswordpub-net.jaycemangum.com/login.html?p=participant04

https://masterswordpub-net.jaycemangum.com/login.html?p=participant05

https://masterswordpub-net.jaycemangum.com/login.html?p=participant06
https://masterswordpub-net.jaycemangum.com/login.html|?p=participant07
https://masterswordpub-net.jaycemangum.com/login.html?p=participant08

https://masterswordpub-net.jaycemangum.com/login.html|?p=participant09

https://masterswordpub-net.jaycemangum.com/login.html?p=participant10
https://masterswordpub-net.jaycemangum.com/login.html?p=participant11
https://masterswordpub-net.jaycemangum.com/login.html?p=participant12

https://masterswordpub-net.jaycemangum.com/login.html?p=participant13

https://masterswordpub-net.jaycemangum.com/login.html?p=participant14
https://masterswordpub-net.jaycemangum.com/login.html|?p=participant15
https://masterswordpub-net.jaycemangum.com/login.html?p=participant16

https://masterswordpub-net.jaycemangum.com/login.html?p=participant17

https://masterswordpub-net.jaycemangum.com/login.html?p=participant18

https://masterswordpub-net.jaycemangum.com/login.html|?p=participant19
https://masterswordpub-net.jaycemangum.com/login.html?p=participant20
https://masterswordpub-net.jaycemangum.com/login.html?p=participant21
https://masterswordpub-net.jaycemangum.com/login.html?p=participant22
https://masterswordpub-net.jaycemangum.com/login.html|?p=participant23
https://masterswordpub-net.jaycemangum.com/login.html?p=participant24
https://masterswordpub-net.jaycemangum.com/login.html?p=participant25
https://masterswordpub-net.jaycemangum.com/login.html?p=participant26
https://masterswordpub-net.jaycemangum.com/login.html|?p=participant27

https://masterswordpub-net.jaycemangum.com/login.html?p=participant28

Participant Tracker

6/6/26 7:06 PM

6/6/26 10:25 AM

N/A

N/A

N/A
6/6/26 10:15AM

N/A

N/A

N/A
6/6/26 10:17 AM

N/A

N/A

N/A
6/6/26 10:18 AM

N/A

N/A

N/A
6/6/26 10:20 AM

6/6/26 10:21 AM

N/A
6/6/26 10:09 AM
6/6/26 9:30 AM
6/6/26 9:26 AM
6/6/26 9:55 AM
6/6/26 9:38 AM
N/A
N/A
N/A
N/A

Statistics

Metric Percentage

Emails Sent 100.00%
Links Clicked 41.67%
Login Attempts 41.67%
Training Viewed 41.67%
Training Completed 33.33%
Did Not Respond 50.00%

This account was used for documentation purposes to demonstrate the work flow
of this phishing campaign. (Does not count towards statistics)

College’s email filter system appears to have tried verifying the email link.
Participant has either ignored the email, or didn’t click the link.

Email not sent, was not selected by the random wheel of names.
Email not sent, was not selected by the random wheel of names.
Email not sent, was not selected by the random wheel of names.

College’s email filter system appears to have tried verifying the email link.
Participant has either ignored the email, or didn’t click the link.

Email not sent, was not selected by the random wheel of names.
Email not sent, was not selected by the random wheel of names.
Email not sent, was not selected by the random wheel of names.

College’s email filter system appears to have tried verifying the email link.
Participant has either ignored the email, or didn’t click the link.

Email not sent, was not selected by the random wheel of names.
Email not sent, was not selected by the random wheel of names.
Email not sent, was not selected by the random wheel of names.

College’s email filter system appears to have tried verifying the email link.
Participant has either ignored the email, or didn’t click the link.

Email not sent, was not selected by the random wheel of names.
Email not sent, was not selected by the random wheel of names.
Email not sent, was not selected by the random wheel of names.

College’s email filter system appears to have tried verifying the email link.
Participant has either ignored the email, or didn’t click the link.

College’s email filter system appears to have tried verifying the email link.
Participant has either ignored the email, or didn’t click the link.

Email not sent, was not selected by the random wheel of names.
Opened link twice, then filled out the form, and proceeded through the exercise.
Ignored email or didn’t click the link in the email.

Opened link twice, then filled out the form, and proceeded through the exercise.

Email not sent, was not selected by the random wheel of names.
Email not sent, was not selected by the random wheel of names.
Email not sent, was not selected by the random wheel of names.

Email not sent, was not selected by the random wheel of names.




Troubleshooting Scenario

e00 MSPUB-WS-VM02-UBT 0@ @NL LB oE e« LA MSPUB-WS-VM02-UBT SN LB oE e«
Jun12 21:20 20 @ - - Jun12 21:28 24 @
_ ) m.twili@masterswordpub.net@MSPUB-WS-VM02-UBT: ~ ;= -
B @ Problem loadingpage x + v 8 © €& 6 " - B = - a x
<« > C ® www.mozilla.org/privacy/firefox/ o @ 9 = rdpub.net@MSPUB-WS-VMO2-UBT:~$ ip a

° ° ° : :
e 1: <LOOPBACK,UP,LOWER_UP> mtu 65536 qdisc noqueue state UNKNOWN group default glen 1000
. link/loopback ©0:00:00:00:00:00 brd 00:00:00:00:00:00
inet /8 scope host lo
valid_lft forever preferred_Llft forever
Server Not Found inet6 ::1/128 scope host noprefixroute
valid_lft forever preferred_Llft forever
2 <BROADCAST ,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc fq_codel state group default glen 1000
link/ether @0:1c:42:5e:5f:e6 brd ff:ff:ff:ff:ff:ff
a altname enx@01c425e5fe6
8 <BROADCAST ,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc fq_codel state UP group default gqlen 1000
® O € link/ether @0:1c:42:bf:3c:ec brd ff:ff:ff:ff:ff:ff
> altname enx001c42bf3cec
inet /16 brd scope global noprefixroute enpOs6

Firefox can’t connect to the server at

- www.mozilla.org
é» - 5
— 2 !

m.twili@masterswordpub.net@MSPUB-WS-VM02-UBT: ~ P

[+

wordpub.r MSPUB-WS-VMO2-UBT:~$ ping -c 5 google.com

@ OENC!

i ping: google.com: Temporary failure in nam
rsy 3-WS-VMO2-UBT:~$ ping -c 5 8.8.8.8
PING 8.8.8.8 (8.8.8.8) 56(84) bytes of dat

wordpub.r MSPUB-

e resolution

a.

valid_lft forever preferred_Llft forever
inet6 fe80::313a:a177:f5e:7f12/64 scope link noprefixroute
valid 1ft forever preferred 1ft forever

From 10.0.0.102 icmp_seq=1 Destination Host Unreachable ¥ ~swordpub. net@MSPUB-WS-VMO2-UBT: ~$ nmcli dev show | grep DNS
From 10.0.0.102 icmp_seq=2 Destination Host Unreachable IP4.0NS[1]: 192.168.0.1

From 10.0.0.102 icmp_seq=3 Destination Host Unreachable A =)oy BT -5 1

From 10.0.0.102 icmp_seq=4 Destination Host linreachable

From 10.0.0.

PY P bl 102 icmp_seq=5 D o @ @ MSPUB-WS-VMO02-UBT o) S N I I V= W o I 23 I )
. . -

I ( ) e' ' . --- 8.8.8.8 ping statistics

ke 5 packets transmitted, © rec( Jun12 21:56 S 1 @

pipe 3 -
St wordpub.r &) | MSPUB | CSNT 253: Capstonc X + v E ) e m.twili@masterswordpub.n... mw = @ 0O &
;3 communications error to 1.

;5 Got SERVFAIL reply from 1.

Server: 127.0.0.53 € > C © masterswordpub-net ¥y @VPN @ &Y 3 géoéle = rdpub.net@ISPUB-WS-VMO2-UBT:~$ ping -c 4
Add : 127.0.0.53#5 [ .

ress . PING google.com (74.125.199.139) 56(84) bytes of data.
** server can't find masters / Master Sword Publishing Capstone Project 64 bytes from ph-in-f139.1e100.net (74.125.199.139): icmp_

seq=1 ttl=128 time=7.71 ms

e User unable to access internal services/web

Jtw wordpub.r 64 bytes from ph-in-f139.1e100.net (74.125.199.139): icmp_
’. PING 10.0.0.12 (10.0.0.12) S seq=2 ttl=128 time=7.78 ms
\.) 5 LR e 0678 ey 64 bytes from ph-in-f139.1e100.net (74.125.199.139): icmp_
64 bytes from 10.0.0.12: icm seq=3 ttl=128 time=7.83 ms
a es é 64 bytes from ph-in-f139.1e100.net (74.125.199.139): icmp_
seq=4 ttl=128 time=8.97 ms
= ) --- google.com ping statistics ---
- 4 packets transmitted, 4 received, 0% packet loss, time 30
06ms . .
Problem- Not reSC)lV” rtt min/avg/max/ndev = 7.765/8.071/8.968/6.519 ms o address (|p a) aﬂd DNS
S rswordpub. MSPUB-WS-VM@2-UBT:~$ ping -c 4 4
. . 10.0.0.11
® | nV -tl -tl n . 1 PING 10..6.11 (10.0.0.11) 56(84) bytes of data. T0W | grep DNS)
o yru e S 64 bytes from 10.0.0.11: icmp_seq=1 tt1=128 time=0.734 ms
64 bytes from 10.0.0.11: icmp_seq=2 ttl=128 time=1.04 ms
bl o h = 64 bytes from 10.0.0.11: icmp_seq=3 ttl=128 time=1.47 ms
64 bytes from 10.0.0.11: icmp_seq=4 ttl=128 time=0.960 ms
e p— Publishing y pse SWUST 2 B 0 8 ® e R e L 8o Do
--- 10.0.0.11 ping statistics --- Jun12 21:48 s d @
-— o C . . . -
"‘ 4 packets transmitted, 4 received, 0% packet loss, time 30
. M Q Settings = 0 pany 30ms Network - a8 x
() N t t 6 = rtt min/avg/max/mdev = 0.734/1.049/1.468/0.265 ms
ame resolution request 1alls This internal website was created by Jayce | 0. bvilidmastersuordpub.nécouspli-is-e2-U5T:-§ nslookep
8 Networl asterswordpub.net Wired Apply +
ﬁ Cancel Mangum for CSNT253: Capstone Project. This Server: 127.0.0.53
Bl Bluetoo , . ) Address: 127.0.0.53#53 l .
. Details  Identity  IPv4  IPv6  Secu was created to demonstrate deploying a SECY
. : Non-authoritative answer:
. CJ Displays A Python script to configure a Ubuntu Web Name: masterswordpub.net (DHCP) Link-Local Only
IPv4 Method Automatic (DH( ~e " ; rablressn SOLGL6AE \
o o o o ° ) Server running Nginx. R Disabl t
. { 4 Sound ® Manual o EH masterswordpub.net Isable
INgINg INternal resources 1alls Adress: 10.0.0.11
® Shared to other computers + wother computers
Power
o Multitas  Addresses .0 O Multitas  Addresses A
. + Address Netmask Cateway
. 1 Address N Cateway QJ’ e
& Appeare 4560102 255.255.0.0 192.168.0.1 & 10.0.0.102 255.255.0.0 10.0.0.1 o}
o
L] a
& Ubuntu L
o Check DNS Settmgg 0 Verify Issue has been resolved
HOADDS s automatic (@D HOAPPS - pNg Automatic (@)
0 Notifica 192.168.0.1 0 Notifica
e T (D R e e e g A Separate IP addresses with commas
Q search Separate IP addresses with commas Q Search pers !
. | O & onlines Routes Automatic @ & onlines Routes Automatic @@
eS O u I O n A Address Netmask Gateway Metric o GECE ] R e
< Sharing o o Sharing a
@ Wellbeiny tiea bhic rannactinn ankhi Far cacaiicrae an ibe nabuarl @ Wellbeiny e S sl
o <9
°
) e

0 Mouse & Touchpad Mouse & Touchpad

* Fix DNS settings to correct name servers

Investigation: Network Settings: Gateway/DNS are Resolution: Configure the gateway and DNS to the

misconfigured correct settings



Testing & Validation

Active Directory authentication

MSPUB-GLEEOK-DCO1 [ B I T S =W I s RO (XXX MSPUB-COLGERA-DMO1 @2 @ § @ & @ ¢ B x B <« & MSPUB-WS-VMO1-WIN & A RS; e

Administrator Accounts > Your info Administrator Accounts
D ordpubnet

@ Youneedto

MSPUB\ADMINISTRATOR

Jun13 20:33

Activate now

&

MSPUBWSWO2-UBT 2 @ i R @ @ 8 I ¢ &8 o <« &

& Terminal Shell Edit View Window Help

@
® @ ® M ihero—-bash—144x35
MSPUB-WS-VM@3-MAC:~ 1.hero$ dsconfigad -show
Active Directory Forest = masterswordpub.net

Active Directory Domain = masterswordpub.net
Computer Account = mspub-ws-vme3-n$

Advanced Options - User Experienc

Q 8 SatJun13 8:46PM

5|

**Note: MSPUB-LYNEL-

e
MSPUB\ADMINISTRATOR Create mobile account at login = Enabled
\ S Require confirmation = Enabled
B trate ZELDARRINCESS Force home to startup disk = Enabled
UB\z Mount home as sharepoint = Enabled - -
Use Windows UNC path for home = Enabled
Personalization @ Network protocol to be used = smb
Default user Shell = /bin/bash
Adjust your photo . Adjust your photo
o Advanced Options - Mappings
Email Mapping UID to attribute = not set = We re n O
Accounts Kerberos Mapping user GID to attribute = not set
Mapping group GID to attribute = not set
) Generate Kerberos authority = Enabled
Sign-in options ; Descriptio
’ Preferred Domain controller = not
N Allowed admin groups = domain admins, enterprise admins
jacy & Authentication from any domain = Enable
Related settings Packet signing = allow
masteswordpub.net
Password change interval =14 .
Restrict Dynamic DNS updates = not set
Namespace mode = domain
Remove... MSPUB-WS- vmaa-m 1.hero$ id 0
1d=99071: in Users) groups=: Users), 12(everyone), bZ(netaccnunts) 1054062792 (MSPUB\Mana O m a I n
Related support gers), 119237A9611MSPUB\IT Adnins), 764( 1 group.4),706( 1 .group.6),702( group.2),767(com
.group.7),705(com. appl int.group.5),7@1(com.appl oup.1),763(com. apple. nrmm_a),ms(cm apple. sh
aremnt group.8), 1367318830(MSPUE\Demed RODC Password Replication Group).2141433793
vith Your info MSPUB-WS-VM@3-MAC: ~ ros | Notes

d

?i?“!. SEROEEAIB"FEX(R® @ mU

MSPUB-GLEEOK-DCO1 MSPUB-COLGERA-DMO1 MSPUB-WS-VMO1-WIN MSPUB-WS-VMO02-UBT MSPUB-WS-VMO03-MAC

DSN Name Resolution & IP Address Assignment

22 IR L EE &
e0oe MSPUB-GLEEOK-DCO1 ARG BB (XXX ) MSPUB-COLGERADMO1 2 @ f @ R @ ¢ ¢ 8 o B « @& ; T [L - oo n . (o (XXX ) MSPUB-WS-VMO1-WIN & BRI BB (X X MSPUBWSW02-UBT @ @ () R RO NI ¢ 8 o@D 4@ (X X MSPUBWSWMO4-KAL B @ S R S 8 0 ¢ 8 o « &
spubadining LY 01:$ nslookup mastersuordpub. ne 3 o .
. - . : Terminal Shell Edit View Window Help Q 8 SsatJun13 10:31PM =)
o inistrator: Wing " + v - B2 Administrator: Windows Pow: + v = Sery 127.0.9.5 . YD I, P © v 22:40
© B Administrator: Windows Pows X o x © B Administrator: Windows Powe X o x perver: & wriomreeess x IR L —— < INE - o x - Jun13 22:23 % 4 "QI mPo-vY B [ IEDRY'Y |G‘
\ N - s — - il e o — ® @ ©® @ ® M hero—-bash—74x35 @ mspubadmin@MSPUB-WS-VMO4-KAL: ~
- ; : i ; ; : I PS C:\Users\z.princess> nslookup masterswordpub. WINS Proxy Enabled. . . . . . . . : No B 8 = - @
. ’ Non-authoritative ansuer P p p ) ’ : o
PS C:\Users\Administrator> ipconfig /all PS C:\Users\Administrator.MSPUB> ipconfig /all aLitatoe stouee = o Al ekt N reterworlmbirat] [ — — MSPUB-NS-VMB3-MAC: ~ 1.hero$ nslookup masterswordpub.net ] Session Actions Edit View Help
0.0.0 i :$ nslookup masterswordpub. net
Windows IP Configuration Windows IP Configuration TR, DS request jtimmdlout e o g Horer Sexver MSUPE-NET promes - 5
pub. net MSPUB DNS Resolve timeout was 2 seconds. Ethernet adapter Parallels NAT: erver: -0.0. Address: 10.0.0.11#53 - etails. [
M t N MSPUB-GLEEOK-DCOL H t N MSP-COLGERA-DMOL o0 Server i Cosn Address: 127.0:6:53%53 © Comected A Vo
oet ane : = = ost Mane b = : mastersuordpub. net Add; 10.0.0.11 Media Stat : Media di ted Name:  masterswordpub.net ervers -0-0.
ns_Sutfix masterswordpul DNS Name Resolve ary Dns_Suff: masterswordpub_net DNS Name Resolution fho:2c26: f4ed:0:270 ressi 10.9:9 G B fs;‘;eé)ﬁ\c b s T Non-authoritative answer: I Y avari) Address: 10.0.0.11453
o T orad ype — S Name:  masterswordpub.net Description . A : Parallels VirtI0 Et (o= Casiersenline: Name:  masterswordpub.net IPv4 Configured Manually rasterswordpub. et
1 Routmg Enabled. No IP Rcut)ng Enabled. mspubadmin NEL-HEBO1:™$ ip a . - Addresses: fdb2:2c26: flleli:0:270: cTle:d3£5:22Fd [ e ddress: 10,211,55.14 Address: 10.0.0.11 Address: 10.0.0.
WINS Proxy Enabled. . . No WINS Proxy Enabled. . . 13 lo: <LODPBACK, UP,LOWER_UP> mtu 65536 qdis ate UNKNOKN group 1t qlen 1006 oo s aoa6rfle:0:270:cTHerd3E5: o 00-1C_12-8C-16-6C Name:  masterswordpub. net i B e e
DNS Suffix Search List. : masterswordpub.net DNS Suffix Search List. : masterswordpub.net Link/loopback brd CLHLD SEEE St Address: 10.6.0.11 MSPUB-WS-VMB3-MAC: ~ 1.hero$ I 1P address 10.0.0.10 Address: 10.0.0.11
inet 8 scope host lo X EOHE: -2 (e B, 5 o il Lo Name:  masterswordpub.net ameT WA ErSworapuB NeT
Ethernet adapter Parallels NAT: Ethernet adapter Parallels NAT: valid_ l“ fo ”;J” u””f“f' ed_Lft forever T — Autoconfiguration Enabled . . . . : Yes Address: 10.0.0.12 Subnet mask 255.255.0.0 Address: fdb2:2c26: f4es:0:270:c74e:d3f5:22fd
Lt :\Users\z.princess> T TS CET SHOT apUD et
- o (T alid_. W forever prefe Ethernet adapter MSPUB-NET: g
Media State . - . @ Media disconnected Media State . . Media disconnected 2: enposs: <NO Lur m,uruum T WILTICAST UPy ntu 1500 adisc pf Lfo_fast state group default glen 1000 B | e TR, 55421 Router 10.0.01 ¢ [~
Connection- spec)flc DNS Suffix localdomain Connection-: spec;hc DNS Suffix localdomain Link/ether o tee:ad brd ff:ffiffaffoffaff I +i ific DNS Suff . LE5 TN
Description . . . . Parallels VirtI0 Ethernet Adapter Description . . . . . Parallels VirtI0 Ethernet Adapter alinane. onx0icazTaeasd EILOSE IR Mtk o 8 . diress: Fdbzi2cz0: s @ 4133:2e01:afef :08f2 etho: Flags=4099<UP, BROADCAST, MULTLCAST> mtu 1500
Physical Address. ... .. : 08-1C-U2-E7-E6-55 Physical Address. ... .. : 88-1C-42-BO-Cl-2E inet6 ope Link proto kernel_11 s . 6o Zpoarallel ShVIEEIOJES Name:  masterswordpub.net DNS Servers 10.0.011, 10.0.012 ether 00:1c:42:eb:6d:a0 txqueuelen 1000 (Ethernet)
DHCP Enabled. : Yes DHCP Enabled. * Yes JLid_1ft forever preferred_Lft forever hernet Adapter % Address: fdb2:2c26:fded:0:270:c74e:d3f5:22fd RX packets 8 bytes 1788 (1.7 KiB)
Coo : D 3 : (BROADCHST, WLTICAST, U LOHER_UP iy 1566 group default glen 1606 Physical Address. ... .. : B9-1C-U2-E9-D7-SF Name:  masterswordpub.net 7 RX errors 0 dropped 0 overruns 0 frame 0
Autoconfiguration Enabled . . . . : Yes Autoconfiguration Enabled . Yes o ntce L 2 e o000 8L o T b e S T e Search Domains masterswordpub.net TX packets 0 bytes 0 (0.0 B) .
TX errors @ dropped @ overruns @ carrier @ collisions @
Ethernet adapter MSPUB-NET: Ethernet adapter MSPUB-NET: Static IP Autoconfiguration Enabled . Jre=
i Link-local IPvé Address . : fe80: :8call:932a:dc3 : a ’ . .
<LOOPBACK,UP,LOWER_UP> mtu 65536 qdisc noqueue state UNKNOWN group default qlen 1000 Delete Service... Make Inactive ? cHs @ JCAST: RUNKING, ML DL T L B
Connection-specific DNS Suffix . : Comnection-specific DNS Suffix . ne Link proto kernel_Ll 2 fl‘;jj‘ﬂjd,ess ~To0 0 To1Corereree] T Abe: oy o ) Bl oo e oroe ¢ ' P e O 0, (IR DA
Description . . . Parallels VirtI0 Ethernet Adapter #2 Description . . . . : Parallels VirtIO Ethernet Adapter #2 a1id_Lft forever preferred_ e 3 0 8 ¢, inet 12 /8 scope host Lo e (Etheseit)
Physical Address. L. ..t B0-1C-U2-F7-7U-Us Physical Address. L. ...t 89-1C-U2-3C-89-FA ispubadningHSPUB-LYNEL -HEBB1: "8 resolvectl status [T T— RIE.0.0 valid_Lft forever preferred_Lft forever RX packets 62 bytes 5780 (5.6 KiB)
DHCP Enabled. . . . . . .. ... :No DHCP Enabled. . . . . . . . ... :No Global S st inet6 ::1/128 scope host noprefixroute RX errors 0 dropped 0 overruns 0 frame O
iguration Enabled : Autoconfiguration Enabled Yes LLHNR. -nONS. -DNSOver TLS DNSSEC=no/unsuppor ted Default Gatemay . :10.0.0.1 valid_Lft forever preferred_Lft forever TX packets 79 bytes 7018 (6.8 KiB)
frpvis Address. : 10.0.0. 11(pre;erred)}— Static IP [IPvi Address . : 10.0.0.12(Preferred) f——= Static IP g g:gg:: éﬁgm‘: oD : ;gf;i?:ﬁ%iu’%is 2i] <NO- CARRIER, BROADCAST , MULTICAST, UP> mu 1500 qdisc fq_codel state group default glen 1000 T G O GRERRE () GUesins O Garvlos O aeliidons
. e TOSRRTR Link 2 (enposs) e : :{::ﬁ:é“z;xgzlzzzéisiz;f €6 brd ff:ff: To: Flags=73<Up, LOORBACK.RUMNTNG, _mtu 63535
efault Gatewa .0.0. none netmask 255.0.0.
DNS Servers masterswordpub.net DNS Servers . T10.0.0.11 masterswordpub.net “DefaultRoute -LLHNR -nONS -DNSOVErTLS DNSSEC=no/unsupported DNS Servers 3: <BROADCAST ,MULTICAST,UP,LOWER_UP> mtu 1560 qdls( fq_codel state UP group default qlen 1000 Fo on (oo 0 S(opem ox10cha
DNS S 18.8.8.12 DNS Servers no Link/ether 00:1c:a2:bf:3c:ec brd FF:FFFFLFhLfe:f loop txqueuelen 1000 (Local Loopback)
LT U . - ENEPEEd ervers NetBIOS over Tepip. 2 o B LB PS C:\Users\z. prmZEzp t i:fﬁc lobal Fixroute enposs App Store Bk lorsoraTar dsempedl o svacrunslo MmN
Link 3 (enpos6 X scope global noprefixroute enpos errors 0 dropped 0 overruns 0 frame
PS C:\Users\Adninistrator> PS C:\Users\Adninistrator.MSPUB> ink 3 (enpos6) s ever preferred 17t forever x| packetslabibytestias) (setale)
TX errors 0 dropped 0 overruns 0 carrier 0 collisions 0

inet6 fedo::313a:a177:f5e:7f12/64 scope link noprefixroute
valid_lft forever preferred Lft forever
o

ONS -DNSOverTLS DNSSEC=no/unsupported

DNS Settings

+DefaultRoute -LLMNR -
00,012

10.0.0.11 10.0.0.12

0
mspubadmin@MSPUB-LYNEL -WEBO1: S _

SEEO0NC0AB8- "7X0®  ® mU

MSPUB-WS-VMO02-UBT MSPUB-WS-VM03-MAC MSPUB-WS-VMO04-KAL

MSPUB-WS-VMO1-WIN

MSPUB-LYNEL-WEBO1

MSPUB-COLGERA-DMO1

MSPUB-GLEEOK-DCO1



|,lspubadnin@HSPUBfLYNELfHEBﬁl: $

Installin
Created g
Group alr
Created g
Created g
MSPUE dep

mSpuvaum | ReST
mspubadmi n@HSF

Testing & Validation

User Management Script

sudo python3

Jmspub-usermgmt_v2.py

Jmangum@D INRALL UserCreationMenu
mspubadmin@lo.0.0.,13"
Welcome to Ubuntu 26

ssh mspubadmin@le..0,13 |
S password: .
B4 LTS (GNUSLInux

Documentation:
Management:

Support:

COom
anonical.
p o

https://docs.ubuntu,
https://landscape.cC
https://ubuntu.com/

com

System information as of Sat Jun 13 11:17:53 PM PDT 2026

Fl
7OGE “" 2 1Dgged in:
IPv4 address for

System load:
Usage of /

Memory
Ewap

-] -

of 10,

= ) I
=

Usag enpls6.

Usag

There 15 1 zombie process,
how MicroKss
deployment.

Learn
cluster

Strictly confined Kubern and IoT secure,
just raised the bar for easy, resilient and

secure K8s

https://ubuntu, -kubernetes-at-the-edg

xpanded Security Maintenance for Applications 15 not

updates can be applied immediately.
to r Ive additional future security

sudo pro status

Lpps updates,

fubuntu . fBSM OF run:

e password next logon: TRUE

The 1list of
To check for

available updates is more than a we

hew updates run: sudo apt update t. Change passue

rd next logon: TRUE

e password next logon: TRUE

Last login: Sat Jun 13 22:53:17 2026 from 10.0.0,

oy
mspubadein@MSPUB-LYNEL -¥EBB1:

administration
.princ

to VM

Batch User Import Logs in /var/log/mspub_user_mgmt.log

Webserver System
Configuration Script

mspubadmin@MSPUB-LYNEL-WEBS1:™% cd ./scripts/wehsrvcont

mspubadmin@MSPUB-LYNEL-HEBS1: ~/scripts/wehsrvconts 1s -1

total 16

-PWH- - 1 mspubadmin mspubadmin 6159 Jun 13 23:44 mspub-webserver-setup_v3.py

Pl - - - - - - 1 msnubhadmin msnubhadmin A248 Tun 14 66:22 nxuuh index _html
®O®® & C A NotSecure 10.0.0.13 Summarize @) 7 @ &3 = J!E - @p chat
v ?5? 2 .. LWTech . LWTech Okta Das... ctcLink LWTech Canvas Cengage \ Microsoft Azure... . Amazon Web Ser... ) Google Cloud co... ) Captstone Resea... >

@ MsPUB|CSNT X .
/* Master Sword Publishing

Capstone Project
+ New Tab ®T

®
87
.

/
Hyrule's #1 Publishing Company

This internal website was created by Jayce Mangum for CSNT253: Capstone Project. This
was created to demonstrate deploying a Python script to configure a Ubuntu Web Server
running Nginx.

Currently hosted on: MSPUB-LYNEL-WEBO01 running Ubuntu Server 26.04 with Nginx.

Capstone Project Components

A+ Software Shells & Scripts Network Network Secuirty &
Essentials & A+ Fundamentals & Encryption
Hardware Automated Sysem Administration
Configuration Script Social Engineering
Virtual Machine Home Lab Networking Components Simulation
« Update package
» Windows Server 2025: repositories « Configure a Ubiquiti « Phishing Email
Domain Controller, « Install Nginx Router & Swtiches « Fake Malicious Link
Domain Manager « Install and enable « Configure Firewall and « Creditial Login Page
» Ubuntu Server 26.04: OpenSSH Access Control Lists « Employee Training
Web/App Server » Configure SFTP « Implement Quality of « Results Tracker
+ Windows 11: Domain support Service priortizing
Warketatinn a Canfinura | IFW

natwnrk traffic P s awm -

:20] SUCCH

<

[;h;rﬁ HF 14 60 nginx -t

[2026-06-14 60 20] su SyYs +Hm1+l reload nginx
[2626-06-14 06:36:20] Ngllm altE configured successfully.
[2o26-06-14 @@ ._16 5@] c.ULEE fuotemc’rl enable n51n><

MSPUB Webpage loads when going to VM IP address on host

[2026-06-14 00:36:

w1 machine or other VM on the network

[2026-06-14 00:36:3% I

[2026-06-14 00:36:21] VERIFIED: SFTP Directory

[2026-06-14 66:36:21] VERIFIED: Publishing Group

[2026-06-14 06:36:21] Configuration verification completed.
[2026-06-14 06:36:21] MSPUB web serwver setup completed successfully.

mentthadmi nAMCPIHIR 1 WAEL _LIERGT « Y lorrnint e fnchoruranf d

VALl LeU .

Logs in /var/log/mspub_setup.log



Risk Analysis

Credential Theft MFA/User Training
Malware Hardening/Patching
Network compromise Segmentation

Human Error Documentation




LLessons Learned

* Troubleshooting complex systems often requires patience and systematic testing.
e Active Directory deployments are heavily dependent on properly configured DNS services.

e Automation can save a significant amount of time when managing users and system
configurations.

e Cloud platforms provide powerful tools for monitoring, logging, and security awareness
Initiatives.

e Thorough documentation became one of the most valuable tools throughout this project.



Future Improvements

e Multi Factor Authentication (MFA)

e Security Information and Event Management (SIEM)
e Centralized logging

 Expanded SAT campaigns

e Storage Solutions



Conclusion

e Networking
e Automation

® Security

e Documentation

e Cloud



Questions & Answers



Appendices/Backup Slides
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% Microsoft Azure...

Name
DISABLED
DISABLED
DISABLED
DISABLED
DISABLED
DISABLED
SWe
SWo2
WAN-FO
WAN-PR
DISABLED
OLS
DISABLED
DISABLED
DISABLED
DISABLED
DISABLED
DISABLED
DISABLED

DISABLED

e
e

DISABLED

Q06 /7622FAL:T

47267 320/network/default/ports

@ Amazon Web Ser...
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STP

Participant
Participant
Participant
Participant
Participant
Participant
Participant
Participant
Participant
Particgan

Participwn
Participant
Participant
Participant

Participant

- Google Cloud co...

LA

Lll)xrl

Connection Operation

- MSPUB-US24P-SWOI
- MSPUB-US24-SW02
Ziply Fiber

& Ziply Fiber

) Captstone Resea...

PoE Mode

G m‘} theMang & SunJun 14 6:14PM
® G =W

& chat

U UniFi Site Manager

> B

Speed Connected MAC Connected... Profile Native
AUto - - None
Auto - - None
Auto - - None
Auto - - None
AUto - - None
Auto - - None
Gbt 14:22:.c6:58:.c8:N 192.168.10.2 - Infrast
GDbE 74:83:c2:d1:bb:9f 192.168.10.5 - infrast
GbhE 70:27:41:30:34:01 172.36.216.1 - -

Gbt 70:27:41:30:34.91 10.206.20.1 - -

Auto - - None
Auto - - Online
AUtO - - Online
Auto - - None
Auto - - None
Auto - - None
Auto - - None
AUto - - None
Auto - - None
Auto - None

Segmentation

AUto - -
AUtO

AUto

AUto - ‘ '
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https://www.youtube.com/watch?v=MQ0n63CYlDI

Demons!


https://www.youtube.com/watch?v=BeL7WVf4AC4
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Heart Container obtained!
+1 Security Awareness

Congratulations, hero. You completed the MSPUB Security Awareness Training.

You gained resistance against phishing attacks by leaming how to verify sender email addresses,
inspect links, recongnize fake login pages, and report suspicious messages to the IT & Cyberseucirty
Department.

Campaign: MSPUB-SAT-2026-001

Stratus: Completed

New Skill: Phisihing Detection

Issued By: MSPUB IT & & Cybersecurity Department

\

Please close this tab, when completed viewing or click the button to go to the
MSPUB Portal.

Return to MSPUB Portal

SAT Cam
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https://www.youtube.com/watch?v=5cN59pJPbIw

