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Executive Summary

Master Sword Publishing (MSPUB) is a fictional publishing company that |
created as part of the Computer Security and Network Technology (CSNT) 253
Capstone Project. The objective of this project was to design, implement, secure, and
document a complete enterprise information technology environment that incorporates
concepts learned throughout the CSNT program.

My project consisted of building a virtual business infrastructure that included
Windows Server 2025 domain controllers, Active Directory Domain Services (AD DS),
Domain Name System (DNS) services, Windows, macOS, Ubuntu, and Kali Linux
workstations, as well as Linux-based web services. The environment was hosted within
a virtualized lab using Parallels Desktop and was designed to simulate a real-world
small business network.

Several automation solutions were developed using Python to reduce
administrative overhead and improve consistency. These included an automated web
server deployment script and a user management system capable of creating,
modifying, and managing user accounts and groups. Networking concepts such as IP
addressing, Virtual Local Area Network (VLAN) segmentation, routing, and access
control were incorporated into the overall infrastructure design.

Security was a primary focus throughout the project. System hardening
techniques, operating system security features, vulnerability mitigation, and security
awareness training were implemented. A simulated phishing awareness campaign was

developed using Amazon Web Services (AWS) S3, CloudFront, Lambda, DynamoDB,



and CloudWatch. The campaign tracked participant interactions and provided security
awareness training (SAT) to users who interacted with the simulated phishing email.

In addition to preventative security controls, an Incident Response Plan aligned
with ISO/IEC 27001 principles and National Institute of Standards and Technology
(NIST) guidance was developed to provide procedures for incident identification,
containment, eradication, recovery, and continuous improvement.

The successful completion of this project demonstrated proficiency in systems
administration, networking, cybersecurity, cloud computing, automation,
troubleshooting, and technical documentation. The resulting infrastructure provides a
realistic representation of a modern business environment while showcasing the

technical skills | developed through the CSNT program.

Introduction

The purpose of this capstone project was to design, implement, secure, and
document a complete enterprise information technology environment for a fictional
company called Master Sword Publishing (MSPUB). This project served as a
cumulative demonstration of the knowledge and skills acquired through the Computer
Security and Network Technology (CSNT) program at Lake Washington Institute of
Technology (LWTech).

Master Sword Publishing is a simulated publishing company created to provide
a realistic business scenario for implementing enterprise technologies. The company
required a secure and scalable infrastructure capable of supporting multiple
departments, centralized user management, network services, security controls,

automation, and user training initiatives. The project environment was designed to



replicate challenges commonly encountered in modern business environments,
including systems administration, network management, cybersecurity operations,

cloud services, and incident response planning.

MASTER SWORD

F

Figure I-1: Master Sword Publishing
(MSPUB) logo

This project was divided into multiple phases that aligned with major areas of
study within the CSNT program. These phases included the creation of a virtual
enterprise lab environment, implementation of Active Directory and domain services,
development of Linux automation scripts, network design and troubleshooting
exercise, security awareness training, and creation of an Incident Response Plan. Each
phase was designed to demonstrate practical application of classroom concepts within
an integrated enterprise environment.

The virtual infrastructure consisted of two Windows 2025 servers (a domain
controller and domain manager), a Windows 11 workstation, Ubuntu Desktop
workstation, Ubuntu Server (Web/Application Server), macOS workstation, and Kali
Linux Cybersecurity workstation. These systems operated within a controlled virtual
environment. Core services such as Active Directory Domain Services (AD DS), Domain
Name System (DNS), web hosting, and secure file transfer (SFTP) services were

configured to support business operations.



Security was incorporated throughout the project lifecycle. System hardening
practices, user account management controls, phishing awareness training, and
incident response procedures were implemented to reduce organization risk. A
simulated phishing campaign was developed using Amazon Web Services (AWS) to
evaluate user behavior and reinforce cybersecurity awareness concepts. The primary

objectives of this project were to:

Design and implement a functional enterprise network environment.

Deploy and manage Active Directory Domain Services.

Configure secure Windows, Linux, and macOS systems.

Develop automation solutions using Python.

Demonstrate troubleshooting and problem-solving methodologies.

Implement security controls and user awareness training.

Create an Incident Response Plan aligned with ISO/IEC 27001 principles and NIST
guidance.

» Produce comprehensive technical documentation and project reporting.
The successful completion of these objectives demonstrates the ability to plan, deploy,
secure, manage, and document enterprise technology solutions while applying industry

best practices and professional standards.

Methodology

The capstone project was completed using a structured approach that
combined planning, implementation, testing, troubleshooting, and documentation. The

overall objective was to design and deploy a secure enterprise environment for Master



Sword Publishing (MSPUB) while demonstrating skills developed through the
Computer Security and Network Technology (CSNT) program.

The project began with the planning phase. Project requirements were reviewed
and organized into individual sections based on course objectives. A virtual business
environment was designed to support multiple operating systems, centralized
authentication, network services, security controls, automation, and user training
initiatives. A phased implementation strategy was adopted to ensure each component
could be tested and validated before integrating into the larger environment.

Parallels Desktop was selected as the primary virtualization hypervisor because
after initial testing | identified limitations with VMware Fusion when working with
macOS virtual machines. The virtual environment consisted of seven virtual machines,
including Windows Server 2025, Windows 11, Ubuntu Desktop, Ubuntu Server, macOS
Tahoe, and Kali Linux systems. This configuration provided a realistic enterprise
environment capable of supporting cross-platform administration and security testing.

Infrastructure deployment followed a layered approach. Core services such as
Active Directory Domain Services (AD DS), Domain Name System (DNS), and user
authentication were implemented first. Workstations were then joined to the domain
and tested to verify communication and authentication functionality. Network
configurations were validated throughout the deployment process to ensure reliable
connectivity between systems.

Automation solutions were developed using Python and tested within isolated
environments before deployment into the production lab. The first automation project

focused on web server deployment and configuration, including Nginx and Secure File



Transfer Protocol (SFTP) services. The second automation project focused on user
account administration, providing functionality for account creation, group
management, batch imports, account removal, and activity logging. Individual

functions were tested and validated prior to production deployment.

Hyrule's #1 Publishing Company

s created by Jayce Mangum for CSNT253: Capstone Project. This
rate deploying a Python script to configure a Ubuntu Web Server
running Nginx.
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Figure M-3 Web Server Configuration script ran and successful webpage deployment

Security was incorporated throughout the project development. Operating
system security features, account management controls, and hardening measures
were implemented on Windows, Linux, and macOS systems. A simulated phishing
awareness campaign was developed using Amazon Web Services (AWS), including
Amazon S3, CloudFront, Lambda, DynamoDB, and CloudWatch services. The
campaign was designed to evaluate user interaction with phishing emails and provide

security awareness training through a controlled environment.



Testing and validation were performed continuously during implementation.
Configuration changes were verified through system testing, connectivity testing,
authentication validation, and functionality checks. Troubleshooting methodologies
were applied whenever issues were encountered, including Active Directory replication
problems, operating system integration challenges, DNS configuration issues, and
virtual network connectivity problems.

Comprehensive documentation was maintained throughout the duration of the
project. Screenshots, configuration settings, testing results, troubleshooting
procedures, and implementation notes were collected during each phase, compiled
into a 311 page document. The documentation served as evidence of successful
implementation and provided a record of decisions, challenges, and solutions

encountered during the project.

Master Sword Publishing’s

Figure M-4: Screenshot of the capstone
documentation process



This methodology ensured that each project component was planned,
implemented, tested, secured and documented according to industry best practices

while meeting the objectives of the initial capstone project.

Network Design

Virtual Network Configuration

The network infrastructure for Master Sword Publishing (MSPUB) was designed
to provide centralized management, secure communications, scalability, and support
for multiple operating systems and business functions. The network architecture was
developed using enterprise networking principles that emphasize segmentation,
security, and reliability. The virtual environment utilized a private IPv4 addressing
schema and centralized domain services provided by Active Directory Domain Services
(AD DS). All systems were configured to communicate within a common network

environment while maintaining centralized authentication and resource management.

Virtual Machine Home Lab Topology

mask:  256.256.0.0

Figure ND-1 MSPUB Virtual
Lab Topology diagram
Created Using Miro.com: View  Figure ND-2: MSPUB Parallels Virtual
Larger Image Network Settings
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Active Directory Infrastructure

The domain masterswordpub.net was created as the primary Active Directory
environment for the organization. Two Windows Server 2025 systems were deployed to

provide directory services and redundancy.

Server Name Server Type Role NetBIOS Name

MSPUB-GLEEOK-DC01  Domain Controller Primary Domain MSPUB-DCO1
Controller + DNS

MSPUB-COLGERA-DMO01  Domain Manager B Rona MSPUB-DMO1
Controller + DNS

Table ND-1: MSPUB Server Roles

The domain controllers provide centralized authentication, authorization, DNS services,
and directory replication. The secondary domain controller was implemented to
improve availability and provide redundancy for critical directory services.

Network Addressing

The lab environment utilized two network adapters. One was used as the default
Parallels Network Address Translation (NAT) to share internet access with my host
MacBook Pro. The second network adapter was used as Intranet for the private
MSPUB Virtual Network. The MSPUB Virtual Network utilized a private IP addressing

scheme based a class A network, 10.0.0.0/16.

Server Name Type IP Address G;:)e:::!/ S“::::t DNS
GLE"E%PKLE‘CO 1 Di’gﬂ‘;gg"éﬁg‘er 10.0.0.11 10001  255.255.0.0 18:8:8:] ;
COLOERADMI1 | Secondemong | 100012 | 10001 | 26526500 | (oo
MSPVl\J,E;‘O\qNEL' Ubuntu Web/App Server  10.0.0.13 10001 25525500 10001
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Server Name Type IP Address
ey Windows 11 Workstation ~ 10.0.0.101
“('/ﬁ(;’z%vg? Ubuntu Workstation 10.0.0.102
N e macOSWorkstaton  10.0.0.103

MSPUB-WS- Kali Linux Cybersecurity

VMO04-KAL Workstation 10.0.0.104

Gateway/

Router

10.0.0.1

10.0.0.1

10.0.0.1

10.0.0.1

Subnet
Mask

255.255.0.0

255.255.0.0

255.255.0.0

255.255.0.0

Table ND-2: MSPUB Network IP Addressing and DNS configuration

for future expansion.

DNS

10.0.0.11
10.0.0.12

10.0.0.11
10.0.0.12

10.0.0.11
10.0.0.12

10.0.0.11
10.0.0.12

This addressing strategy simplified management and provided sufficient address space

Figure ND-3: Verification of network connectivity between MSPUB servers and workstations.

System Integration

The network was designed to support multiple operating systems within a single

enterprise environment. Windows, Ubuntu Linux, macOS, and Kali Linux systems were
integrated into the infrastructure to demonstrate cross-platform administration and

interoperability. Authentication services were centralized through Active Directory
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whenever possible, allowing users to access resources using a common set of
credentials. DNS services were configured to support name resolution throughout the

environment and facilitate communication between systems.

Enterprise Networking

An additional physical network was configured for the Master Sword Publishing
(MSPUB) network environment. This network was designed to provide secure,
scalable, and highly available connectivity for employees, servers, cloud services,
wireless devices, and remote users. The design incorporates enterprise networking
principles including segmentation, redundancy, centralized management, and defense-
in-depth security controls. The network architecture is centered around the Ubiquiti
UniFi platform and utilizes a combination of managed switching, wireless network,
virtual local area networks (VLANSs), and centralized security controls. The design

supports both current business requirements and future organization growth.

Figure M-2 MSPUB Networking
Topology diagram
Created Using Miro.com: View
Larger Image
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Core Network Infrastructure

The proposed MSPUB network utilizes enterprise-grade UniFi equipment to
provide routing, switching, wireless connectivity, and centralized management. The key

infrastructure components include:

« UniFi Dream Machine Pro « 2 UniFi Access Point WiFi 6
« Router & Firewall Professional
+ UniFi Switch Pro 24 port PoE+ « Wireless Access Points

- UniFi Switch 24

The network is managed through a centralized UniFi Controller platform that provides
monitoring, configuration management, security polices, and device administration,
called UniFi OS.

Network Segmentation

To improve security and limit lateral movement, the network is segmented using
VLAN technology. Department resources, servers, management systems, guest
devices, and loT devices are separated into dedicated network segments. Network
segmentation provides improved security, reduced broadcast traffic, simplified

management, access control enforcement, and isolation of sensitive systems. Inter-

VLAN communication is controlled through firewall polices and access control rules.

e A Online Blackhole
Purpose (Infrastructure Administration | Publishing Services IT-Cyber (Disabled Ports)
Minimum
Host 5 3 2 4 1 4 254 0
Requirement
CIDR 192.168.1 192'1(?8'20 192.168.30 192.168.4 192.168.5 192.168.60. 192.168.80.0 No DHCP
0.0/29 /'29 .0/29 0.0/29 0.0/30 0/28 /24
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Online Guest Blackhole

Purpose |Infrastructure| Servers | Administration | Publishing

Services Network (Disabled Ports)
Gateway 192.168.1 192.168.20 192.168.30 192.168.4 192.168.5 192.168.60. 192.168.80.1 None
0.1 A A 0.1 0.1 1
Mask 255.255.2 255.255.25 255.255.25 255.255.2 255.255.2 255'2555'25 255.255.255. N/A
55.248 5.248 5.248 55.248 55.252 24'0 0
192.168.1 192.168.20 192.168.30 192.168.4 192.168.5 192.168.60.
IP Address 0.2 - 2 - 2 - 0.2- 0.2- 2 - 192.168.80.2 N/A
Range 192.168.1 192.168.20 192.168.30 192.168.4 192.168.5 192.168.60. - 192.168.254
0.6 .6 .6 0.6 0.2 14
Broadcast 192.168.1 192.168.20 192.168.20 192.168.4 192.168.5 192.168.60. 192.168.80.2 None
0.7 7 7 0.7 0.3 15 55
Usable 6 6 6 6 2 10 254 0
Hosts
VLAN ID 10 20 30 40 50 60 80 255

Table ND-3: VLLAN Segmentation

Name VLAN ID Router Subnet IPv6 Subnet DHCP IP Leases Available
Default 1 MSPUB-UDMP 192.168.1.0/24 - Server /249
Infrastructure 10 MSPUB-UDMP 192.168.10.0/29 = Server /5
Servers 20 MSPUB-UDMP 192.168.20.0/29 - Server 15
Administration 30 MSPUB-UDMP 192.168.30.0/29 - Server

Publishing 40 MSPUB-UDMP 192.168.40.0/29 - Server

Online Services 50 MSPUB-UDMP 192.168.50.0/30 - Server

IT-Cyber 60 MSPUB-UDMP 192.168.60.0/2¢ = Server
Guest 80 MSPUB-UDMP 192.168.80.0/24 = Server

Blackhole MSPUB-UDMP 192.168.255.252/30 - None

Figure M-3: UniFi Network VLAN Configuration

Wireless Infrastructure

Wireless connectivity is provided through UniFi WiFi 6 Professional Access
Points configured to support employee, guest, and administrative wireless networks.
Wireless security features included: WPA3 Personal Authentication, Guest Network
Isolation, Captive Portal Access, Network Segmentation. These controls help protect
organization resources while providing secure wireless access for employees and

visitors.
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SSID Encryption Method Password Supported VLANs
MSPUB-HQ WPA2/WPAS - Personal Hyrul3we@rr10r$ 30, 40, 50, 60

MSPUB-Guest Captive Portal M4$t3r_5wOrd 80

Table ND-4: MISPUB Wireless Networks

The Wi-Fi network “MSPUB-HQ" requires a
WPA2/WPA3 password.

You can also access this Wi-Fi network by sharing the
password from a nearby iPhone, iPad, or Mac which has
connected to this network and has you in their contacts.

Password: | Hyrul3W@rr10r$

MSPUB Guest Wil

o/ Show password

Cancel

Figure ND-4: MSPUB-HQ using WPA2/WFA3
Encryption to connect Figure ND-5: MSPUB-Guest Captive Portal

™ jmangum — -zsh — 80x24

L for icmp
t for icmp

Figure ND-8: Failed Ping to internal devices from the guest network
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High Availability & Redundancy

The MSPUB network incorporates redundant internet connectivity to improve
service availability. A primary high-speed fiber connection is supplemented by a
secondary business internet connection to provide failover capabilities in the event of a
service interruption. Critical services such as Active Directory, DNS, and cloud-hosted
applications are designed to support continued business operations during network

disruptions.

R MSPUB-UDMP OEEEN— MSPUB-UDMP

1 2 ‘ 1 2

Gateway IP Gateway IP
System Uptime 5h 35m 16s System Uptime
Network 10.3.58 Network 10.3.58
UniFi 0S 5112 ( UniFi OS 5.1.12
Devices Devices

® Primary
z r 4
IPv4 Address 0.206.20.7 IPv4 Address
Monthly Data Usage Monthly Data Usage

Throughput | 8.60 Kbps 215 K Throughput | 244 Kbps

Figure ND-6: MSPUB Internet Failover Testing

Infrastructure Implementation

The infrastructure implementation phase focused on deploying and configuring
the core services required to support the Master Sword Publishing (MSPUB) enterprise
environment. The implementation included Active Directory Domain Services (AD DS),
Domain Name System (DNS), Windows and Linux server deployments, workstation

integration, web services, and centralized user management.
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Virtual Lab Environment

A virtual enterprise was developed using Parallels Desktop to simulate a
production business network. The virtual environment consisted of seven virtual
machines representing both server and workstation operating systems. The virtual
environment provided a controlled platform for testing enterprise services, security

controls, automation solutions, and troubleshooting procedures.

Server Name Operating System Purpose
MSPUB-GLEEOK-DCO01 Windows Server 2025 Domain Controller
MSPUB-COLGERA-DMO1 Windows Server 2025 DCIME b EEEET

(Secondary Domain Controller)

MSPUB-LYNEL-WEBO1 Ubuntu Server 26.04 Web/App Server

Table II-1: MSPUB Servers

Workstation Name Operating System Purpose
MSPUB-WS-VM01-WIN Windows 11 Windows Workstation
MSPUB-WS-VM02-UBT Ubuntu Desktop 26.04 Linux Workstation
MSPUB-WS-VMO03-MAC macOS 26 Tahoe Apple Workstation
MSPUB-WS-VM04-KAL Kali Linux 2026 Security Testing Workstation

Table II-2: MSPUB Workstation Systems

B MSPUB-COLGERA-DMO1
B MSPUB-GLEEOK-DCO1
B MSPUB-LYNEL-WEBO1
B MSPUB-WS-VMO1-WIN
B MSPUB-WS-VMO02-UBT

MSPUB-WS-VMO03-MAC

B MSPUB-WS-VMO04-KAL

Figure lI-1: MSPUB Virtual
Machine Environment
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Active Directory Domain Services

Active Directory Domain Services (AD DS) was implemented to provide
centralized authentication, authorization, and directory management for MSPUB users
and systems. The domain masterswordpub.net was created and configured with the
NetBIOS name MSPUB. Organization Units (OUs), security groups, and user accounts
were created to simulate a real-world business environment consisting of multiple
departments and employees. MSPUB-COLGERA-DMO1 was deployed as a secondary
domain controller to provide redundancy and improve service availability. Active
Directory replication was configured and validated to ensure directory information
remained synchronized between both domain controllers.

Key AD DS functions included:
« Centralized user authentication + Domain-wide security polices

» Group-based permissions « Directory replication

- Organization Unit management

. wes - P 10200 o - L P soa0mm
3 Qs L =C@L D08 o R Qs B aE@EL Gow T00

Figure II-2: AD Users and Computers: to show redundancy between the two domain
controllers
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DNS Services

Domain Name System (DNS) services were configured on the domain controllers
to provide name resolution throughout the MSPUB environment. DNS replication was
verified following deployment of the secondary domain controller to ensure consistency
throughout the environment.

DNS Records were created to support:
* Domain controller discovery * Workstation communication

* Active Directory services * Server resource access

L]
LT X apeRal

Figure II-3: Using the command nslookup to
show DNS resolve of the two domain
controllers for masterswordpub.net on

MSPUB workstation

Each workstation was configured to point to the DNS servers hosted on the
Domain Controller (10.0.0.11) and Domain Manager (10.0.0.12). On Windows this is

configured by going to Settings > Network & Internet settings >
Advanced network settings > More adapter options: Edit > Internet

Protocol Version 4 (TCP/IPv4) and entering the Preferred and Alternate

20



DNS server IP Addresses. On macOS this is configured by going to System

Settings > Network > [Ethernet or Wi-Fi Adapter] > Details > DNS

and adding the DNS Servers. On Ubuntu Desktop this is configured by going to

Indicators menu > Network Connections > Network Connection

Settings > [Network Adapters] Network Options > IPv4 and entering the

DNS server IP addresses. It is also a best practice to give the system a Static IP

address in these settings.

r

| General

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(O Obtain an IP address automatically

°lse the following IP address:
IP address: «
Subnet mask: «
Default gateway: 4—

Obtain DNS server address automatically

°lse the following DNS server addresses:

Preferred DNS server: 4—
Alternate DNS server: 0.0 .0 .12 4—
[ validate settings upon exit Advanced...

I OK I Cancel

I Internet Protocol Version 4 (TCP/IPv4) Properties X

Figure II-4: Configuring Windows IP
and DNS settings

Cancel Wired
Details Identl(yvae Security

1PV4 Method Automatic (DHCP)

©inual

Shared to other computers
Addresses

Address Netmas|
10.0.0.102 255.255.0.0

DNS

Apply

Link-Local Only

Disable

[\040‘0.||,|000‘1z

,Epz*l ;::—,g’ th commas

Figure II-5: Configuring Ubuntu Desktop IP and DNS
settings
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SystemSettings  Edit View Window Help . I
[ 3 i it Vi " : = ] I
° < MSUPB-NET
MSUPB-NET DNS Servers
N o comnectos Encrypted DNS Servers or P addrosse
Toare 100071 <
o002 g

Wins

8021

B0 =B0sC0a@e - :7x715 mwi il (1B0S=E0SCO0@E - =7 115

Figure II-6: Configuring macQOS IP settings Figure II-7: Configuring macOS DNS settings

Workstation Integration

Multiple operating systems were integrated into the MSPUB domain
environment to demonstrate cross-platform administration capabilities. Windows 11
workstations were joined to the Active Directory domain and successfully
authenticated using domain users’ accounts, e.g. MSPUB\z.princess. Windows

machines can be added to the domain by entering the PowerShell command “Add-
Computer -DomainName “masterswordpub.net” -Credential
“MSPUB\Administrator” -Restart” and authenticating by entering into a

Windows Terminal session and authenticating by using an domain administrator
account’s credentials. After a restart, domain users can log in using their domain user

account credentials.
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o000 MSPUB-WS-VMO1-WIN & 0O S @

(J B Administrator: Windows Powe X SR X
@ Windows Terminal can be set as the default terminal application in your settings. Open Settings X

Windows Powershell
Copyright (C) Microsoft Corporation. All rights reserved.

Install the latest PowerShell for new features and improvements! https://aka.ms/PSWindows

PS C:\Users\mspubadmin> Add-Computer

Windows PowerShell credential request ? X

)
‘\

Enter your credentials.

€ MSPUB \Administrator

= 1] G s - 1224 AM
Bl Q search S 2.Ca:x AR FoE

Figure II-8: Adding a Windows workstation to a domain using terminal

macOS systems were integrated into the domain by using the Directory Utility
tool and configured to authenticate against Windows Server Active Directory services.
This can be configured by going to System Settings > Users & Groups >
Network account server: Edit > Open Directory Utility > Active
Directory and entering in masterswordpub.net domain details. Administrators will

have to authenticate first with a local Mac administrator account and the Active
Directory domain Administrator account. After a system restart domain users will be

able to login using their domain credentials, e.g. MSPUB\s.zora.
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& DirectoryUtility File Edit Window Help Q 8 TueMay19 2:49PM

[ ] Directory Utility

Active Directory Forest:

Active Directory Domain: masterswordpub.net ‘—

Computer ID: ~ mspub-ws-vm03-mac

Mappings ~ Administrative
rea!e mobile account at login

Require confirmation before creating a mobile account

Use UNC path from Active Directory to derive network home location

Network protocol to be used:  smb: ¢

Default user shell: | /bin/bash

Figure II-9: Configuring a macOS workstation to a Windows Server Active
Directory domain

Ubuntu Desktop systems were configured to communicate with domain services
and participate within the enterprise environment. This was done by installing
dependencies through the Linux command line interface (CLI) using bash. To allow
domain join within the Ubuntu virtual machine included: RealMD, System Security
Services Daemon, PAM Library, Active Directory CLI, Samba, and Package Kit. The
following commands were entered to install these dependencies:

- Update the package library: sudo apt update
- Install the dependency packages: sudo apt install realm sssd ssd-
tools libnss-sss libpam-sss adcli samba-common-bin package
kit -y
A reboot will be required once packages are successfully installed. The system can be

added to the domain by entering the command sudo sudo realm join -v

24



masterswordpub.net -U Administrator then authenticating by entering the
domain administrator’s credentials. An extra command needs to entered to allow
Ubuntu to automatically create home directories to the system, sudo pam-auth-
update -enable mkhomedir. User can now login using their domain user account,
e.g. m.twili@masterswordpub.net.

root@SPUB-WS-VMO2-UBT: /home/mspubadmin# realm join masterswordpub.net -U Administrator
Password for Administrator:

root@MSPUB-WS-VMO2-UBT: /home /mspubadmin ]

Figure II-10: Ubuntu Desktop workstation domain join using CLI tools

The Kali Linux workstation was not added to the Active Directory domain. This
system is a standalone workstation for use by the internal Cybersecurity team. This
system is also only to be used for security validation activities and during incident
response efforts. The successful integration of multiple operating systems

demonstrated interoperability within a centralized enterprise environment.

Linux Web Services

A Ubuntu Server was deployed as a designated web server platform to host an
internal website. Secure File Transfer Protocol (SFTP) services were also configured to
support secure file access and management for website administrators. The server
hosted web content developed during the project and served as the primary platform

for automation testing and deployment. Services configured on the server included:

- Secure Shell Protocol (SSH) + User Management Functions
« Nginx Web Server « Security Logging

« SFTP Services

25



These configurations supported centralized management and aligned with enterprise

identity management best practices.

B etk

Welcome to nginx!

Figure II-11: Linux Web Server configured with Nginx

mspubadmi test : $ sudo python3 mspub-usermgmt_v2.py

Figure II-12: Linux User Management menu-based script

AWS Cloud Infrastructure

For a security awareness training campaign cloud based services were
deployed using Amazon Web Services (AWS). The cloud infrastructure consisted of
these AWS resources:

*  Amazon S3 + Amazon DynamoDB

+  Amazon CloudFront + Amazon CloudWatch

«  AWS Lambda

26



These services were integrated to deliver phishing simulation content, track user

interactions, collect campaign metrics, and provide awareness training materials. The

cloud infrastructure enabled real-time event logging and provided measurable data

regarding participant engagement and training completion.

aws Security Awareness Training AWS Topology
O @
- <]

MS365 Phishing Link
i |

in Email

nnnnnnnnn

'
API Gateway / |
da !

Amazon S3 Static
Website Bucket

n
S|

AWS Lambda
mspub-phishing-
event-logger

Figure II-13: AWS Security Awareness Training
architecture showing participant interaction, event
processing, logging, and reporting components.
View larger image

Implementation Results

The infrastructure implementation phase successfully delivered a functional

enterprise environment consisting of Windows, Linux, and macOS systems integrated

through centralized directory services. Core network services, automation solutions,

web services, and cloud-based security awareness tools were successfully deployed

and validated. The resulting environment provided the foundation required to support
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testing, troubleshooting, security analysis, automation development, and incident

response activities throughout the capstone project.

Linux Automation

Automation was implemented with the Master Sword Publishing (MSPUB)
environment to reduce administrative efforts, improve consistency, efficiency, and to
demonstrate practical scripting skills using the Python scripting language. Two
automation solutions were developed and deployed on the Ubuntu Server to support
business operations and system administration activities. The automation projects
focused on web server configuration deployments and user account management. The
configuration script executed commands as soon as it launched from the CLI. While
the user management solution utilizes a menu-driven interface. Both scripts were

tested extensively prior to deployment.

Automated System Configuration Script

The first automation task focused on automating the deployment and
configuration of web services on the MSPUB-LYNEL-WEBO1 Ubuntu Server. The
objective was to reduce manual configuration tasks and provide a repeatable
deployment process for server provisioning. This solution was developed using Python
and designed to execute a predefined sequence of configuration tasks immediately
after launch. Rather than relying on manual administration, the script automated the
installation and configuration of required services used with the MSPUB environment.
The script preformed these functions:

- Installation and configuration Nginx + Removal of the default Nginx

- Deployment of website content website
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- Creation of SFTP services « Validation of service operation

The script provided a consistent deployment process that reduces administrative effort
and minimized configuration errors. Testing confirmed that all required services were

successfully installed and operational following execution of the script.

Capstone Project Components

Figure LA-1: Executing Web Server Configuration script and end result Website deployment

User Management Automation Script

The second automation script task focused on account administration and user
lifecycle management. The goal was to streamline account creation and maintenance
activities while reducing administrative overhead. This solution was developed using
Python and deployed on MSPUB-LYNEL-WEBO1. The script provided administrators
with a menu-driven interface capable of managing users, groups, and account-related
activities. The key functions include:

- Create user accounts + Create groups
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Add users to groups « Batch user import

« Remove user accounts + Bulk user deletion
« Remove groups « Administrative logging
- List groups

The script also provided automated account provisioning through CSV imports,

allowing administrators to create multiple users simultaneously.

Figure LA-2: MSPUB User
Management Script menu options

file in a
per line using this format:

eted with their home directories.

e all users listed in this file? (y/n): n

Figure LA-3: CSV Import/Deletion features of the
MSPUB User Management script
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Logging and Auditing
Administrative actions were recorded through a centralized logging system.
Logs were stored locally and provided visibility in account management activities
performed through the application. The logging system supported:
- Administrative accountability + Troubleshooting

- Activity tracking « Change auditingTesting
Testing and validation of the script can be confirmed within the logs located in /var/

log/mspub_user_mgmt. log. The results confirmed:

 User account creation + Bulk deletions
« Group assignments + Log generation
« Batch imports « Permission verification
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Figure LA-4: MSPUB User Management System log file confirming all
functions of the script are operational

Benefits of Automation

The implementation of automation within the MSPUB environment provided
sever benefits like: reduced administrative workloads, improved configuration
consistency, faster service deployment, reduced human error, improved scalability,

simplified account management. These projects demonstrated how scripting and
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automation can improve operational efficiency while supporting enterprise
administrative requirements.

Results

Both automation scripts successfully achieved their objectives and were
integrated into the MSPUB infrastructure. The solutions demonstrated applications of
Python programing, Linux administration, and systems automation concepts while

improving efficiency and consistency throughout the environment.

Security Implementation

Security was integrated throughout the Master Sword Publishing environment to
protect organization resources, reduce risk, and support secure business operations.
Security controls were implemented across servers, workstations, network
infrastructure, cloud services, and user training initiatives. The objective was to
establish a layered security approach that addressed both technical and human factors

commonly associated with cybersecurity incidents.
Operating System Security

Security configurations were applied to all operating systems deployed within
the MSPUB environment. Each platform was configured according to recommended
security practices and organization requirements.

Windows Security

Windows Server 2025 and Windows 11 systems were configured to support

enterprise security requirements through Active Directory integration, centralized
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account management, and operating system security controls. These security

measures included:

« Domain-based authentication « Microsoft Defender protections
- Strong password requirements « Firewall configuration
+ User account management « Administrative access controls

« Security updates

Ubuntu Linux Security

Ubuntu Desktop and Ubuntu Server systems were configured using Linux

security best practices. These features included:

« Root user password change « Firewall protections
« User privilege separation + Service hardening
« Secure Shell (SSH) administration « Secure file permissions

- Package management updates
macOS Security

The macOS workstation was configured to support enterprise authentication
and secure system operations. Security measures included:
- Active Directory integration « Application security settings
« User authentication controls « Local firewall protections

- System updates
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Kali Linux Security

Kali Linux was deployed as a dedicated security testing platform. Administrative
controls were implemented to ensure the system is used only for authorized testing

activities within the MSPU environment.

Identify and Access Management

Identity and access management controls were implemented through Active
Directory Domain Services (AD DS). Centralized authentication reduced administrative
complexity and improved security through consistent account management practices.
Controls implemented included:

- Centralized user authentication « Account lifecycle management
- Security group management « Password management policies

» Role-based access controls

These controls helped ensure that users were granted access only to resources

necessary for their assigned responsibilities.
Network Security
Network security controls were incorporated into the MSPUB network design to

reduce unauthorized access and improve system protection. Implemented network

controls included:

« VLAN segmentation + Secure wireless authentication
« Firewall policies « Guest network isolation
- Access control lists (ACLS) « Administrative network separation
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These measures supported defense-in-depth principles and reduced opportunities for

lateral movement within the network.

Security Awareness Training Campaign

Recognizing that users represent a significant component of organization
security, MSPUB implemented a Security Awareness Training (SAT) campaign initiative
designed to educate users about phishing attacks and social engineering tactics. A
simulated phishing campaign was developed to evaluate participant responses and
provide immediate security awareness training when interactions occurred. The

campaign objectives were to:

« Measure phishing susceptibility « Demonstrate real-world attack
- Reinforce security awareness techniques
concepts + Collect metrics for future
« Improve incident reporting improvement efforts
awareness

Cloud Architecture & Other Components

The phishing campaign used Amazon Web Services (AWS) resources to help
collect data regarding the phishing campaign. Amazon S3 buckets were used to store
the webpages. Amazon CloudFront was used to execute the website and functions.
Amazon Lambda was used to help gather logging information for an Amazon
DynamoDB table to collect user input data. Amazon Certificate Manager was used to

issue an SSL/TLS certificate for HTTPS web protocol support. These services were
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configured to provide secure content delivery, event processing, logging, and
participant activity tracking. Cloud-based services were monitored to verify proper
operation and support campaign reporting activities.

A custom subdomain was created as part of one of my domains | own through

GoDaddy, masterswordpub-net.jaycemangum.com. A mask email address was also

created through Google Workspace to send the suspicious email, micrOsoft365-

administrator@masterswordpublishing.jaycemangum.com.

Security Awareness Training Results

The campaign was sent to five classmates from the CSNT program by a
randomizer, Professor Epps, and five of my personal friends. Each person was
assigned a participant id and customized tracking URL for AWS DynamoDB table

logging. The DynamoDB data was then tracked inside a spreadsheet tracker based on

the clicks of the user. Emails were sent on June 6th, 2026 between 9:25AM PST and

10:25AM PST.

Participant ID Person Email Sent Email Sent Date
participant00 Link H. Yes 6/6/26 7:06 PM
participantO1 Linda E. Yes 6/6/26 10:25AM
participant02 Bob H. No N/A
participant03 Brent B. No N/A
participant04 Alyx B. No N/A
participant05 Mihail B. Yes 6/6/26 10:15AM
participant06 Joshua B. No N/A
participant07 Tim C. No N/A
participant08 Keith C. No N/A
participant09 Iftu I. Yes 6/6/26 10:17 AM
participant10 Mateen K. No N/A
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Participant ID

Person

Email Sent

Email Sent Date

participant11
participant12
participant13
participant14
participant15
participant16
participant17
participant18
participant19
participant37
participant38
participant39
participant40
participant41
participant42
participant43
participant44
participant45

Akshatha K.
Brandon M.
Maksim M.
Dylan R.
Zach S.
Hutton S.
Mamadou S.
Caden T.
Gilbert W.
Taylor M.
Kali T.
David M.
Anna J.
Mason H.
Stacey M.
Corey M.
Kyrah B.

Tristan B.

No
No
Yes
No
No
No
Yes
Yes
No
Yes
Yes
Yes
Yes
Yes
No
No
No
No

Table SAT-1: Phishing Email Participants List

N/A

N/A
6/6/26 10:18 AM

N/A

N/A

N/A
6/6/26 10:20 AM
6/6/26 10:21 AM

N/A
6/6/26 10:09 AM
6/6/26 9:30 AM
6/6/26 9:26 AM
6/6/26 9:55 AM
6/6/26 9:38 AM

N/A

N/A

N/A

N/A

Of the 11 recipients who received the phishing email, 5 opened the message

and entered their credentials into the fraudulent form. 4 people actually read through

the training material and completed it. None of my classmates, nor Professor Epps,

opened the email, so they immediately passed this SAT. The simulated phishing

campaign demonstrated the effectiveness of modern email security controls. Several

messages delivered to Lake Washington Institute of Technology accounts were

automatically analyzed, classified as suspicious, and later removed by the email

security platform before user interaction could occur. My friends that | sent it to failed
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this training because they opened a suspicious link from their email and all of them
entered their Microsoft Account credentials into the fraudulent form. Luckily for them,
though, | did not record their inputs from the username and password fields. In an
actual attack, their information would have been compromised. Luckily, most of them
read the training material and received a security awareness training heart container

certificate.

Figure SISAT-2: Fraudulent Login Form for
Microsoft Credential input: https://

Figure SISAT-1: Phishing Email Sent to SAT masterswordpub-net.jaycemangum.com/
participants requiring them to reset their login.htmI?p=CAPSTONE-INQUIRY
password
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Secuirty Awareness Training Report

Hyahhh! You just interacted with a simulated phishing attack!

This was a simulated phishing exercise on behalf of your IT & Cybersecurity team!

This exercise was created as part of the Master Sword Publishing Security Awareness Campaign, Luckiy, this
simutation did not collect o stre your usemaros, p

Heart Container obtained!

What happened?
You coked ik Ina simulated Microsoft 365 password expiraton noto and were directed o a fake logn page: +1 Security Awareness
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+ Embedded login inks n emai Campaign: MSPUB-SAT-2026.001
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« Use a password manager ke 1Password, Bitwarden, or LastPass.

Figure SISAT-4: SAT completion page w/ a
b L L certificate: https://masterswordpub-
(=) net.jaycemangum.com/heart-container.html?

p=CAPSTONE-INQUIRY

Figure SISAT-3: Security Awareness Training
page users went to if they entered the
credentials and clicked the “Sign In” button:
https://masterswordpub-
net.jaycemangum.com/user-failed-phishing-
test.html?p=CAPSTONE-INQUIRY

= DynamoDB > Exploreitems > MSPUB-SAT-2026-001-Results

Run Reset

[ @ Completed - Items returned: 44 - Items scanned: 44 - Efficiency: 100% - RCUs consumed: 2

Table: MSPUB-SAT-2026-001-Results - Items returned (38)

Scan started on June 09, 2026, 14:19:39

event_id (String) v | campaign_id v | event_type v | page v | participant_id & | timestamp
) daf649d0-987d-4 MSPUB-SAT- 1 email_link_clicked login.html. participant00 2026-06-06T22:39:22.327141+400:00
) 8978452.2242-4c8d...  MSPUB-SAT-2026-001 training_page_view user-failed-phishing-testhtml participant00 2026-06-06T22:40:22.062894+00:00 | Bl 1
a0 7. MSPUB-SAT- 1 login_attempt login.htm. participant00 2026-06-06T22:40:21.929175+00:00 | " ok i
O 7117e50c-dd76-4bc2. MSPUB-SAT-2026-001 training_completed heart 22:40:54, - J
£1819¢16-b705-44dc. MSPUB-SAT-... [T} & email_link_clicked login.htm participant01 2026-06-06T17:26:17.384412+00:00
9095540c-9140-4545... MSPUB-SAT-2026-001 email_link_clicked login.html participanto1 2026-06-06T17:26:23.994848+00:00
341dc43b-553-465b. MSPUB-SAT-2026-001 email_link_clicked login.html participant0s 2026-06-06T17:16:17.677216+00:00
() 5a5e0f15-150b-deza-... MSPUB-SAT-2026-001 email_link_clicked login.htm participant05 2026-06-06T17:16:13.557032+00:00
O ab 0-... MSPUB-SAT- 1 email_link_clicked login.htm participant09 2026-06-06T17:17:49.231235+00:00
O d36-45b. email_link_clicked loginhtm participant09 2026-06-06T17:17:42.643074+00:00
dbb: 746, email_link_clicked loginhtm participant13 2026-06-06T17:19:26.629064+00:00
191a58b5-0016-442. MSPUB-SAT-2026-001 email_link_clicked login.html participant13 2026-06-06T17:19:31.133388+00:00
c4b9952e-d17c-47bb. MSPUB-SAT-2026-001 email_link_clicked ogin.htm participant17 2026-06-06T17:20:57.043690+00:00
() 3a3edlbe-cess-4683... MSPUB-SAT-2026-001 email_link_clicked login html participant17 2026-06-06T17:21:01.079920+00:00
() ffc9b617-adb0-dda: MSPUB-SAT-2026-001 email_link_clicked ogin html participant18 2026-06-06T17:22:29.155774400:00
) B1fd37a-c5c6-4d80-..  MSPUB-SAT-2026-001 email_link_clicked login.htm. participant18 2026-06-06T17:22:25.333151400:00
770be884-1289-4cdS...  MSPUB-SAT-2026-001 training_page_view. user-failed-phishing-testhtml participant37 2026-06-06T17:34:42.457637+00:00
d login_attempt login.html participant37 2026-06-06T17:34:41.976726+00:00
email_link_clicked login html participant37 06T17:33:31.204797+00:00
b33b30-63b training_completed heart-containerhtml participant37 2026-06-06T17:34:58.948942+00:00
5C263746-2625-4480...  MSPUB-SAT-2026-001 email_link_clicked login.htm participant37 2026-06-06T17:35:32.160904+00:00

Figure SISAT-5: DynamoDB logging results table


https://masterswordpub-net.jaycemangum.com/user-failed-phishing-test.html?p=CAPSTONE-INQUIRY
https://masterswordpub-net.jaycemangum.com/user-failed-phishing-test.html?p=CAPSTONE-INQUIRY
https://masterswordpub-net.jaycemangum.com/user-failed-phishing-test.html?p=CAPSTONE-INQUIRY
https://masterswordpub-net.jaycemangum.com/user-failed-phishing-test.html?p=CAPSTONE-INQUIRY
https://masterswordpub-net.jaycemangum.com/heart-container.html?p=CAPSTONE-INQUIRY
https://masterswordpub-net.jaycemangum.com/heart-container.html?p=CAPSTONE-INQUIRY
https://masterswordpub-net.jaycemangum.com/heart-container.html?p=CAPSTONE-INQUIRY
https://masterswordpub-net.jaycemangum.com/heart-container.html?p=CAPSTONE-INQUIRY

QLY @ € @ @ @ &
H
QEQ0Q 0 0 000 0

8

H
daR
QR
LR

Figure SISAT-6: SAT Statistics Tracker Final Results, Campaign ended on 6/9/26

Incident Response Plan

In addition to preventive measures, a formal Incident Response Plan (IRP) for
MSPUB was created, aligned to ISO/IEC 27001 principles and NIST incident handling
guidance. The plan establishes the following procedures for:

Eradication

Incident preparation

Detection and reporting

Recovery

Assessment and analysis Post-incident review

Containment Continuous improvements

The MSPUB Security awareness results were also incorporated into the IRP as a
practical example. The IRP provides a structured framework for responding to security

incidents while minimizing business impact and supporting organization resilience.

Security Implementation Results

The security controls implemented throughout the MSPUB environment
established a layered approach to cybersecurity that addressed infrastructure,
applications, users, and operational procedures. By combining technical safeguards,

centralized administration, security awareness training, and incident response
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planning, MSPUB’s security program has been designed to support the confidentiality,
integrity, and availability of organization information assets.

During testing, with my LWTech student email, | noticed that the campus email
filtering system flagged the campaign email as junk. After a couple of days, it appears
the system automatically deleted the phishing email without my interaction in deleting
the message. This behavior demonstrated the effectiveness of modern email security
controls and highlights the importance of layered defenses that combine technical

protections with user awareness training.

Troubleshooting Documentation

Troubleshooting and problem-solving are critical skills for systems
administrators and cybersecurity professionals. As part of the Master Sword Publishing
Capstone Project scenario, several mock troubleshooting scenarios were developed
and resolved to demonstrate the ability to identify, analyze, and correct common
enterprise technology issues. These troubleshooting exercises were designed to
simulate real-world problems that may occur within business environments. Each
scenario followed a structured troubleshooting methodology that included problem
identification, analysis, remediation, testing, and validation. All scenarios can be found
inside the “Master Sword Publishing’s Information Technology Infrastructure

Documentation” document on pages 165-197.

DNS Misconfiguration

The DNS Misconfiguration scenario simulated a failure in name resolution

services within the MSPUB environment. The user was unable to properly locate
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network resources due to incorrect DNS settings. The troubleshooting process

involved:

Identifying failed name resolution requests

- Reviewing networks configurations verifying DNS server settings

Correcting configuration errors

Testing connectivity and name resolution
Successful resolution restored communications between systems and demonstrated

the importance of DNS services within enterprise networks.

o000 MSPUB-WS-VMO1-WIN & 6B B ¢ O 8w -« &
v X 4+
X | ® google.com
2 B3 Import favorites For quick access, place your favorites i S ————" X + | v
PS C:\Users\z.princess> ping google.com
Pinging google.com [74.125.20.139] with 32 bytes of data:
Request timed out.
Request timed out.
Request timed out.
Request timed out.
Ping statistics for 74.125.20.139:
Packets: Sent = U4, Received = 0, Lost = 4 (100% loss),
PS C:\Users\z.princess> ping 8.8.8.8
Pinging 8.8.8.8 with 32 bytes of data:
Request timed out.
Request timed out.
Request timed out.
Request timed out.
Ping statistics for 8.8.8.8:
Packets: Sent = 4, Received = 0, Lost = U4 (100% loss),
PS C:\Users\z.princess> ping 10.0.0.11
Pinging 10.0.0.11 with 32 bytes of data:
Reply from 10.0.0.11: bytes=32 time<lms TTL=128
Reply from 10.0.0.11: bytes=32 time<lms TTL=128
Reply from 10.0.0.11: bytes=32 time<lms TTL=128
Reply from 10.0.0.11: bytes=32 time<lms TTL=128
Ping statistics for 10.0.0.11:
Packets: Sent = U, Received = U, Lost = 0 (0% loss),
740 . reED - -, - = 12:34PM
4 EE  Q Search G L 2 - C H * = AR @Goa 5/28/2026

Figure TD-1: User DNS issue. User cannot load webpages, nor can they ping internal
or external resources.
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Figure TD-3: DNS issue resolved. Testing nslookup for domain services,
pinging internal/external resources and web browsing.
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User Account Lockout

The User Account ILockout scenario simulated a common support request
involving a user who was unable to access their organization resources due to account

restrains. The troubleshooting process involved:

Reviewing account status within Active Directory

Identifying the cause of the lockout (too many failed login attempts)

Restoring account access

Verifying successful authentication
- Confirming access to required resources
This exercise demonstrated account administration procedures and Active Directory

management skills.

Thu May 28

If you forgot your password, you can...
@ Restart and show password reset options
MSPUBIi.sheikah

ssssssssenees |

support.apple.com/mac/password

Figure TD-4: User Account Locked out. Cannot sign into domain
account
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File Action View Help

3 Active Directory Users and Computers

MSPUB-GLEEOK-DC

Tools  View  Help
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e n@E KO0 XEEEHm L aavaa
= Active Directory Users and Comp|| Name Type Description |
> [ saved Queries &, Impa Sheikah User Impa Sheikah Properties ? X
v R masterswordpubnet Zelda Princess User
> [ Builtin Member OF Diakin Environment Sessions
> [ Computers Remote control Remote Desktop Senvices Profil com+
v (2] Departments General  Address  Account  Profle  Telephones  Organization
=1 Administration|
ST S0r User logon name:
> 1 Online-Services @masterswordpub.net N
> [ Publishing User logon name (prs-Windows 2000):
> & Domain Controllers MSPUBY isheikah
> [ ForeignSecurityPrincipals
> [ Managed Service Accoun Logon Hours. Log OnTo
> (3] Servers
> [ Users ) Unlock acoount. This account s curantly locked out on this Acive
Directory Domain Controler.
Account options:
() User must change password at next logon
(7) User cannot change password |
() Password never expires.
() Store password using reversible encryption
Account expires.
Ia' ADDS 1 O Never
- (OEnd of: Saturday , June 27,2026

®| B

(® Manageability

Events

Services OK } Cancel Apply

Performance Performance ‘ Performance

Q search =

Help

0 o

Hide

1

3102 PM
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Figure TD-5: Check the user’s account status in Active Directory,

account is locked out.

pa i mma e s o ca

. Impa Sheikah Properties ? X

¢ Member Of Diak-in Environment Sessions

i Remote control Remote Desktop Services Profile COM+
General Address Account Profile Telephones Organization

User logon name:

i.sheikah @masterswordpub.net W

User logon name (pre-Windows 2000):
MSPUB\ i.sheikah

Logon Hours... Log On To...

nlock account. This account is currently locked out on this Active
irectory Domain Controller.

Account options:

'lser must change password at next logon
(L) User cannot change password l

D Password never expires

(0 Store password using reversible encryption

Account expires

© Never

(O End of: Saturday , June 27,2026

Figure TD-6 Unlocking User Account
and requiring a password rest at next
login.
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Ll .

Reset Password ? X

New password: escscsce G—
Confirm password: 00“'”0'4—
ser must change password at next logon

The user must logoff and then logon again for the change to take effect.

a Account Lockout Status on this Domain Controller: Unlocked

u
(") Unlock the user's account

i

Figure TD-7: Reseting the users password
to a temporary password to give them.

Thu May 28

Reset Password

Reset Password

Cancel

Figure TD-8: User successfully logged back in and the password
reset prompt works.

Disk Space Management

The Disk Space scenario simulated a workstation experiencing limited available
storage capacity. The issue affected normal system operation and required
investigation to determine the cause of the storage utilization. The troubleshooting
process included:

- ldentifying storage utilization issues + Locating unnecessary files and data
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- Removing non-essential content + Confirming normal system

- Verifying available storage capacity operation

This scenario demonstrated system maintenance procedures and resource

management techniques.

) Home

) Gallery

> @ Onediive

aaaaaaaa

caw e BT CB A =L

45 AM
572972026

Figure TD-9: User reports low disk space one
the system

Disk Cleanup

The Disk Cleanup utility is cleaning up unnecessary files
-~ on your machine.

Cleaning up drive (C:).
] Cancel
Cleaning: Windows Update Cleanup

Figure TD-10: Running Disk
Clean up to remove temporary
files and caches
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Figure TD-13: Checking Disk Space is now free in File Explorer

Network Connectivity Issue

The Network Connectivity scenario simulate a workstation experiencing

communication problems within the MSPUB environment. The troubleshooting process

included:
- Verifying network adapter « Correcting configuration errors
configuration + Validating communication with
« Testing IP connectivity network resources

- Reviewing network settings

The resolution restored normal connectivity and reinforced the importance of

systematic troubleshooting methodologies.
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Troubleshooting Methodology

Each troubleshooting scenario followed a structured process designed to
minimize downtime and identify root causes efficiently. The methodology consisted of:

1. Identifying the problem

2. Establishing a theory of probable cause

3. Testing the theory

4. Implementing a solution

5. Verifying system functionality

6. Documenting finds and actions
This approach aligns with industry best practices and provides a repeatable framework

for resolving technical issues.

Results

All troubleshooting scenarios were successfully resolved through systematic
analysis and corrective action. These exercises demonstrated practical problem-
solving skills across networking, operating systems, Active Directory administration,
and system maintenance. The scenarios reinforced the importance of documentation,
testing, and validation when addressing technology-related issues within enterprise

environments.

Testing & Validation

Testing and validation activities were conducted throughout the implementation
process to verify that systems, services, automation solutions, and security controls

operated as intended. Testing was performed following major configuration changes
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and project milestones to ensure functionality, reliability, and interoperability within the
Master Sword Publishing (MSPUB) environment. The testing process focused on
validating infrastructure services, user authentication, operating system integration,

automation solutions, cloud services, and security awareness components.

Active Directory Validation

Active Directory Domain Services (AD DS) was tested to verify proper operation
of authentication and directory services. Validation activities included:
- Domain controller functionality testing
+ User authentication testing

- Group membership verification

Organization Unit validation
- Active Directory replication testing
« Domain login testing
Testing confirmed that users could successfully authenticate using domain credentials

and that directory information replicated correctly between domain controllers.

DNS Validation

DNS services were tested to ensure reliable name resolution throughout the
MSPUB environment. DNS services were verified by:
+ Forward lookup testing + Inter-system communication testing
« Hostname resolution testing « DNS replication verification

- Domain controller discovery testing
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Successful testing confirmed that DNS services supported communication and

resource discovery throughout the environment.

Workstation Integration Testing

Each workstation operating system was tested to verify communication and
compatibility with enterprise services. Testing included:
« Windows 11 authentication testing

« Ubuntu Desktop connectivity testing

macOS domain integration testing
« Kali Linux connectivity validation
- Resource access testing
« Network communication verification
Results confirmed successful deployment and operation of both web and file transfer

services.

Web Server and SFTP Validation

The MSPUB-LYNEL-WEBO1 server was tested to verify proper operation of
deployed services. The following were completed to verify services:
« Nginx service verification « File transfer validation
« Website accessibility testing « Service startup verification

- SFTP connectivity testing

Testing confirmed successful deployment and operation of both web and file transfer

services.
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Automation Validation

Automation scripts were tested extensively prior to deployment.
Automated System Configuration Script validation:

- Service installation verification

SFTP configuration validation

« Website deployment validation Service functionality verification

« Nginx configuration testing

User Management Script validation:

« User creation testing Batch import validation

« Group creation testing

Bulk deletion testing

- Group assignment testing + Logging verification
Results confirmed that both automation projects functioned as designed and

successfully reduced administrative efforts.

Security Awareness Campaign Validation

The MSPUB Security Awareness Training (SAT) platform was tested to verify

proper operation of the phishing simulation environment. Testing included:

« Phishing email delivery testing « Training page verification
« Website accessibility validation « Event logging validation
« Login page functionality testing « Database recording verification

AWS services were monitored throughout testing to ensure proper communication

between platform components.
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AWS Cloud Service Validation

Cloud infrastructure components were validated individually and as an

integrated solution. The following were tested:

- Amazon S3 website hosting verification

« CloudFront content delivery testing

- AWS Lambda execution testing

« DynamoDB record validation

« CloudWatch log monitoring
Testing confirmed successful event processing and participant activity tracking

throughout the Security Awareness Training platform.

Project Objective Validation

Testing results confirmed that all major project objectives were successfully

achieved, including:

Enterprise infrastructure deployment

Active Directory implementation

DNS configuration

« Multi-platform workstation integration

Linux service deployment

Automation development

Security awareness training implementation

Incident réponse planning

Technical documentation development
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Results

Testing and validation activities confirmed that the MSPUB environment
operated as intended and successfully met project requirements. The infrastructure
demonstrated reliable functionality across server platforms, workstation systems,
automation tools, cloud services, and security components. Validation results provided
assurance that the environment was capable of supporting enterprise operations while

meeting the objectives established for the capstone project.

Risk Analysis

Risk analysis is an essential component of cybersecurity and infrastructure
planning. Organizations face a variety of threats that can impact the confidentiality,
integrity, and availability of information systems. As part of the Master Sword
Publishing (MSPUB) capstone project, several risks were identified and evaluated
during the reign and implication process. The objective of the risk analysis was to
identify potential threats, assess their impact on business operations, and implement

appropriate controls to reduce organization risk.
Phishing & Social Engineering

Phishing attacks remain one of. The most common methods used by attackers
to obtain user credentials and gain unauthorized access to organization resources.
Employees are frequently targeted through deceptive emails, fraudulent websites, and
social engineering techniques. Potential impacts may include:

- Credential theft » Data exposure

« Unauthorized account access « Malware infections
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« Business disruption

To address the risk, MSPUB implemented a Security Awareness Training (SAT)
campaign designed to educate users about phishing attacks and improve security

awareness.

Malware & Ransomware

Malware and ransomware attacks can disrupt business operations, damage
systems, and result in the loss of critical information. Potential impacts include:
« Data loss + Finical losses
- System downtime + Recovery costs

« Business interruption

Mitigation measures implemented within the MSPUB environment include operating
system security controls, software updates, firewall protections, and user awareness
trainings.

Unauthorized Access

Unauthorized access can occur through compromised credentials, weak
passwords, privilege abuse, or misconfigured systems. Potential impacts include:
« Exposure of sensitive information + Loss of data integrity

« Unauthorized system changes + Service disruptions

To reduce this risk, MSPUB implemented centralized authentication through Active
Directory, account management controls, security groups, and role-based access

management.
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Human Error

Human error remains one of the leading causes of technology incidents.
Configuration mistakes, accidental deletions, improper system changes, and failure to
follow procedures can negatively affect business operations. Potential impacts include:

- Service outages « Security vulnerabilities

« Data loss « Configuration inconsistencies

Documentation, automation, standardized procedures, and user training were

implemented to reduce the likelihood of human error.

Infrastructure Failure

Hardware failures, software failures, and service interruptions may affect the
availability of critical business resources. Potential impacts may include:
- Downtime « Service interruptions

« Loss of productivity + Data availability issues

To address this risk, MSPUB implemented redundancy where possible, including
secondary domain controllers, cloud-based services, and documented recovery

procedures.
Cloud Service Risks

Cloud-hosted services introduce additional risks including service outages,
misconfigurations, and dependency on third-party providers. Possible impacts include:

- Service disruptions + Delayed incident response

- Data accessibility issues

60



AWS services utilized within the Security Awareness Training platform were configured
with monitoring and logging capabilities to support troubleshooting and service

validation.

Risk Mitigation Summary Matrix

Potential Impact Mitigation Strategy
Phishing Credential Theft Security Awareness Training
Malware System Compromise Security Controls and Updates
Unauthorized Access Data Exposure Active Directory and Access
Controls
Human Error Service Disruption Documentation and Automation
Infrastructure Failure Downtime Redundancy and Recovery
Procedures
Cloud Service Failure Service Interruptions Monitoring and Logging
Results

The MSPUB environment was designed using a defense-in-depth approach that
incorporates technical controls, administrative controls, security awareness initiatives,
and incident response planning. While no environment can completely eliminate risk,
the implementation of layered security measures significantly reduces the likelihood

and impact of common cybersecurity threats.

Performance Analysis

The purpose of the performance analysis was to evaluate the effectiveness,
reliability, scalability, and overall success of the Master Sword Publishing (MSPUB)
infrastructure. Throughout the project, systems, services, automation solutions, and

security controls were tested and validated to ensure they met organization
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requirements and project objectives. The analysis focused on infrastructure on
infrastructure performance, automation effectiveness, security implementation, and

user awareness initiatives.

Infrastructure Performance

The virtual enterprise environment successfully supported all required services
throughout implementation and testing. Windows Server, Windows 11, Ubuntu
Desktop, Ubuntu Server, macOS, and Kali Linux systems operated reliably within the
virtual environment and maintained communication with one another. Core services like
Active Directory Domain Services (AD DS), DNS, web hosting, and user authentication

performed as expected throughout the project lifecycle. Performance observations

included:
- Stable domain controller operation + Consistent user authentication
« Reliable DNS name resolution + Reliable web and file transfer
+ Successful cross-platform services

communication

The infrastructure provided a stable foundation for administration, testing, and security

activities.
Active Directory Performance

Active Directory services successfully supported centralized authentication and
directory management functions. Performance testing demonstrated:

« Successful domain joins « Proper security group functionality

+ Reliable user authentication « Consistent directory replication
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- Effective centralized account management

The implementation simplified administrative tasks while providing enterprise-level

identity management capabilities.

Automation Effectiveness

Automation solutions significantly reduced the amount of manual administrative
effort required within the MSPUB environment. The Automated System Configuration
Script successfully deployed required web services and reduced configuration time by
eliminating repetitive installation and setup tasks. The User Management Script
improved efficiency by automating account creation, group assignments, batch

imports, and logging activities. The observed benefits included:

+ Reduced deployment time « Simplified administrative processes
« Improved consistency + Improved scalability for future
« Reduced human error growth

The automation projects successfully demonstrated the practical value of scripting

within enterprise environments.

Security Performance

Security controls implemented throughout the MSPUB environment functioned

as intended and supported organization security objectives. Performance indicators

included:
- Successful authentication controls « Operating system hardening
« Proper account management measures
« Secure service configurations « Firewall protections
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« Security awareness training implementation

These controls contributed to a layered security approach that improved the overall

security posture of the environment.
Security Awareness Training Performance
The Security Awareness Training (SAT) campaign demonstrated the

effectiveness of combining technical controls with user education. The AWS-based

platform successfully:

+ Delivered phishing simulation + Logged security awareness metrics
content « Generated measurable campaign
- Recorded participant interactions results

- Tracked training progress

The campaign provided valuable insight into user behavior while reinforcing security

awareness concepts through practical experience.

Scalability & Future Growth

The MSPUB design was developed with scalability in mind. Additional users,
workstations, servers, and services can be added with minimal modifications to the
existing infrastructure and minimal IT staff overhead. The advantages of scalability
include:

- Centralized user management
« Expandable Active Directory structure
+ Flexible network design

- Cloud-based service integration
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« Automation-assisted administration
These characteristics support future growth of the organization while minimizing

administrative complexity.

Overall Project Performance

The MSPUB environment successfully achieved the objectives established
during the planning phase. Core infrastructure services, automation solutions, security
controls, troubleshooting exercises, and cloud-based security awareness initiatives
were implemented and validated successfully. The project demonstrated the ability to
design, deploy, secure, manage, and document enterprise technology solutions while
applying concepts learned throughout the Computer Security and Network Technology

(CSNT) program.

Results

Performance analysis indicated that the MSPUB infrastructure operated reliably,
supported organization requirements, mandated met project objectives. The
combination of enterprise services, automation, security controls, and cloud-based
technologies resulted in a functional and scalable environment capable of supporting

modern business operations.

Lessons Learned

The Master Sword Publishing (MSPUB) capstone project gave me valuable
experience across systems administration, networking, cybersecurity, cloud
computing, automation, troubleshooting, and project documentation. While the project

successfully achieved its objectives, some challenges were encountered throughout
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the implementation process. These challenges provided opportunities to develop

problem-solving skills and gain practical experience with enterprise technologies.

Technical Lessons Learned

One of the most significant lessons learned involved the importance of planning
and validating infrastructure decisions before implementation. Early testing revealed
the limitations when attempting to use VMware Fusion for portions of the virtual
environment, particularly when working with Advanced RISC Machine (ARM) systems
and macOS virtual machines. As a result, the project transitioned to Parallels Desktop,
which provided improved compatibility and stability for these kinds of operating
systems natively.

The project also reinforced the complexity of Active Directory deployments.
Issues involving domain controller replication, DNS configuration, and domain joins
across multiple operating system platforms demonstrated how closely integrated
enterprise services depend on one another. Troubleshooting these issues provided a
deeper understanding of the Microsoft enterprise infrastructure and the importance of
validating foundational services before deploying dependent systems. Cross-platform
administration introduced additional challenges. Integrating Windows, Ubuntu, macOS,
and Kali Linux into a centralized environment required different management
approaches for each operating system. This experience highlighted. The importance of
understanding platform-specific tools while maintaining consistent security and

administrative practices.
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Automation Lessons Learned

The automation projects demonstrated the value of scripting in reducing
receptive administrative tasks. Developing Python-based automation solutions
provided practical experience with software development concepts while improving the
overall operational efficiency. The System Configuration script demonstrated how
infrastructure deployment tasks can be standardized and related consistently. The User
Management Script reinforced the value of automation in user lifecycle management,
account provisioning, and administrative reporting. These projects illustrated how
automation can reduce human error while improving scalability and consistency within

enterprise environments.

Cloud Computing Lessons Learned

The Security Awareness Training platform provided practical experience with
cloud-based services and event-driven architectures. AWS services, including Amazon
S3, CloudFront, Lambda, DynamoDB, and CloudWatch, were integrated to support the
phishing awareness campaign. One of the most valuable lessons involved
troubleshooting interactions between cloud services. CloudFront caching behavior,
event logging, database integration, and content deployment required careful testing
and validation to ensure accurate tracking of participant activity. The project reinforced
the importance of understanding how cloud services interact and how monitoring tools

can be used to diagnose operation issues.
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Cybersecurity Lessons Learned

The Security Awareness Training campaign provided insight into both technical
and human aspects of cybersecurity. While some participants interacted with the
simulated phishing email, other email systems automatically filtered or moved the
message before users could interact with it. This demonstrated the effectiveness of
modern email security controls and reinforced the concept of layered security. User
awareness training remains important, but technical controls such as spam filtering,
email authentication, and threat detection systems also play a critical role in reducing
an organization’s risk. The development of the Incident Response Plan rather
reinforced the importance of preparation, documentation, and structured response

procedures when addressing security incidents.

Documentation Lessons Learned

The final lesson learned throughout this project was the value of maintaining
detailed documentation. Screens, configuration notes, implementation procedures,
troubleshooting records, and testing results were collected continuously throughout the
project’s lifecycle. Comprehensive documentation simplified troubleshooting efforts,
reduced rework, and provided evidence of successful implementation. The
documentation process also reinforced professional practices commonly used within
enterprise IT environments.

Overall, the MSPUB capstone project demonstrated that successful enterprise
technology deployments require more than technical knowledge alone. Planning,
testing, troubleshooting, documentation, security considerations, and adaptability all

contributed to the project’s success. The challenges encountered throughout the
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project provided opportunities to strengthen my technical skills while developing a
deeper understanding of enterprise systems, cloud services, cybersecurity operations,

and infrastructure management.

Future Improvements

Although the Master Sword Publishing (MSPUB) environment successfully
achieved its project objectives, there are several opportunities for improvement and
future enhancements. These improvements would further strengthen security, improve
operation efficiency, and increase the organization’s resilience:

- Multi-Factor Authentication: One potential improvement would be to implement
MFA for user accounts and administrative access. This would provide an
additional layer of protection against credential theft and unauthorized access.

- Centralized Logging & Monitoring: Implementing logging and monitoring in a
centralized location would improve visibility across systems and services.
Aggregating logs from servers, workstations, and cloud services would simplify
troubleshooting and support incident detection activities.

- Vulnerability Management: Regular vulnerability assessments and automated
vulnerability scanning could be implemented to identify security weaknesses and
support proactive remediation efforts.

- Automated Patch Management: Future versions of the MSPUB environment
could include automated operating system and application patching solutions to

improve security and reduce administrative overhead.
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- Expanded Security Awareness Trainings: Additional phishing simulations and
security awareness campaigns could be conducted periodically to reinforce
cybersecurity concepts and measure improvements in user awareness over time.

- Backup and Disaster Recovery Enhancements: While recovery procedures
were addressed within the Incident Response Plan, future implementations could
include additional backup automation, recovery testing, and disaster recovery
planning activities to further improve the organization’s resilience.

- Expand Cloud Services: Additional AWS services could be integrated into the
environment to provide enhanced analytics, reporting, monitoring, and security
capabilities. Future enhancements may include dashboard development,
automated reporting, and advanced event analysis.

The future growth of the MSPUB environment was designed with scalability in
mind and can support additional users, services, departments, and infrastructure
components. Future expansion could include additional servers, cloud services,
security tools, and enterprise applications as organizational requirements evolve. These
improvements represent opportunities to further mature the MSPUB environments and
strengthen security, automation, monitoring, and operational capabilities. While the
current implementation successfully met project requirements, continuous

improvement remains an important aspect of enterprise technology management.

Conclusion

The Master Sword Publishing (MSPUB) capstone project successfully
demonstrated the knowledge and skills developed throughout my time in the Computer

Security and Network Technology program at Lake Washington Institute of Technology.
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This project combined networking, systems administration, cybersecurity, cloud
computing, automation, troubleshooting, and documentation into a comprehensive
enterprise technology solution. The project began with the design of an enterprise
network architecture and the creation of a virtual business environment consisting of
Windows, Linux, macOS, and security testing systems. Core services including Active
Directory Domain Services, Dynamic Naming System, web hosting, and centralized
authentication were successfully implemented and validated on each operating
system. Automation solutions developed using Python improved administrative
efficiency through automated system configuration and user management capabilities.
The two scripting projects demonstrated the value of scripting within enterprise
environments while reducing manual administrative effort. Security remained a primary
focus throughout the project. Operating system hardening, centralized identity
management, network security controls, security awareness training, and incident
response planning were implemented to improve the overall security posture of the
environment. The AWS-based Security Awareness Training platform provided practical
experience with cloud technologies while supporting cybersecurity education
objectives. The troubleshooting exercises further demonstrated the ability to identify,
analyze, and resolve common enterprise technology issues using structured
methodologies and industry best practices. Throughout the project, extensive
documentation was maintained to record implementation procedures, testing results,
troubleshooting activities, and security controls. This documentation provided evidence
of successful completion while reinforcing professional IT documentation practices. In

real-world IT, this would be documented in a knowledge base or ticketing system. For
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this project, it is a dedicated document. The successful completion of the MSPUB
capstone project demonstrates the ability to design, deploy, secure, manage, and
document enterprise technology solutions. The project represents the culmination of
knowledge acquired throughout the CSNT program and provides a strong foundation
for future professional growth within the fields of information technology, systems

administration, networking, cybersecurity, and cloud computing.
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Appendices

Appendix A - Automation Python Scripts Source Code

Appendix A.1.a - System Configuration - Webserver

The script was written using Sublime Text with Python syntax highlighting:

Download mspub-webserver-setup V3.py

#!/usr/bin/env python3

import os

import subprocess

import logging

import shutil

from datetime import datetime

LOG_FILE = "/var/log/mspub_setup.log"
LOG_DIR = "/var/log"

def main():
check_root()
log_action("MSPUB Web Server Setup Script started.")
system_updater ()
install_packages()
configure_firewall()
create_web_directory()
create_sftp_directory()
create_publishing_group()
deploy_landing_page()
configure_nginx_site()
enable_services()
verify_config()

print("\nMSPUB Web Server Setup Complete!")
log_action("MSPUB web server setup completed successfully.")

def log_action(message):
"""Write script activity to the log file."""
timestamp = datetime.now().strftime("%Y-%m-%d %H:%M:%S")
with open(LOG_FILE, "a") as log:
log.write(f"[{timestamp}] {messagel}\n")
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def run_command(command) :
"""Run a Linux command and log success or failure."""
try:
result = subprocess.run(
command,
shell=True,
check=True,
text=True,
capture_output=True
)
log_action(f"SUCCESS: {command}'")
return result.stdout

except subprocess.CalledProcessError as error:
log_action(f"ERROR {command}")
log_action(error.stderr)
print(f"Command failed: {command}")
print(error.stderr)
exit(1l)

def check_root():
"""Werify the script is running with root privileges."""
if os.geteuid() !=0:
print("The MSPUB Webserver Setup script must be run with
sudo privileges.")
exit(1l)

log_action("Root privilege check passed.")

def system_updater():
"""Update Ubuntu package repositories and installed packages."""
print ("Updating system packages...")

run_command("apt update")
run_command ("apt upgrade -y")

log_action("System packages updated successfully.")

def install_packages():
"""Tnstall required packages for the MSPUB web server."""
print("Installing required packages...")

packages = [
"nginx",
"openssh-server",
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]

package_1list = " ".join(packages)
run_command (f"apt install {package_list} -y")

log_action("Required packages installed successfully.")

def configure_firewall():
"""Configuring UFW firewall rules.™""
print("Configuring firewall rules...")

run_command ("ufw allow OpenSSH")
run_command ("ufw allow 'Nginx Full'"™)
run_command ("ufw --force enable")

log_action("Firewall configured sucessfully.")

def create_web_directory():
"""Create the MSPUB web directory and set permissions."""
print("Creating web directory...")

web_dir = "/var/www/masterswordpub.net"

run_command (f"mkdir -p {web_dir}")
run_command (f"chown -R www-data:www-data {web_dir}")
run_command (f'"'chmod -R 755 {web_dir}")

log_action("Web directory created and permissions configured.")

def create_sftp_directory():

"""Create SFTP directory structure for the Publishing
department."""

print("Creating SFTP directory...")

sftp_dir = "/srv/sftp/publishing"

run_command (f"mkdir -p {sftp_dir}")

run_command (f"chmod 755 /srv/sftp")

run_command (f"chmod 755 {sftp_dir}")

log_action("SFTP directory structure created successfully.")
def create_publishing_group():

"""Create the Publishing group for SFTP access."""
print("Creating publishing group...")
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group_name = "publishing"

group_exists = subprocess.run(
f'"getent group {group_namel}",
shell=True,
text=True,
capture_output=True

)

if group_exists.returncode ==
log_action("Publishing group already exists.")
print("Publishing group already exists.")

else:
run_command (f"groupadd {group_name}")
log_action("Publishing group created successfully.")

def deploy_landing_page():
"""Deploy a basic MSPUB -internal website landing page."""
print("Deploying MSPUB landing page...")

source_file = "mspub_index.html"
destination_file = "/var/www/masterswordpub.net/index.html"

if not os.path.exists(source_file):
log_action(f"ERROR: {source_file} not found.")
print(f"Error: {source_file} not found. Please upload
{source_f1ile} to server.")
exit(1)

shutil.copy(source_file, destination_file)

run_command (f'chown www-data:www-data {destination_file}"')
run_command (f"chmod 644 {destination_file}")

log_action("MSPUB website deployed successfully.")

def configure_nginx_site():
"""Configure Nginx to server the MSPUB website."""

print("Configuring Nginx site...")
site_config = "/etc/nginx/sites-available/masterswordpub.net"
enabled_site = "/etc/nginx/sites-enabled/masterswordpub.net"

default_site = "/etc/nginx/sites-enabled/default"

nginx_config = """server {



listen 80;
listen [::]:80;

server_name masterswordpub.net www.masterswordpub.net;

root /var/www/masterswordpub.net;
index index.html;

location / {
try_files Suri Suri/ =404;
}

}

mnmnn

with open(site_config, "w") as file:
file.write(nginx_config)

if os.path.exists(default_site):
run_command (f"rm {default_sitel}")

if not os.path.exists(enabled_site):
run_command (f"ln -s {site_config} {enabled_site}")

run_command ("nginx -t")
run_command ("systemctl reload nginx")

log_action("Nginx site configured successfully.")

def enable_services():
"""Enable and start required services."""
print("Enabling and starting services...")

services = [
"nginx",
"SSh"

]

for service in services:
run_command (f"systemctl enable {service}")
run_command (f"systemctl restart {servicel}")

log_action("Required services enabled and started successfully.")
def verify_config():

"""Verify web server configuration.™""
print("Verifying configuration...")
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checks = [
("Nginx Service", "systemctl is-active nginx"),
("SSH Service", "systemctl is-active ssh"),
("Firewall Status", "ufw status"),
("Website Directory", "test -d /var/www/

masterswordpub.net"),

("SFTP Directory", "test -d /srv/sftp/publishing"),
("Publishing Group", "getent group publishing")

]

for check_name, command in checks:
try:

result = subprocess.run(
command,
shell=True,
check=True,
text=True,
capture_output=True

)

log_action(f"VERIFIED: {check_name}")
print(f"[PASS] {check_namel}")

except subprocess.CalledProcessError:
log_action(f"FAILED: {check_namel}")
print(f"[FAIL] {check_namel}")

log_action("Configuration verification completed.")

if __name__ == "_ main__":
main()

Appendix A.1.b - MSPUB Webpage

This webpage was originally developed for a project in CSNT257: Cloud Computing for a static
website. It was adapted for this capstone project:

Download mspub_index.html

<I!DOCTYPE html>
<html lang="en">
<head>
<meta charset="UTF-8" />
<meta name="viewport" content="width=device-width, initial-
scale=1.0" />
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<title>MSPUB | CSNT 253: Capstone Project</title>

<style>
* {
box-sizing:border-box;
}
body {

margin: 0;

font-family: Arial, Helvetica, sans-serif;

background:

radial-gradient(circle at top, rgba(90, 220, 220,
0.25), transparent 35%),

linear-gradient(135deg, #061014, #102b2c 45%,

#071lalf);
color: #f5f0d6;
}
header {
padding: 24px 8%;
boarder-bottom: 1px solid rgba(212, 175, 55, 0.35);
background: rgba(5, 20, 25, 0.85);
}
nav {
display: flex;
justify-content: space-between;
align-items: center;
}
.logo {
font-wight: bold;
color: #d4af37;
font-size: 1l.2rem;
letter-spacing: 1lpx;
}

.nav-link {
font-size: 0.9rem;
color: #9ee7e5;

}

.hero {
padding: 110px 10% 90px;
text-align: center;

}

.section {
padding: 70px 10%;

}

.section h2 {
color: #d4af37;
margin-bottom: 28px;
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1fr));

}

font-size: 2rem;
text-shadow: 0 0 10px rgba(0,0,0,0.6);

.sword {

X
hl {

}

font-size: 4rem;
text-shadow: 0 0 20px #5celeb;

font-size: 3rem;
color: #d4af37;
margin-bottom: 12px;

.subtitle {

}

max-width: 800px;

margin: 0 auto;

font-size: 1.2rem;

line-height: 1.7;

color: #eef8f8;

text-shadow: 0 @ 8px rgha(e, 0, 0, 0.8);

.badge {

}

display: inline-block;
margin-top: 28px;
padding: 12px 24px;
border-radius: 999px;
background: #d4af37;
color: #061014;
font-weight: bold;

.cards {

}

display: grid;
grid-template-columns: repeat(auto-fit, minmax(220px

gap: 20px;
margin-top: 24px;

.card {

}

background: rgba(255, 255, 255, 0.10);
border: 1lpx solid rgba(212, 175, 55, 0.35);
border-radius: 18px;

padding: 28px;

box-shadow: 0 14px 35px rgba(0, 0, 0, 0.35);
backdrop-filter: blur (4px);

transition: transform 0.2s ease;

.card:hover {

)

80



transform: translateY(-4px);

}
.card h3 {
color: #9ee7e5;
margin-top: 0;
}
.card p {
line-height: 1.6;
color: #eb5e7eb;
}
footer {
text-align: center;
padding: 24px;
color: #b9c7c7;
border-top: 1lpx solid rgba(212, 175, 55, 0.25);
}
</style>
</head>
<body>
<header>
<nav>
<div class="logo">/ Master Sword Publishing</div>
<div class="nav-1link">Capstone Project</div>
</nav>
</header>
<main>

<section class="hero">

<div class="sword"> /~</div>

<hl1>Hyrule's #1 Publishing Company</hl>

<p class="subtitle">

This dinternal website was created by Jayce Mangum

for CSNT253: Capstone Project. This was created to demonstrate
deploying a Python script to configure a Ubuntu Web Server running
Nginx.

<div class="badge">Currently hosted on: MSPUB-LYNEL-
WEBO1 running Ubuntu Server 26.04 with Nginx.</div>

</section>

<section class="section">
<h2>Capstone Project Components</h2>

<div class="cards">
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<div class="card">
<h3>A+ Software Essentials & A+ Hardware</

h3>
<p>

Controller, Domain Manager</li>
Server</1li>

Workstation</1i>
Workstation</1l1i>
Workstation</1i>

Cybersecuirty Workstation</1li>

</p>
<p>

Misconfigurtion</li>

Issue</1i>

</p>
</div>

<b>Virtual Machine Home Lab</b>

<ul>

</ul>

<li>Windows Server 2025: Domain
<li>Ubuntu Server 26.04: Web/App
<li>Windows 11: Domain
<li>Ubuntu Desktop 26.04: Domain
<li>macO0S 26 Tahoe: Domain

<1li>Kali Linux 2026:

<b>Troubleshooting Scenarios</b>

<ul>

</ul>

<li>Routing & DNS

<li>User Account Locked Out</1li>
<li>Low Disk Space Issue</li>
<li>Virtual Machine Network

<div class="card">
<h3>Shells & Scripts</h3>

<p>

Script</b>

repositories</1li>

1i>

<b>Automated Sysem Configuration

<ul>

<li>Update package

<li>Install Nginx</li>
<li>Install and enable OpenSSH</

<li>Configure SFTP support</li>
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<li>Configure UFW firewall
rules</1i>

<li>Allow HTTP, SSH, and SFTP
traffic</1li>

<li>Create the MSPUB web
directory</1li>

<li>Create SFTP upload
directory</li>

<li>Create publishing group</li>

<li>Deploy a basic internal
landing page</1i>

<li>Set appropriate file
permissions</1li>

<li>Enable and start required
services</1i>

<li>Record actions 1in a log
file</1i>

<li>Include basic error handling
and validation</1li>

</ul>
</p>
<p>
<b>User Management Script</b>
<ul>
<li>Help IT Administrators
create/modify/delete users</li>
<li>Create password polices</1li>
<li>Assign groups</li>
<li>Create/delete home
directories</1li>
</ul>
</p>
</div>

<div class="card">
<h3>Network Fundamentals & Administration</
h3>
<p>
<b>Networking Components</b>
<ul>
<li>Configure a Ubiquiti Router
& Swtiches</1i>
<li>Configure Firewall and
Access Control Lists</1li>
<li>Implement Quality of Service
priortizing network traffic</li>
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</ul>

</p>
<p>
<b>Wireless Access Points</b>
<ul>
<li>Configure WAPs for seamless
connectivity</1i>
<li>Implement secuirty protocols
WPA3 Enterprise</li>
</ul>

</div>
<div class="card">
<h3>Network Secuirty & Encryption</h3>

<p>
Task 1: TBD
</p>
<p>
Task 2: TBD
</p>
</div>
</div>
</section>
</main>
<footer>

Created by Jayce Mangum, Spring Quarter 2026, at <a
href="https://www.lwtech.edu/">LWTech</a>.
</footer>
</body>

</html>
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Appendix A.2 - MSPUB User Management Script

Download mspub-usermgmt v2.py
Download example batch usr _import.csv
Download example bulk usr delete.csv

#!/usr/bin/env python3

import os

import subprocess

import csv

from datetime +import datetime

LOG_FILE = "/var/log/mspub_user_mgmt.log"

DEFAULT_PASSWORD = "Hyrul3WarrlQrs$"

IMPORT_CSV_FILE = "/opt/mspub-usrmgmt/batch-usr-import.csv"
REMOVE_CSV_FILE = "/opt/mspub-usrmgmt/bulk-usr-delete.csv"

def check_root():
"""Verify the script is running with root privileges."""
if os.geteuid() != 0O:
print("The MSPUB User Management Script must be run with sudo
privileges.")
exit(1l)

log_action("Root privilege check passed.")

def log_action(message):
"""Write script activity to the log file."""
timestamp = datetime.now().strftime("%Y-%m-%d %H:%M:%S")

with open(LOG_FILE, "a") as log:
log.write(f"[{timestamp}] {messagel}\n")

def run_command(command) :
""URun a Linux command and log success or failure."""
try:
result = subprocess.run(
command,
shell=True,
check=True,
text=True,
capture_output=True
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log_action(f"SUCCESS: {command}")
return result.stdout

except subprocess.CalledProcessError as error:

# Group

log_action(f"ERROR: {command}")
log_action(error.stderr)
print(f"Command failed: {command}")
print(error.stderr)

return None

Creation

def dinstall_default_groups():
"""Create the default MSPUB department groups."""
print("\nInstalling MSPUB department groups...")

groups = [

for

"administration",
"publishing",
"it-cyber",
"online-services"

group in groups:

group_exists = subprocess.run(
f'"getent group {group}",
shell=True,
stdout=subprocess.DEVNULL,
stderr=subprocess.DEVNULL

)

if group_exists.returncode ==
print(f"Group already exists: {groupl}")
log_action(f"Group already exists: {groupl}")
else:
run_command (f"groupadd {group}")
print(f"Created group: {groupl}")
log_action(f"Created group: {group}")

print("MSPUB department groups 1installation complete.")

def create_custom_group():
"""Create a custom Linux group."""

group_name = 1input("\nEnter custom group name: ").strip().lower ()
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if not group_name:
print("Group name cannot be blank.")
return

group_exists = subprocess.run(
f'"getent group {group_namel}",
shell=True,
stdout=subprocess.DEVNULL,
stderr=subprocess.DEVNULL

)

if group_exists.returncode ==
print(f"Group already exists: {group_name}")
log_action(f"Group already exists: {group_name}")
else:
run_command (f"groupadd {group_name}")
print(f"Created custom group: {group_name}")
log_action(f"Created custom group: {group_name}")

# User Creation
def create_user():

"""Create a new Linux user account and optionally assign group."""

first_name = 1dinput("\nEnter employee first name 1initial:
").strip().lower ()

last_name = input("Enter employee full last name:
"Y.strip().lower ()

group_name = +input("Enter MSPUB group name for this user:
").strip().lower ()

if not first_name or not last_name:
print("First name and last name cannot be blank.")
return

username = f"{first_name}.{last_name}"

user_exists = subprocess.run(
f"id {usernamel}",
shell=True,
stdout=subprocess.DEVNULL,
stderr=subprocess.DEVNULL

)

if user_exists.returncode ==
print(f"User already exists: {username}")
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log_action(f"User already exists: {usernamel}'")
return

if group_name:
group_exists = subprocess.run(
f'"getent group {group_name}",
shell=True,
stdout=subprocess.DEVNULL,
stderr=subprocess.DEVNULL

)

if group_exists.returncode != 0:
print(f"Group does not exist: {group_namel}")
create_group = input("Create this group now? (y/n):
") .strip().lower ()

if create_group == "y":
run_command (f"groupadd {group_name}")
log_action(f"Created group during user creation:
{group_name}")
else:
print("User creation cancelled.")
return

run_command (f"useradd -m -s /bin/bash -G {group_name}
{username}")

log_action(f"Created user {username} and assigned to group
{group_name}")

else:

run_command(f"useradd -m -s /bin/bash {username}'")

log_action(f"Created user {username} without group
assignment")

password_process = subprocess.run(
["chpasswd"],
input=f"{username}: {DEFAULT_PASSWORD}\n",
text=True,
capture_output=True

)

if password_process.returncode ==
log_action(f"MSPUB default password assigned to {username}")
else:
log_action(f"Password assignment failed for {username}:
{password_process.stderr}")
print(f"Password assignment failed for {username}.")



print(password_process.stderr)

run_command (f"chage -d 0 {username}")
log_action(f"Forced password change at next login for {username}")

print(f"User created successfully: {username}")
print(f"Temporary password: {DEFAULT_PASSWORD}'")

def delete_user():
"""Delete an existing Linux user account."""
username = "input("\nEnter username to delete: ").strip().lower()
if not username:
print("Username cannot be blank.")
return
user_exists = subprocess.run(
f"id {usernamel}",
shell=True,
stdout=subprocess.DEVNULL,
stderr=subprocess.DEVNULL
)
if user_exists.returncode != 0:
print(f"User does not exist: {usernamel}")
log_action(f"Delete failed. User does not exist: {username}")
return
confirm = dinput(f"Are you sure you want to delete {username}? (y/
n): ").strip().lower ()
if confirm == "y":
run_command (f"userdel -r {usernamel}")
print(f"Deleted user: {username}")
log_action(f"Deleted user: {username}'")
else:
print("User deletion cancelled.™")
log_action(f"User deletion cancelled for {username}'")
def prepare_batch_csv_file():
"""Create the batch dimport CSV file if it does not already
eX-i Stll mnn

csv_dir = "/opt/mspub-usrmgmt/"
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if not os.path.exists(csv_dir):
run_command (f"mkdir -p {csv_dir}")

if not os.path.exists(IMPORT_CSV_FILE):
sample_content = """first_name,last_name,group_name
1,hero,publishing
z,princess,administration

s,zora,publishing
nnn

with open(IMPORT_CSV_FILE, "w") as file:
file.write(sample_content)

run_command (f"chmod 664 {IMPORT_CSV_FILE}")
log_action(f"Created sample batch import CSV file:
{IMPORT_CSV_FILE}")

def batch_user_import():
"""Create multiple users from a static CSV file."""

prepare_batch_csv_file()

print("\nBulk User Import")

print("-" x 40)

print(f"CSV file location: {IMPORT_CSV_FILE}")

print("\nInstructions:")

print("1. Open the CSV file in a text editor.")

print("2. Add one user per line using this format: ")

print(" first_name,last_name,group_name")

print(" per the MSPUB naming convention for usernames
first_name = first dinitial dot last_name = full last name. E.g.
p.sheikah")

print("3. Save the CSV file before continuing.")

print("4. Existing users will be skipped.")

print("5. Missing groups will be created automatically.")

print("/nCSV file Example:")

print(" r,sheikah,it-cyber")
print(" 1,hero,it-cyber")
print(" z,princess,administration")

confirm = input("\nReady to begin the import? ").strip().lower()

if confirm != "y'":
print("Batch import cancelled.")
log_action("Batch import cancelled by administrator.")



return

with open(IMPORT_CSV_FILE, "r") as csv_file:
reader = csv.DictReader(csv_file)

for row 1in reader:
first_name = row["first_name"].strip().lower()
last_name = row["last_name"].strip().lower ()
group_name = row["group_name"].strip().lower ()

if not first_name or not last_name or not group_name:
log_action("Batch import skipped incomplete row.™")
continue

username = f"{first_name}.{last_name}"

user_exists = subprocess.run(
f"id {usernamel}",
shell=True,
stdout=subprocess.DEVNULL,
stderr=subprocess.DEVNULL

)

if user_exists.returncode ==
print(f"User already exists, skipped: {username}")
log_action(f"Batch dimport skipped existing user:
{usernamel}")
continue

group_exists = subprocess.run(
f'"getent group {group_namel}",
shell=True,
stdout=subprocess.DEVNULL,
stderr=subprocess.DEVNULL

)

if group_exists.returncode != 0:
run_command (f"groupadd {group_namel}")
log_action(f"Batch import created group:
{group_name}")

run_command (f"useradd -m -s /bin/bash -G {group_name}
{usernamel}")

password_process = subprocess.run(
["chpasswd"],
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input=f"{username}:{DEFAULT_PASSWORD}\n",
text=True,
capture_output=True

)

if password_process.returncode ==
log_action(f"Batch import assigned default password to
{username}")
else:
log_action(f"Batch import password assignment failed
for {username}: {password_process.stderr}")
print(f"Password assignment failed for {username}'")

run_command(f'"chage -d 0 {usernamel}")

print(f"Created user: {username}")
log_action(f"Batch import created user {username} 1in group
{group_name}. Default password set. Change password next logon: TRUE")

print("Batch user +import completed.")
log_action("Batch user import completed.")

# Assignment

def assign_user_group():
""M"Assign an existing user to an existing group."""
username = input("\nEnter username: ").strip().lower ()
group_name = input("Enter group name: ").strip().lower ()

if not username or not group_name:
print("Username and group name cannot be blank.")
return

user_exists = subprocess.run(
f"id {usernamel}",
shell=True,
stdout=subprocess.DEVNULL,
stderr=subprocess.DEVNULL

)

if user_exists.returncode != 0:
print(f"User does not exist: {usernamel}")
log_action(f"Group assignment failed. User does not exist:
{usernamel}")
return

group_exists = subprocess.run(
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f'"getent group {group_namel}",
shell=True,
stdout=subprocess.DEVNULL,
stderr=subprocess.DEVNULL

)

if group_exists.returncode != 0:
print(f"Group does not exist: {group_name}")
log_action(f"Group assignment failed. Group does not exist:
{group_name}")
return

run_command (f"usermod -aG {group_name} {username}")

print(f"Added {username} to {group_name}")
log_action(f"Added {username} to group {group_namel}'")

def force_password_change():
"""Force a user to change their password at next login."""
username = 1input("\nEnter username: ").strip().lower ()

if not username:
print("Username cannot be blank.")
return

user_exists = subprocess.run(
f"id {usernamel}",
shell=True,
stdout=subprocess.DEVNULL,
stderr=subprocess.DEVNULL

)

if user_exists.returncode != 0:
print(f"User does not exist: {usernamel}")
log_action(f"Password reset failed. User does not exist:
{usernamel}")
return

run_command (f"chage -d 0 {username}")
print(f"Password change required for {username}")

log_action(f"Forced password change for {usernamel}'")

# Other Features
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def list_users():
"""Display local users with home directories."""
print("\nMSPUB User Accounts")
print("-" x 40)

try:
with open("/etc/passwd", "r") as passwd_file:
for line in passwd_file:
fields = line.split(":")

username = fields[0]
uid = int(fields[2])
home = fields[5]

if uid >= 1000 and home.startswith("/home"):
print(username)

log_action("Displayed user list.")

except Exception as error:
print(f"Error displaying users: {error}")
log_action(f"Error displaying users: {error}")

def prepare_remove_csv_file():
"""Create the batch user removal CSV file if it does not already
exist."""

csv_dir = "/opt/mspub-usrmgmt/"

if not os.path.exists(csv_dir):
run_command (f"mkdir -p {csv_dir}")

if not os.path.exists(REMOVE_CSV_FILE):
sample_content = """username
z.princess
i.sheikah
p.sheikah
mmn
with open(REMOVE_CSV_FILE, "w") as file:
file.write(sample_content)

run_command (f"chmod 644 {REMOVE_CSV_FILE}")
log_action(f"Created sample batch removal CSV file:
{REMOVE_CSV_FILE}")

def bulk_delete_users():



"""Delete multiple users from a static CSC file."""
prepare_remove_csv_file()

print("\nBulk User Deletion")

print("-" % 40)

print(f"CSV file location: {REMOVE_CSV_FILE}")
print("\nInstructions:")

print("1. Open the CSV file in a text editor.")
print("2. Add one user per line using this format:")
print(" username')

print("3. Save the CSV file before continuing.")

print("4. User listed in the file will be deleted with their home

directories.")
print("\nExample:")
print(" z.princess")
print(" i.sheikah")

confirm = dinput("\nAre you sure you want to delete all users
listed 1in this file? (y/n): ").strip().lower ()

if confirm !="y":
print("Bulk user deletion cancelled.")
log_action("Bulk user deletion cancelled by administrator.")
return

with open(REMOVE_CSV_FILE, "r") as csv_file:
reader = csv.DictReader(csv_file)

for row 1in reader:
username = row["username"].strip().lower ()

if not username:

log_action("Bulk delete dkipped blank username row.'")

continue

user_exists = subprocess.run(
f"id {usernamel}",
shell=True,
stdout=subprocess.DEVNULL,
stderr=subprocess.DEVNULL

)

if user_exists.returncode != 0:
print(f"User does not exist, skipped: {username}")
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log_action(f"Bulk delte skipped missing user:

{username}")
continue

run_command (f"userdel -r {usernamel}")
log_action(f"Bulk delete removed user: {username}")

print("Bulk user deletion completed.")
print("Returning to main menu.")
log_action("Bulk user deletion completed.")

# Menu
def display_menu():
pr'int(r"""
{==================================================)
| | /\
| | MSPUB USER MANAGEMENT SYSTEM /__\
|| /N -\
{==================================================)
Options
1. Install MSPUB Department Groups
2. Create Custom Group
3. Create New User
4, Delete Existing User
5. Assign User to Group
6. Force Password Change
7. List Users
8. Bulk User Import from CSV
9. Bulk User Deletion from CSV
X. Exit
Illlll)
def main():

check_root()

while True:
display_menu()
choice = input("Select an option: ").strip().lower()

if choice == "1":
install_default_groups()
elif choice == "2":
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if

__name__ == "__main__":

create_custom_group()

elif choice == "3":
create_user()

elif choice == "4";
delete_user ()

elif choice == "5";
assign_user_group()

elif choice == "6":
force_password_change()

elif choice == "7";
list_users()

elif choice == "8":
batch_user_import()

elif choice == "9":
bulk_delete_users()

elif choice == "x":

print("Exiting MSPUB User Management System.")
log_action("Exited MSPUB User Management System.'")
break

else:
print("Invalid option. Please enter a valid option.")

main()

97



Appendix B - Network Configuration

Appendix B.1 - Active Directory Configuration

Organizational Units

' Active Directory Users and Computers =
File Action View Help
e 2@ o0z Bmtaavah
] Active Directory Users and Com|| Name Type Description
> B Saved Queries [ Builtin builtinDomain
1] Computers Container Default container for upgraded computer acco...
Departments Organizational Unit
Domain Controllers Organizational Unit Default container for domain controllers
& Administration [ ForeignSecurityPrincipals  Container Default container for security identifiers (SIDs) a...
5 MT-SecOp “I Managed Service Accounts  Container Default container for managed service accounts
57 Online-Services Organizational Unit
31 Publishing Container Default container for upgraded user accounts
Domain Controllers
2 ipal
] Managed Service Accour
Servers
Users
- - = 656 PM
Q Ssearch h = e = QO® s

Computers

] Active Directory Users and Computers
File Action Vi

LaETER

REY

T Active Directory Users and Com| | Name
> (71 Saved Queries
v 5 masterswordpub.net

Type Description
[EIMSPUB-WS-VMOT-WIN  Computer
p [%MSPUB-WS-VMO2-UBT  Computer
’ uittin B MSPUB-WS-VMO3-MAC  Computer
[EIMSPUB-WS-VMO4-KAL  Computer

7 Departments

(] Administration
51 IT-SecOp

] Online-Services
51 Pub
51 Domain Controllers

ng

>

> & ipal
> (7] Managed Service Accou
> [5] Servers

>

7 Users

Q Search B - e 5 g Oww 7™M

6/11/2026



Servers/Domain Controllers

T Active Directory Users and Computers

- X
File Action View Help
e 2@ 0| XEz Bm3earae
] Active Directory Users and Com|| Name Type Description
> ,JS““Q“‘"“ 1% MSPUB-LYNOL-WEB01 Computer
v 3 masterswordpub.net
> [ Builtin
(] Computers
v (&1 Departments
(] Administration
5] IT-SecOp
&1 Online-Services
5] Publishing
> [ Domain Controllers
>E ipal
> [] Managed Service Accour
>
- <3 720 PM
Q search m & 7 (B EON Ries

File Action View Help
ez

T Active Directory Users and Computers

IR =N IR TSR 4K Y

v (&1 Departments
(] Administration
5] IT-SecOp
21 Online-Services

>

Servers
> [ Users

] ipals
> [] Managed Service Accour|

3 Active Directory Users and Com| [ Name Type DC Type Site Description
> (B soved Q“‘":‘ . JRIMSP-COLGERA-DMO  Computer GC
¥ mesesordpubnet [IMSPUB-GLEEOK-DC  Computer 6c
> (1 Buitin
Computers

<3 7:221PM
o B Ry
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Users/Groups

' Active Directory Users and Computers
File Action View Help
L 20|

[ 4BIXEozHE Ratrah

T Active Directory Users and Com|| Name
> (] Saved Queries
v 3 masterswordpub.net
> [ Builtin
(] Computers
v (&1 Departments
5] IT-5ecOp
&1 Online-Services
5] Publishing
&1 Domain Controllers

o] ipal
| Managed Service Accoul
Servers
71 Users

2, impa Sheikah
R, Zelda Princess
2 Administration

Type
User
User
Security Group - Global

Description

Executives, Human Resources, Assistants

Q Search

6:58 PM
B Ry

T Active Directory Users and Computers
File Action View Help

ez

|4 0/XE G HE

LeETER

T Active Directory Users and Com| [ Name
> (] Saved Queries

v (&1 Departments

&1 Administration
21 Online-Services
5] Publishing

&1 Domain Controllers

o] ipal
7 Managed Service Accoul
Servers
71 Users

o BT Admins

v mesemordpiond | @i ke
Compaters &, Purah Sheikah
P 2, Robbie Sheikah

Type
Security Group - Global
User
User
User

Description

Local Administrators and Domain Administrators

6:59 PM
B UL Ry

100



] Active Directory Users and Computers
File Action View Help

L 2 40/XE G

Mt aEvYahR

] Active Directory Users and Com || Name Type Description
> = Saved Queries , Midna Twil User

2 et
vHE 22, 0nl urity Group - Global

> [ Builtin
1 Computers
v [Z] Departments

2] Administration

5] Domain Controllers
(] ForeignSecurityPrincipals
[] Managed Service Accout
=] Servers
7 Users

717PM
DO e

Q Search B a3 F_=

] Active Directory Users and Computers - 8 X
file Action View Help
e 2@ 0| XEBAz Bm 3 eavah
T Active Directory Users and Com|| Name Type Description
> [ Saved Queries 2 Riju Gerudo User
v 4 masterswordpub.net & Sidon Zore Ueer
il
> [ Builtin 2, Tulin Rito User
Computers
2, Yunobo Goron User
Departments
&1 Administration 8 publishing Security Group - Global
51 IT-SecOp
51 Online-Services
g
> ] Domain Controllers
> [ Forei ipi
> [ Managed Service Accour
> &) Servers
> [ Users
- = 719PM
Q Search m - e = 7 DL ity
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Password Policy GPO

2 Group Policy Management - a X
£ File Action View Window Help - &
@ @ 6 HE
roup Policy Management MSPPasswordPolicy
\ Forest: m?sterswordpub.net Scope Detals Setings Delegation
' (55 Domains
v #3 masterswordpub.net NT AUTHORITY\Authenticated Users Read firom Security Fittering) No A
=i/ Default Domain Policy NT AUTHORITY\ENTERPRISE DOMAIN Read No
4 MSPPasswordPolicy CONTROLLERS
> [3] Departments NT AUTHORITN\SYSTEM Edit settings, delete, modify securty No
51 Domain Controllers
3 Servers Computer Configuration (Enabled)
= Group Policy Objects
7 WMI Filters Policies
3 Starter GPOs o e
3 Sites s
5t Group Policy Modeling Security Settings
% Group Policy Results
Account Policies/Password Policy
Policy Setting
Enforce password history 5 passwords remembered
Minimum password length 8 characters
Password must meet complexity requirements Enabled
Account Policies/Account Lockout Policy
Policy Setting
Account lockout duration 10 minutes
Account lockout threshold 3invalid logon attempts
Allow administrator account lockout Enabled
Reset account lockout counter after 10 minutes
User Configuration (Enabled)
No settings defined v
2 - 7:26 PM
<, -~ 4
Q L = € BEOR 6/11/2026

Appendix B.2 - UniFi Network Configuration

UniFi doesn’t allow for the downloading of individual profiles per device. The entire UniFi OS
Backup is the alternative which will include switches, routers, and WAP configurations.

Download Link: MSPUB-UniFiOS-Config.unifi

VLAN Configuration

Name VLAN ID
» Default 1
* Infrastructure 10

® Servers 20

» Administration 30

® Publishing 40

* Online Services
* IT-Cyber
est

 Blackhole

Firewall Rules

Router Subnet

MSPUB-UDMP 192.168.1.0/24
MSPUB-UDMP 192.168.10.0/29
MSPUB-UDMP 192.168.20.0/29
MSPUB-UDMP 192.168.30.0/29
MSPUB-UDMP 192.168.40.0/29
MSPUB-UDMP 192.168.50.0/30
MSPUB-UDMP 192.168.60.0/28
MSPUB-UDMP 192.168.80.0/24

MSPUB-UDMP 192.168.255.252/30

IPv6 Subnet

DHCP

Server

Server

Server

Server

Server

Server

Server

Server

None

IP Leases

/249

Available
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Name Action IP Version  Protocol Src.Zone  Src. Src.Port  Dst.Zone Dst. Dst.Port D

Allow Administratio...  Allow IPv4 All Internal Administration Any Internal Servers Any 10000

Allow IT-Cyber Man Allow IPv4 All Internal IT-Cyber Any Internal All VLANS - IT Any 10001
View Defauit Policles|(0) Allow IT-Cyber Man... Allow 1Pva Al Internal IT-Cyber Any Hotsp: All VLANS - IT Any 10000

Policy Type Allow IT-Cyber Man...  Allow IPv4 All Internal IT-Cyber Any [34CIE] All VLANS - IT Any 10000

All Policies Allow IT-Cyber Man...  Allow 1Pv4 All Internal IT-Cyber Any VPN All VLANS - IT Any 10000

Allow Online Servic. Allow IPv4 All Internal Online Services Any Internal Servers Any 10003

%) Firewall (99) Allow Publishing to Allow IPv4 All Internal Publishing Any Internal Servers Any 10002
Block Blackhole VL.. Block IPv4 All Internal Blackhole Any Internal All Internal VLANS .. Any 10004

Block Blackhole VL...  Block IPv4 All Internal Blackhole Any Hotspot All Internal VLANs ...  Any 10001

QoS Rules (5) Block Blackhole VL...  Block IPv4 All Internal Blackhole Any External All Internal VLANS .. Any 10001

Block Blackhole VL. Block IPv4 All Internal Blackhole Any VPN All Internal VLANs ... Any 10001

QoS Rules

Name Behavior  Source Dst.Port  Destination Or Target Bandwidth Limits Bandwidth Bursts
MSPUB-Critical-Infr. Prioritize Servers IT-Cyber L Unlir

MSPUB-Video-Calli...  Prioritize Administrat... Publishi... % Micr.. @ Z +2 nlir

Keuip=laiiialiciesio) MSPUB-VolIP-Calling  Prioritize Administrat... Publishi... VolP Services 4 Unlirr

Policy Type A MSPUB-Business-T...  Prioritize Publish... Online Servi... y L Unlim

All Policies MSPUB-Guest-Net...  Limit Guest

Firewall (99)
NAT Rules (

®) QoS Rules (5)

Network Settings

Failover

ISP Name Interface IPv4 Address IPv6 Address Port Uptime Peak Util. Latency
Z Ziply Fiber Primary WAN WANT1 10.206.20.7 10 012% 0%

Z Ziply Fiber Failover WAN WAN2 17216.216.133 9 100%

= Allow An

= Auto

Name
Internal Network — Infrastr.__
All VLANS — IT

All Internal VLANS + Guest

Authentication Accounting

Disablea

Rogue DH

Jumbo

ontr

Port Profiles
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Wireless Network Settings

Name Network Broadcasting APs Radio Band Clients Security

* MSPUB-HQ Native Network All APs 2.4GHz 5GHz = WPA2/WPA3

* MSPUB-Guest Guest (80) All APs 2.4 GHz - Open

UniFi Dream Machine Configuration

Gateway Ports

Disconne
Name WAN Assignment Speed Connection
DISAB... Unassigned Auto
DISAB... Unassigned Auto
DISAB... Unassigned Auto
DISAB... Unassigned Auto
DISAB... Unassigned Auto

DISAB... Unassigned Auto

. 7  Swei Unassigned GbE

@ 8 swo2 unassigned GbE -
9  WAN-.. WAN2 GbE Z Ziply Fiber
10 WAN-.. WANI GbE Z Ziply Fiber

1 DISAB... Unassigned Auto -

WAN Mode | ®) Failover Only Load Balancing (i

ID Role Status
WANT1 Primary Online

WAN2 Backup Online
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UniFi Switch Pro 24 PoE+ Configuration

Name

WAP1

WAP2

DISABLED

DISABLED

DISABLED

DISABLED

ADM

PUB

PUB

DISABLED

DISABLED

DISABLED

DISABLED

SRV

SRV

SRV

DISABLED

DISABLED

DISABLED

DISABLED

ubMm

DISABLED

DISABLED

Anomaly

STP

Participant
Participant
Participant
Participant
Participant
Participant
Participant
Participant
Participant
Participant
Participant
Participant
Participant
Participant
Participant
Participant
Participant
Participant
Participant
Participant
Participant
Participant
Participant
Participant
Participant

Participant

Connection

@ MSPUB-UGP-APO1

@ MSPUB-U6P-AP02

Operation

PoE Mode

PoE+

PoE+

Off

Speed

Al

Auto
Auto
Auto
Al

Auto
Auto

Auto

Connected MAC

ac:8b:a9:26:e4:b2

ac:8b:a9:3e:16:19

0c:ea:14:cd:e8:ef

Connected...

192.168.10.4

Profile

Native VLAN
Default
Defauit
None
None
None
None
Administration
Administration
Publishing
Publishing
Publishing
Publishing
None
None

e
None
Servers
Servers

rvers

None
None
None

e
Default
None

None
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UniFi Switch 24 Configuration

oLs

DISABLED

DISABLED

DISABLED

DISABLED

DISABLED

DISABLED

DISABLED

DISABLED

DISABLED

ITC

ITC

ITC

ITC

DISABLED

DISABLED

DISABLED

DISABLED

DISABLED

DISABLED

DISABLED

DISABLED

DISABLED

UDM

DISABLED

DISABLED

Anomaly

STP

Participant
Participant
Participant
Participant
Participant
Participant
Participant
Participant
Participant
Participant
Participant
Participant
Participant
Participant
Participant
Participant
Participant
Participant
Participant
Participant
Participant
Participant
Participant
Participant
Participant

Participant

= FE®

Connection

— MSPUB-UDMP

Operation

Mirro
Speed Connected MAC Connected... Profile
Auto
Auto
Auto

Auto

A

Auto
Auto
Auto
Auto
Auto
Auto
Auto
Auto

A

Auto
Auto
Auto

0Oc:ea:14:cd:e8:ef 19216811

Native VLAN
Online Services
None

None

None

None

None

None

None

None

None

IT-Cyber

IT-Cyber

IT-Cyber
IT-Cyber
None
None
None
None
None
None
None
None
None
Default
None

None
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UniFi 6 Professional Access Point Configuration

MSPUB-U6P-APOQ1

oo

Radios
Indoor Outdoor

2.4 GHz

High Medium Low Custom

Minimum RSSI

High Medium Low Custom

Minimum RSSI

® Mesh Parent _J Mesh Connect

IP Settings

Network Override

DHCP Static

Power & Resiliency

P ource Port

— MSPUB-US24P-SW01 1

Device Supervisor

Disabled

Disabled

MSPUB-U6P-AP02

Radios

Indoor Outdoor

High Medium |Low | Custom

Minimum RSSI

High Medium Low Custom

Minimum RSSI

& Mesh Parent Mesh Connect

IP Settings

Network Override

DHCP Static

Power & Resiliency

Port

== MSPUB-US24P-SW01 Ed 2

Device Supervisor

Manage

@ LeD

SNMP

Disabled

Disabled
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Appendix B.3 - Amazon Web Services (AWS) Configuration

Amazon S3 Bucket: mspub-secuirty-awareness-training

B Q @ @ | UnitedStates (Oregon) v jmangum

e AmazonS3 > Buckets > mspub-secuirty-awareness-training [0)
Amazon S3 < . P
mspub-secuirty-awareness-training .
¥ Buckets
Objects Metadata Properties Permissions Metrics Management File systems - new Access Points

General purpose buckets

Directory buckets

. . o .\ —_
Table buckets Objects (6) Copy 53 URI 0 Copy URL ¥ Download Open 2 Delete ( Actions v ) ( create folder ) (B Upload
Ocfoms T\ e nee
Vector buckets Objects are the fundamental entities stored in Amazon S3. You can use Amazon S3 inventory L to get a list of all objects in your bucket. For others to access your objects, you'll need to explicitly grant them permissions.
2 E—
v Files Learn more 12
File systems New | Q@ Find objects by prefix 1 ]
¥ Access management and Name a | Type v | Last modified v | size v | Storage class v |
security [ heart-containerhtml html June 5, 2026, 20:00:46 (UTC-07:00) 20KB  Standard
Access Points O indexhtml html June 4, 2026, 17:47:08 (UTC-07:00) 61KB  Standard
Access Points for FSx
B loginhtml html June 5, 2026, 19:39:41 (UTC-07:00) 18KB  Standard
Access Grants =
1AM Access Analyzer D phishing-emailhtm! html June 5, 2026, 16:49:14 (UTC-07:00) 26KB  Standard
D stylecss ass June 5, 2026, 16:58:03 (UTC-07:00) 41KB  Standard
w Storage management and
O user-failed-phishing-testhtml html June 5, 2026, 19:39:41 (UTC-07:00) 32KB  Standard

insights

Storage Lens

Batch Operations

® £ ® @  UnitedStates (Oregon) v
jmangum
e AmazonS3 > Buckets > mspub-secuirty-awareness-training ®
Amazon S3 < . P
mspub-secuirty-awareness-training i
¥ Buckets
Objects Metadata Properties Permissions Metrics Management File systems -new | Access Points
General purpose buckets
Directory buckets
Table buckets Permissions overview
Vector buckets 5
Access finding
w Files Access findings are provided by IAM external access analyzers. Learn more about How IAM analyzer findings work (2
View analyzer for us-west-2
File systems N
¥ Access management and
security : : ( eaw )
Block public access (bucket settings) (_Edit )
Access Points Public access is granted to buckets and objects through access control lists (ACLS), bucket policies, access point policies, or alL. In order to ensure that public access to all your 53 buckets and objects is blocked, tum on Block all public access. These settings
Access Points for FSx apply only to this bucket and its access points. AWS recommends that you turn on Block all public access, but before applying any of these settings, ensure that your applications will work correctly without public access. If you require some level of public
access to your buckets or objects within, you can customize the individual settings below to suit your specific storage use cases. Learn more |2
Access Grants
1AM Access Analyzer Block all public access
On
v Storage management and » Individual Block Public Access settings for this bucket
insights
Storage Lens
Batch Operations . —— ——
Bucket policy (edit ) (_petete )
The bucket policy, written in JSON, provides access to the objects stored in the bucket. Bucket policies don't apply to objects owned by other accounts. Learn more 1
Account and organization settings
» AWS Marketplace for S3 @ Public access is blocked because Block Public Access settings are turned on for this bucket
To determine which settings are turned on, check your Block Public Access settings for this bucket. Learn more about using Amazon 53 Block Public Access 12
'd N\
(m )
{ (D Copy )
"Version": "2008-10-17",
“Id": "PolicyForCloudFrontPrivateContent’,
"Statement
*Sid": "AllowCloudFrontServicePrincipal”,
“Effect”: "Allow”,
“cloudfront.amazonaws.com”
L
“Action™: "s3:GetObject",
“Resource": -secuirty- ing/*",
*StringEquals™ {
"AWS:SourceAm": "arm:aws: 1481489197731 :distri 1BX30EWAKNW7L"
}
}
}
]
} 4
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Amazon CloudFront: MSPUB Security Awareness

&

Q (0] 0] Global

jmangum

e CloudFront > Distributions > E1BX30EWAKNW7L

CloudFront <

Distributions
Policies
Functions
Static IPs
VPC origins
SaaS

Multi-tenant distributions

Distribution tenants

4

Telemetry
Monitoring
Alarms

Logs

4

Reports & analytics
Cache statistics
Popular objects

Top referrers

Usage

Viewers

MSPUB Secuirty Awareness

Details
Distribution domain name Billing ARN
01 d3gvignu61ngvi.cloudfront.ne Pay-as-you-go

I0) arn:aws:cloudfront::481489

iew metrics

Last modified
June 5, 2026 at 3:52:11 AM UTC

197731:distribution/E1BX30EW

t
Switch to a plan AKNW7L

General Security Origins Behaviors Error pages Invalidations

Settings

Name Alternate domain names

MSPUB Secuirty Awareness ¢

Description

Price class
Use all edge locations (best performance)

Supported HTTP versions
HTTP/2, HTTP/1.1, HTTP/1.0

masterswordpub-net.jaycemangum.com L

( Route domains to CloudFront )

Custom SSL certificate
(@ masterswordpub-net.jaycemangum.com

Security policy
TLSv1.2_2021

Amazon Lambda: mspub-phishing-event logger

Lambda > Functions > mspub-phishing-event-logger
mspub-phishing-event-logger

v Function overview .

4 o @

Info

N e m—
(mhrore ) (1@ ) ( Action:
Throttte ) (G copy ARN ) (_Actions v )

N J

[P ——

Logging Tags

Standard logging
off

Cookie logging
off

Default root object
index.html

2

Cache tag header

jmangum

Tutorials

P
to Infrastructure Composer ) (_

.
Download ¥ )

Learn how to implement common use

[( oiagram JIRENTE Function ARN cases in AWS Lambda.
Clllp| Tempate (=)
shing-event-logger
73 mspub-phishing-event- Create asimplewebapp
B (ogger Description
N In this tutorial you willlearn how
S to
yers ©
= Last modified
+ Build a simple web app,
consisting of a Lambda
‘ API Gateway ‘ function with a function URL
that outputs a webpage
aryvrr— « Invoke your function through
(+ Addvigger )
[t Addtieeer ) its function URL
Learn more 22
Code | Test | Monitor | Configuration | Aliases | Versions ~ .
(starte )
S )
- N o ()
( ual Studio Code &) ( e v ) ()
Code source i C at studio code @ ) ("update v ) (¥)
. I ”
exLonen  lambda_function.py X o
* MSPUB.PHISHING-EVENT-LOGGER  lambda_function.py
B & amba_tunctionsy . =
: .
> & dynamodd = botad.resouree(*dynanodh®)
table = dynamods. Table("HSPUB-SAT-2026-001-Results")
o v oepior :
9 ALLOWED_ORIGIN = “https://mastersuordpub-net. jaycesangun
- Deploy (0U) !
A 2 def response(status_code, body)
Tost (0%)) 1 return
u “statusCode®: status_code,
15
1
s Content-Type"s "application/json
2 X L
2 body": §son. dusps (body)
2
+ TEST EVENTS [NONE SELECTED) 2
E et heasse vt def lanbda_handler(event, context)
tr
nethod = event.get("reauestContext”, (1).get(*http", {}).ge J
2 if method == "OPTIONS":
0 return response(200, {"status": "cors_ok"})
n
£ ovmonmenr vamkbis body = event.get("body") or "{}"

Choose a tutorial
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Amazon API Gateway

MSPUB-SAT-2026-001

States (Oregon)

jmangum

e DynamoDB > Exploreitems > MSPUB-SAT-2026-001-Results

DynamoDB <

Tables (1)
Dashboard .

Filter by tag

Tables | Any tag key
Explore items Filter by tag value
PartiQL editor
Backups

Exports to S3 | @ Find tables
Imports from 3
Integrations
Reserved capacity

Settings Results

¥ DAX
Clusters
Subnet groups
Parameter groups

Events

MSPUB-SAT-2026-001-
o o

< MSPUB-SAT-2026-001-Results

v ¥ Scan or query items o

o= )

Select a table or index

Table - MSPUB-SAT-2026-001-Results

Query

S

Select attribute projection

| Auattributes

@ Autopreview  (

© &

View table details )
"

1 o}

‘ » Filters - optional

Reset

[ © Completed - Items returned: 38 - Items scanned: 38 - Efficiency: 100% - RCUs consumed: 2

Table: MSPUB-SAT-2026-001-Results - Items returned (38)

Scan started on June 11, 2026, 20:02:57

event_id (String) v | campaign_id v
564fblec-d720-debb... MSPUB-SAT-2...
€2e0d0b3-9781-4fb-... MSPUB-SAT-2...
770be884-1289-4cd8.. MSPUB-SAT-2...
80eSec7e-0d1f-48e5-... MSPUB-SAT-2...
341dc43b-£553-4651 MSPUB-SAT-2...
daf649d0-987d-48fa-... MSPUB-SAT-2...

event_type

v

email_link_c...

training_pag...

training_pag...
training_co...
email_link _c...

email_link _c...

page v
login.html
user-failed-...
user-failed-.
heart-conta...
login html

login html

participant_id
participant39
participant39
participant37
participant40
participant05.

participant00

i~ Yarv eV
©( J\

o
Actions v ) (_ Createitem )

timestamp
2026-06-06T19:44:08.594130+40...
2026-06-06T20:11:09.108155+40...
2026-06-06T17:34:42.457637+0...
2026-06-06T17:53:35.393395+0...
2026-06-06T17:16:17.67721640...

2026-06-06T22:39:22.32714140...
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Appendix C - Log Examples

Appendix C.1 - Active Directory Event Logs

User Failed Login Example:

Actions

2] Event Viewer
File Action View Help
ez
{@] Event Viewer (Local) Security Number of events: 89,049
> [ Custom Views
v [k Windows Logs 7 Filtered: Log: Security; Source: ; Event ID: 4625. Number of events: 9
:PP'ifﬂfim‘ Keywords Date and Time Source Event.. Task Category
= S:“'M £ Audit Failure  5/26/2026 10:54:57 AM Microsoft Windows security auditing. 4625 Logon
s ::m gAudit Failure 5/21/2026 10:58:02 AM Microsoft Windows security auditing. 4625 Logon
g Fzrwarded Events g Audit Failure 5/21/2026 10:58:02 AM Microsoft Windows security auditing. 4625 Logon
» B Applications and Services Lo Audit Failure 5/21/2026 10:19:37 AM Microsoft Windows security auditing. 4625 Logon
[} Subscriptions aAudit Failure 5/21/2026 10:19:36 AM Microsoft Windows security auditing. 4625 Logon
Audit Failure 5/19/2026 8:10:39 PM Microsoft Windows security auditing. 4625 Logon
5 Audit Failure 5/19/2026 4:43:20 PM Microsoft Windows security auditing. 4625 Logon
Event 4625, Microsoft Windows security auditing. x
General Details
O Friendly View © XML View
<Data Name="SuD>Iatus >UXu</Uata>
LogonType">3</Data> A
LogonProcessName">Kerberos</Data>
'‘Authenticati k ">Kerberos</Data>
'WorkstationName">-</Data>
TransmittedServices">-</Data>
LmPackageName">-</Data>
<Data Name="KeyLength">0</Data>
<Data Name="ProcessId">0x0</Data>
<Data Name="ProcessName">-</Data>
<Data Name="IpAddress">10.0.0.12</Data>
<Data Name="IpPort">49977</Data>
</EventData>
</Event> v
um - B ~7 ( 3
mm  Q Search | SR e b 7 Bj\

Security
= Open Saved Log...
¥ Create Custom View...

Import Custom View...

Clear Log...

Filter Current Log...

Clear Filter

Properties

Find...

Save Filtered Log File As...
Attach a Task To this Log...

Save Filter to Custom View...
View 4
Refresh

Help

Event 4625, Microsoft Windows ... &
[5] Event Properties

B Attach Task To This Event...

52 Copy 4
|l Save Selected Events...
|G Refresh
7}

Help

7:47 PM

Qo @ 6/11/2026
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Appendix C.2 - Automated Script Logs

Appendix C.2.a - Webserver Configuration Script Log

© @ ® T jmangum — mspubadmin@MSPUB-LYNEL-WEBO1: ~ — ssh mspubadmin@10.0.0.13 — 180x58

[2 0 0
WARNING: apt dc

Error: Failed to fetch http
Error: Failed \ttp
on timed out Could not conn
Error: Unab

utu
ufu

mkdir
choun
chmod
tory
mkdir
chnod
chnod

rectory

wi th

ubuntu. com/ubuntu/pool/main/n/ng
ubuntu. com/ubuntu
ubuntu. com

-data:www-data /var e
ar/wwy/masterswordpub.net
d permi
tp/publ

publi

tructure created successfu

t1 enable

securi ty.ubuntu
ubuntt

wordpub.net

rdpub . net/inde
1tml

on:http
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Appendix C.2.b - MSPUB User Management System Log

-_mgmt.log

publ
r

add -m

il
mkdir
chmod

rd next lo

ord next 1o

import
B User

113



Appendix C.3 - UniFi Event Logs

Category

Internet and ..
Internet and ..
Client Devices
Client Devices
UniFi Devices
UniFi Devices
UniFi Devices
Client Devices
Client Devices
Client Devices
Client Devices
Client Devices
Client Devices
Client Devices
Client Devices
Client Devices
UniFi Devices
UniFi Devices
UniFi Devices
Client Devices
Client Devices
Client Devices
Client Devices
Client Devices
Client Devices
Client Devices
UniFi Devices
UniFi Devices
Client Devices
Client Devices
Client Devices
Client Devices
Client Devices
Client Devices
Client Devices
UniFi Devices
Client Devices
Client Devices
Client Devices
Client Devices
Client Devices
Client Devices
Client Devices
Client Devices
UniFi Devices
Client Devices
Client Devices
Client Devices

Event

Internet Restored
Internet Failover Active
WiFi Client Disconnected
WiFi Client Connected
AP Channel Change
DHCP Leases Exhausted
DHCP Leases Exhausted
Wired Client Connected
Wired Client Disconnected
Wired Client Connected
WiFi Client Disconnected
WiFi Client Disconnected
WiFi Client Connected
WiFi Client Connected
WiFi Client Disconnected
Wired Client Disconnected
AP Channel Change
DHCP Leases Exhausted
DHCP Leases Exhausted
WiFi Client Connected
WiFi Client Connected
Hotspot Guest Connected
WiFi Client Disconnected
WiFi Client Connected
WiFi Client Connected
WiFi Client Connected
AP Channel Change
DHCP Leases Exhausted
WiFi Client Disconnected
Wired Client Connected
WiFi Client Roamed
Wired Client Disconnected
WiFi Client Disconnected
WiFi Client Connected
WiFi Client Connected
DHCP Leases Exhausted
WiFi Client Roamed

WiFi Client Connected
Wired Client Connected
WiFi Client Disconnected
WiFi Client Connected
WiFi Client Disconnected
WiFi Client Roamed

WiFi Client Connected
DHCP Leases Exhausted
WiFi Client Connected
WiFi Client Disconnected
WiFi Client Roamed

Description

Internet connection WAN1 on port 10 is ored after failing over to WAN2 (Ziply Fiber)
Internet connection WAN1 on port 10 is down and WAN2 (Ziply Fiber) is now active.
MSPUB-WIN-ADM-WS disconnected from MSPUB-HQ. Time Connected: Tm
MSPUB-WIN-ADM-WS connected to MSPUB-HQ on MSPUB-U6P-AP1. Connection Info!
MSPUB-U6P-APQ1 moved to channel 6 from 11.

There are no available IP addresses to lease to devices on network Infrastructure.

There are no available IP addresses to lease to devices on network Infrastructure.

MSPUB-UBT-OLS-WS connected to Online Services on MSPUB-US24-SW02 Port 1. Link Speed: GbE. IP.
S disconnected from IT-Cyber on MSPUB-US24-SW@2 Port 11. Time Connected: 1h..

MSPUB-MAC-ITC
MSPUB-GLEEOK-DC@1 connected to Servers on MSPUB-US24P-SW@1 Port 17. Link Speed: GbE. IP: 19

POSEIDON-WIN 33:23 disconnected from MSPUB-HQ. Time Connected: 8m 32s. Data Used: 24.25 KB (...
M-WS disconnected from MSPUB-HQ. Time Connected: 15m 44s. Data Used: 291.32 K...
4 (5 GHz,...
:23 connected to MSPUB-HQ on MSPUB-U6P-AP@1. Connection Info: Ch. 64 (5 GHz,...
iPad 43:8c disconnected from MSPUB-HQ. Time Connected: 42s. Data Used: 10.19 KB (up) / 0.00 B (do...

MSPUB-WIN-
POSEIDON-WIN 3.
POSEIDON-WIN

3 connected to MSPUB-HQ on MSPUB-U6P-AP@1. Connection Info

MSPUB-GLEEOK-DC@1 disconnected from Servers on MSPUB-US24P-SW@1 Port 17. Time Connected: 1..
MSPUB-U6P-AP@2 moved to channel 6 from 1
There are no available IP addresses to lease to devices on network Infrastructure.

There are no available IP addresses to lea: 0 devices on network Infrastructure.

MSPUB-WIN-PUB-WS connected to MSPUB-HQ on MSPUB-UBP-AP01. Connection Info: Ch. 64 (5 GHz,...
MSPUB-WIN-ADM-WS connected to MSPUB-HQ on MSPUB-U6P-AP®1. Connection Info: Ch. 64 (5 GHz,...

Apple MacBook 69:90 connected to hotspot using Password authentication.

MSPUB-WIN-PUB-WS disconnected from MSPUB-HQ. Time Connected: 23m 56s. Data Used: 1.49 MB (

Apple MacBook 69:90 connected to MSPUB-Guest on MSPUB-U6P-AP@1. Connection Info: Ch. 11 (2.4 G..
iPad 43:8c connected to MSPUB-HQ on MSPUB-U6P-APQ1. Connection Info: Ch. 11 (2.4 GHz, 20 MHz), ...

iPad 43:8c connected to MSPUB-HQ on MSPUB-U6P-AP@1. Connection Info: Ch. 11 (2.4 GHz, 20 MHz),
MSPUB-U6P-APQ1 moved to channel 11 from 6.

There are no available IP addresses to lease to devices on network Infrastructure.
MSPUB-WIN-ADM-WS disconnected from MSPUB-HQ. Time Connected: 28m 57s. Data Used: 17.31 MB
MSPUB-GLEEO

MSPUB-WIN-,

There are no available IP addresses to lease to devices on network Infrastructure.

MSPUB-WIN-PUB-WS roamed from MSPUB-U6P-AP@1to MSPUB-U6P-APQ2. Connection Info: Ch. 64 (..
MSPUB-WIN-PUB-WS connected to MSPUB-HQ on MSPUB-U6P-AP@1. Connection Info: Ch. 64 (5 GHz,...
00:1b:63:97:06:17 connected to IT-Cyber on MSPUB-US24-SW@2 Port 11. Link Speed: FE. IP: 169.254.79...
MSPUB-WIN-PUB-WS disconnected from MSPUB-HQ. Time Connected: 8m 52s. Data Used: 19.21 MB (...
.6 (2.4 GHz...
MSPUB-WIN-ADM-WS disconnected from MSPUB-HQ. Time Connected: Tm 34s. Data Used: 37514 KB ...

MSPUB-WIN-ADM-WS connected to MSPUB-HQ on MSPUB-U6P-AP®1. Connection Info:

MSPUB-WIN-ADM-WS roamed from MSPUB-U6P-AP@2 to MSPUB-U6P-AP01. Connection Info: Ch. 6 (
MSPUB-WIN-ADM-WS connected to MSPUB-HQ on MSPUB-U6P-AP02.

There are no lable IP addresses to lease to devices on network Infrastructure.

MSPUB-WIN-PUB-WS connected to MSPUB-HQ on MSPUB-UBP-APQ1. Connection Info: Ch. 64 (5 GHz,...
MSPUB-WIN-PUB-WS disconnected from MSPUB-HQ. Time Connected: 1m 47s. Data Used: 153.66 KB (.

MSPUR-WIN-PUR-WS roamed from MSPUR-UBP-APQ? to MSPUR-UBP-AP@1. Connection Info: Ch. 64 (

Data Used: 115.47 KB (up) ...
h. 64 (5 GHz,...

CQ1 connected to Servers on MSPUB-US24P-SW@1 Port 17. Link Speed: GbE. IP: 192....
WS roamed from MSPUB-U6P-AP@1to MSPUB-UBP-AP02. Connection Info: Ch. 64 (...
MSPUB-GLEEOK-DC@1 disconnected from Servers on MSPUB-US24P-SW@1 Port 17. Time Connected: 5..

POSEIDON-WIN 33:23 disconnected from MSPUB-HQ. Time Connected: 2s. Data Used: 21.93 KB (up) / ...
POSEIDON-WIN 33:23 connected to MSPUB-HQ on MSPUB-U6P-AP@1. Connection Info: Ch. 64 (5 GHz,...
POSEIDON-WIN 33:23 connected to MSPUB-HQ on MSPUB-U6P-AP@1. Connection Info: Ch. 64 (5 GHz,...

nnection Info: Ch. 64 (5 GHz...

Severity

Date / Time

Today at 10:50:06 PM
Today at 10:24:05 PM
Jun 2, 10:26:29 PM
Jun 2, 10:25:20 PM
Jun 2, 10:13:47 PM
Jun 2, 10:13:27 PM

Jun 2, 10:13:13 PM

2
Jun 2, 10:12:59 PM
2

Jun 2, 10:05:37 PM
Jun 2, 9:47:28 PM
Jun 2, 9:46:42 PM
Jun 2, 9:44:52 PM
Jun 2, 9:38:18 PM
Jun 2, 9:38:12 PM
Jun 2, 9:31:37 PM
Jun 2, 9:30:37 PM
Jun 2, 9:30:31 PM
Jun 2, 9:29:56 PM
Jun 2, 9:29:45 PM
Jun 2, 9:29:12 PM
Jun 2, 9:28:50 PM
Jun 2, 9:27:39 PM
Jun 2, 9:27:37 PM
Jun 2, 9:26:39 PM
Jun 2, 9:25:56 PM
Jun 2, 9:25:32 PM
Jun 2, 9:25:09 PM
Jun 2, 9:24:36 PM
Jun 2, 9:18:41 PM
Jun 2, 9:05:55 PM
Jun 2, 9:04:43 PM
Jun 2, 9:04:37 PM
Jun 2, 9:02:57 PM
Jun 2, 9:00:54 PM
Jun 2, 9:00:25 PM
Jun 2, 9:00:22 PM
Jun 2, 8:58:05 PM
Jun 2, 8:57:47 PM
Jun 2, 8:53:51PM
Jun 2, 8:51:37 PM
Jun 2, 8:49:25 PM
Jun 2, 8:49:19 PM
Jun 2, 8:49:03 PM
Jun 2, 8:47:48 PM
Jun 2, 8:47:46 PM
Jun 2, 8:37:29 PM
Jun 2, 8:37:27 PM
Jun 2. 8:37:21PM
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Appendix C.3 - Security Awareness Training DynamoDB Log

Q2 @ ol United States (Oregon) v

jmangum
e DynamoDB > Exploreitems > MSPUB-SAT-2026-001-Results © &
DynamoDB < e Yarr Ve
Table: MSPUB-SAT-2026-001-Results - Items returned (38) (C) (Actions v Create item
Dashboard Scan started on June 11, 2026, 18:05:44
Tables
1 @
Explore items
PartiQL editor event_id (String) v campaign_id v | event_type v | page 4 participant_id ¥ timestamp v |
Backups 2391a8b0-8267-4108... MSPUB-SAT-2... training_pag. failed-... ici 7720:21:14.609603+40...
Exports to S3
imports from S3 5cag3a47-e0d5-41a5... MSPUB-SAT-2...  training_pag... user-failed-... participant38 2026-06-07T00:44:12.223777+0..
Integrations 8a168a39-bf91-4502... MSPUB-SAT-2...  login_attempt login html participant38 2026-06-07T00:44:11.588426+0..
Reserved capacity
< c7cdee71-15€0-49b9... MSPUB-SAT-2. email_link_c... login.html participant38 2026-06-07T00:42:47.50547140...
ettings —
7117e50c-dd76-4bc2... MSPUB-SAT-2...  training_co... heart-conta...  participant00 2026-06-06T22:40:54.33322240...

v DAX 8978e45 MSPUB-SAT-2...  training_pag... failed-... ici 2026 T22:40:22.062894+40...
Clusters 2079343a-c841-407b... MSPUB-SAT-2... login_attempt login html participant00 2026-06-06T22:40:21.92917540...
Subnet groups

daf649d0-987d-48fa-... MSPUB-SAT-2...  email_link_c... login html participant00 2026-06-06T22:39:22.327141+0..

Parameter groups

Events 7b688623-2266-4f45... MSPUB-SAT-2... email_link_c... login.html participant39 2026-06-06T20:11:28.970735+0...
€ae0d0b3-9781-4fbc-... MSPUB-SAT-2... training_pag.. failed-... icil 2026 720:11:09.108155+0...
3e9b4473-c549-48de... MSPUB-SAT-2... login_attempt login.html participant39 2026-06-06T20:11:07.983145+0..
dade5323-db86-4bOf... MSPUB-SAT-2... email_link_c... login.html participant39 2026-06-06T20:10:17.599937+0..
564fb1ec-d720-debb... MSPUB-SAT-2...  email_link_c... login html participant39 2026-06-06T19:44:08.594130+0...
80eSec7e-0d1f-48eS-... MSPUB-SAT-2...  training_co... heart-conta...  participantd0 2026-06-06T17:53:35.393395+0...
b5acadf9-0910-4f08-... MSPUB-SAT-2...  training_pag... user-failed-... participant40 2026-06-06T17:52:15.667498+0..
Se8dcf5a-ch79-4825-... MSPUB-SAT-2. login_attempt login.html participant40 2026-06-06T17:52:15.184777+0...
8000f380-7e9f-42ca-.. MSPUB-SAT-2. email_link_c.. login.html participant40 2026-06-06T17:51:44.856940+0...
5ff55¢c6-3ad5-4178-... MSPUB-SAT-2... email_link_c... login.html participant40 2026-06-06T17:50:28.793784+0...

a7b33b30-63b6-405... MSPUB-SAT-2... training_co. heart-conta, participant37 2026-06-06T17:34:58.948942+40...
770be884-1a89-4cd8... MSPUB-SAT-2.... training_pag... failed-... i 7 202 T17:34:42.457637+40...
8889fade-6e03-4fd2-... MSPUB-SAT-2.... login_attempt login.html participant37 2026-06-06T17:34:41.976726+0..
5¢263746-2623-4480... MSPUB-SAT-2... email_link_c... login.html participant37 2026-06-06T17:33:32.160904+0...
£23e238b-5f66-4512-... MSPUB-SAT-2.... email_link_c... login.html participant37 2026-06-06T17:33:31.204797+0..
9095540¢-9140-4545... MSPUB-SAT-2... email_link_c... login.html participant01 2026-06-06T17:26:23.994848+0..
£1819¢16-b705-44dc... MSPUB-SAT-2.... email_link_c... login.html participant01 2026-06-06T17:26:17.384412+0..
ffc9b617-adb0-4daa-... MSPUB-SAT-2... email_link_c... login.html participant18 2026-06-06T17:22:29.155774+0...
c81fd37a-c5c6-4d80-... MSPUB-SAT-2... email_link_c... login.html participant18 2026-06-06T17:22:25.33313140...
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Appendix D - Validation Screenshots

Appendix D.1 - Home Lab (MSPUB Virtual Environment)

Virtual Machine Inventory

Control Center

B MSPUB-COLGERA-DMO1

B MSPUB-GLEEOK-DCO1

B MSPUB-LYNEL-WEBO1

B MSPUB-WS-VMO01-WIN

B MSPUB-WS-VM02-UBT

MSPUB-WS-VM03-MAC

B MSPUB-WS-VMO04-KAL
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Network Connectivity

MSPUB-GLEEOK-DCO01

ping

o000 MSPUB-GLEEOK-DCO1

B Administrator: Windows Pows X + v
PS C:\Users\Administrator> ping 10.0.0.161

Pinging 10.0.0.101 with 32 bytes of data:
Reply from 10.6.0.101: bytes=32 time<lms
Reply from 10.0.6.101: bytes=32 time<lms
Reply from 10.0.0.101: bytes=32 time<lms TTL=128
Reply from 10.0.6.101: bytes=32 time<lms TTL=128

Ping statistics for 10.6.0.101

Packets: Sent = 4, Received = 4, Lost = 0 (8% loss),
Approximate round trip times in milli-seconds:

Minimum = Oms, Maximum = Oms, Average = Oms
PS C:\Users\Administrator> ping 10.0.0.162

Pinging 10.0.0.102 with 32 bytes of data:
Reply from 10.0.0.102: bytes=32 time<lms
Reply from 10.0.0.102: bytes=32 time<lms
Reply from 10.0.0.102: bytes=32 time<lms
Reply from 10.0.0.102: bytes=32 time<lms

Ping statistics for 10.0.0.102:

Packets: Sent = U, Received = 4, Lost = 0 (8% loss),
Approximate round trip times in milli-seconds:

Minimum = Bms, Maximum = Oms, Average = Oms
PS C:\Users\Administrator> ping 10.6.0.103

Pinging 10.0.0.103 with 32 bytes of data:

Reply from 10.0.0.103: bytes=32 time<lms TTL=64
Reply from 10.0.0.103: bytes=32 time<lms TTI
Reply from 10.0.0.103: bytes=32 time<lms

Reply from 10.0.6.103: bytes=32 time<lms

Ping statistics for 10.0.0.103:
Packets: Sent = 4, Received = 4, Lost = 0 (8% loss),
Approximate round trip times in milli-seconds:

all
1"}

Do ®

5:49 PM
5/22/2026

o000 MSPUB-GLEEOK-DCO1
B Administrator: Windows Pows X + v
PS C:\Users\Administrator> ping 10.6.0.164

Pinging 10.0.0.104 with 32 bytes of data:
Reply from 10.0.0.104: bytes=32 time<lms
Reply from 10.0.0.104: bytes=32 time<lms
Reply from 10.0.0.104: bytes=32 time<lms
Reply from 10.0.0.104: bytes=32 time<lms

Ping statistics for 10.6.0.104:

Packets: Sent = 4 =4, Lost = © (0% loss),
Approximate round trip ti in milli-seconds:

Minimum = Oms, Maximum = Oms, Average = Oms
PS C:\Users\Administrator> ping 10.0.0.12

Pinging 10.6.6.12 with 32 bytes of data:

Reply from 10.0.6.12 32 time<lms TTL=128
Reply from 10.6.6.12 32 time<lms TTL=128
Reply from 10.0.6.12 TTL=128
Reply from 10.0.0.12: i TTL=128

Ping statistics for 10.0.6.1

Packets: Sent = U4, Received = 4, Lost = 0 (8% loss),
Approximate round trip times in milli-seconds:

Minimum = Bms, Maximum = lms, Average = Oms
PS C:\Users\Administrator> ping 10.0.0.13

Pinging 10.0.0.13 with 32 bytes of data:

Reply from 10.0.0.13: bytes=32 time<lms TTL=64
Reply from 10.0.0.13: bytes=32 time<lms TTL=64
Reply from 10.0.0 bytes=32 time<lms TTL=64
Reply from 10.0.6.13: bytes=32 time<lms TTL=64

Ping statistics for 10.0.0.13:
Packets: Sent = 4, Received = 4, Lost = © (0% loss
Approximate round trip times in milli-seconds:

all
1"}

Do @

5:51PM
5/22/2026
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MSPUB-COLGERA-DMO01

Ping

(X X N J MSPUB-COLGERA-
B Administrator: Windows Pows X + | v
PS C:\Users\Administrator.MSPUB> ping 10.6.6.101

Pinging 10.6.0.101 with 32 bytes of data:

Reply from 10.0.6.101: bytes=32 time<lms TTL=128
Reply from 10.0.6.101: bytes=32 time<lms TTL=128
Reply from 10.0.0.101: bytes=32 time<lms TTL=128
Reply from 10.0.6.101: bytes=32 time<lms TTL=128

Ping statistics for 10.6.6.101
Packets: Sent = 4, Received = 4, Lost = © (8% loss),
Approximate round trip times in milli-seconds

Minimum = Oms, Maximum = @ms, Average = Oms
PS C:\Users\Administrator.MSPUB> ping 10.6.0.102

Pinging 10.0.0.102 with 32 bytes of data:

Reply from 10.0.0.102 time<lms TTL=64
Reply from 10.0.0.102 time<lms TTL=64
Reply from 10.0.0.102 time<lms TTL=64
Reply from 10.6.6.102: by time<lms TTL=64

Ping statistics for 10

Packets: Sent = U4, Received = U, Lost = © (8% loss),
Approximate round trip times in milli-seconds

Minimum = @ms, Maximum = @ms, Average = Oms
PS C:\Users\Administrator.MSPUB> ping 10.6.0.103

Pinging 10.6.8.103 with 32 bytes of data:

Reply from 10.0.0.103: bytes=32 time<lms TTL=64
Reply from 10.0.6.103: bytes=32 time<lms TTL=64
Reply from 10.0.0.103: bytes=32 time<lms TTL=64
Reply from 10.0.0.103: bytes=32 time<lms TTL=64

Ping statistics for 10.0.0.103:
Packets: Sent = 4, Received = 4, Lost = © (8% loss),
Approximate round trip times in milli-seconds

554 PM
5/22/2026

Do ®

MSPUB-COLGERA-
istrator: Windows Powt X + | v
PS C:\Users\Administrator.MSPUB> ping 10.6.6.104

Pinging 10.6.0.104 with 32 bytes of data:

Reply from 10.0.6.184: bytes=32 time<lms TTL=64
Reply from 10.0.0.184: bytes=32 time<lms TTL=64
Reply from 10.0.0.184: bytes=32 time<lms TTL=64
Reply from 10.0.0.184: bytes=32 time<lms TTL=64

Ping statistics for 10.0.0.104:

Packets: Sent = U, Received = 4, Lost = © (0% loss),
Approximate round trip times in milli-seconds

Minimum = @ms, Maximum = @ms, Average = Oms
PS C:\Users\Administrator.MSPUB> ping 10.6.0.11

Pinging 10.0.0.11 with 32 bytes of data:
Reply from 10.0.0.11: bytes=32 time<lms
Reply from 10.0.0.11: bytes=32 time<lms
Reply from 10.0.0.11: bytes=32 time<lms
Reply from 10.6.0.11: bytes=32 time<lms

Ping statistics for 10.0.0.11

Packets: Sent = U4, Received = U, Lost = © (8% loss),
Approximate round trip times in milli-seconds

Minimum = @ms, Maximum = @ms, Average = Oms
PS C:\Users\Administrator.MSPUB> ping 10.6.0.13

Pinging 10.6.8.13 with 32 bytes of data
Reply from 10.0.0.13: bytes=32 time=lms TTL=64
Reply from 10.0.0.13: bytes=32 time<lms TTL=64
Reply from 10.0.0.13: bytes=32 time=lms TTL=64
Reply from 10.0.6.13: bytes=32 time<lms

Ping statistics for 10.0.0.13:
Packets: Sent = 4, Received = 4, Lost = © (8% loss),
Approximate round trip times in milli-seconds

557 PM
5/22/2026

Qo ®
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MSPUB-LYNEL-WEB-01

nslookup

Name :

Address:

Name : J.net
Address:
Name :
Address:
Name :
Addr
Name :
Address:

0 rIEft
i[_ll_]h r|r—'*

:fded:0
lrdpuh net

ping

MSPUB-LYNEL-WEBO1 & 0BRSS e N

$ nslookup masterswordpub.net

e oBE«®
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D R <P 9 B«

from 10.0.0.11
from 10.6.0.11
from 10.0.0.11
from 10.0.0.11

mspubacni

PING 10.0.0.1 [

64 bytes from 10.0.0.12: i 6 tine=0.4s6 m
64 butes from 10.0.0.12: icny ttl=128 tine:

64 bytes from 10.0.0.1

64 bytes from 10.0.0

).805/0.143 ms

MSPUB-WS-VMO01-WIN

ping

'YX X MSPUB-WS-VMO1-WIN & A S\ v ¢

(J B¥ Administrator: Windows Powt X + v

PS C:\Users\Administrator> ping 16.6.0.162

Pinging 10.0.0.102 with 32 bytes of data:

Reply from 10.6.0.102: bytes=32 time=1ms TTL=64
Reply from 10.0.0.102: bytes=32 time<lms TT u
Reply from 10.0.6.102: bytes=32 time<lms TTL=64
Reply from 10.0.6.102: bytes=32 time<lms TTL=64

Ping statistics for 10.0.6.102:

Packets: Sent = 4, Received = 4, Lost = © (8% loss),
Approximate round trip times in milli-seconds:

Minimum = ems, Maximum = 1ms, Average = @ms
PS C:\Users\Administrator> ping 16.6.0.163

Pinging 10.0.0.103 with 32 bytes of data:

Reply from 10.0.0.103: bytes=32 time<lms TTL=64
Reply from 10.0.0.103: bytes=32 time<lms TT u
Reply from 10.6.6.103: bytes=32 time<lms TTL=64
Reply from 10.6.0.103: bytes=32 time<lms TTL=64

Ping statistics for 10.0.6.163:

Packets: Sent = 4, Received = 4, Lost = @ (8% loss),
Approximate round trip times in milli-seconds:

Minimum = @ms, Maximum = @ms, Average = @ms
PS C:\Users\Administrator> ping 16.6.0.164

Pinging 10.0.0.104 with 32 bytes of data:

Reply from 10.0.0.104: bytes=32 time=1ms TTL=64
Reply from 10.0.6.104: bytes=32 time<lms TTL=64
Reply from 10.0.6.104: bytes=32 time<lms TTi U
Reply from 10.6.0.104: bytes=32 time<lms TTL=64

Ping statistics for 10.0.6.164:
Packets: Sent = 4, Received = 4, Lost = @ (8% loss),
Approximate round trip times in milli-seconds

m - = 429PM
2 = C B =® g ~NQOE e &
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o000 MSPUB-WS-VMO1-WIN &

2 Administrator: Windows Powt X + | v

Pinging 10 with 32 bytes of data:

Reply from .0.0.11: bytes=32 time<lms TTL=128
Reply from ©.11: bytes=32 time<lms TTL=128
Reply from .0.0.11: bytes=32 time<lms TTL=128
Reply from ©.11: bytes=32 time<lms TTL=128

Ping statistics for 10.0.6.11:

Packets: Sent = 4, Received 4, Lost = @ (0% loss),
Approximate round trip times in milli-seconds:

Minimum = @ms, Maximum = @ms, Average = Oms
PS C:\Users\Administrator> ping 10.6.6.12

Pinging 10.6.60.12 with 32 bytes of data:

Reply from 10.6.0.12: bytes=32 time<lms TTL=128
Reply from 10.6.0.12: bytes=32 time<lms TTL=128
Reply from 10.6.0.12: bytes=32 time<lms TTL=128
Reply from 10.6.0.12: bytes=32 time<lms TTL=128

Ping statistics for 10.0.0.12:

Packets: Sent 4, Received 4, Lost = @ (0% loss),
Approximate round trip times in milli-seconds:

Minimum = ems, Maximum = @ms, Average = @ms
PS C:\Users\Administrator> ping 10.0.0.13

Pinging 10.0.60.13 with 32 bytes of data:

Reply from .0.0.13: bytes=32 time=1lms TTL=64
Reply from .0.13: bytes=32 time<lms TTL=64
Reply from .0.0.13: bytes=32 time<lms TTL=64
Reply from ©.13: bytes=32 time<lms TTL=64

Ping statistics for 10.0.6.13:

Packets: Sent = 4, Received = 4, Lost = © (8% loss),
Approximate round trip times in milli-seconds:

Minimum = @ms, Maximum = 1ms, Average = Oms

4:33PM

“
Lo e 5/22/2026

MSPUB-WS-VM02-UBT

ping

MSPUB-W.

administrator@masterswordpub.net@MSPUB-WS-VM02-UBT: ~

:~$ ping -c 4 10.0.0.101
PING 10.0.6.101 (10.0.0.101) 56(84) bytes of data.
64 bytes from 10.0.0.160! i )_! ttl=128 tim
64 bytes i i
64 bytes
64 bytes from 10.0.0.10;

--- 10.0.0.101 ping statistics ---
4 packets transnitted, 4 received, 0% packet loss, time 3070ms
rtt min/avg/max/ndev = ©.918/0.985/1.067/0.057 ms
:~$ ping -c 4 10.0.0.103
PING 10.0.0.103 (10.0.0.103) 56(84) bytes of data.
64 bytes fron 10.0.0.16! ttl=64 time=o0.
64 bytes i i
64 bytes
64 bytes from 10.0.0.103: icmp_: .392 ms

--- 10.0.0.103 ping statistics ---
4 packets transmitted, 4 received, 0% packet loss, time 3050ms
rtt min/avg/max/mdev = 0.392/6.547/0.926/6.219 ms

PING 10.0.0.104 (10.6.0.104) 56(84) bytes
64 bytes from 10.0.0.104: icmp_: ttl
64 bytes from 10.0.0.16: i

64 bytes from 10.0.0.104: 1

64 bytes from 10.0.0.10:

--- 10.0.0.104 ping statistics
4 packets transmitted, 4 received, 0% packet loss, time 3036ms
rtt min/avg/max/mdev = ©.259/0.724/1.421/0.426 ms
:~$ ping -c 4 10.0.0.11
PING 10.0.6.11 (10.6.0.11) 56(84) bytes of data.
64 bytes from 10.0.0.11: icmp_seq=1 ttl=128 time=0.734 ms
64 bytes from 10.6.0.11: icmp_seq=2 ttl=128 .533 ns
64 bytes from 10.6.6.11: icmp_seq=3 ttl=128
64 bytes from 10.6.0.11: icmp_seq=4 tt

--- 10.0.0.11 ping statistics ---

E <«

A0
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administrator@masterswordpub.net@MSPUB-WS-VM02-UBT: ~

:~$ ping -c 4 10.0.0.12

PING 10.0.0.12 (10.0. 2) 56(84) bytes of data
64 bytes from 10.0.0. _seq=1 ttl=128 time=0
64 bytes from 10.0. i

64 bytes from 10.

64 bytes from 1

- 10.0.0.12 ping statistics
4 packets transmitted, 4 receive packet loss, time 3010ms
rtt min/avg/max/mdev = 0.434/1.138/1.759/6.511 ms

ping -c 4 10.0.0.13

PING 10.6.60.13 (10.0. bytes of data.
64 bytes from 10.0.
64 bytes from 10.6.0.
64 bytes from 10.0.0.
64 bytes from 10.0.

- 10.0.0.13 ping statistics ---
4 packets transnitted, 4 received t
rtt min/avg/max/mdev = 0.460/0.6 .845/0.159 ms

MSPUB-WS-VM03-MAC

ping

‘ Terminal Shell Edit View Window Help \ Q & FriMay22 5:21PM
[ ] @ & administrator — -bash — 140x33

To update your account to use zsh, please run ‘chsh -s /bin/zsh’.

For more details, please visit https://support.apple.com/kb/HT288050.
MSPUB-WS-VM@3-MAC:~ administrator$ ping -c 4 10.0.0.101

PING 10.0.0.101 (10.0.0.101): 56 data bytes

64 bytes from 10.0.0.101: icmp_seq=0 ttl=128 time=0.866 ms

64 bytes from 10.0.0.101: i tt1=128 time=08.568 ms

64 bytes from 10.0.0.10: i Lt i .829 ms

64 bytes from 10.0.0.101: icmp_seq=3 ttl=128 time=08.507 ms

——— 10.0.0.101 ping statistics —

4 packets transmitted, 4 packets received, 0.0% packet loss
round-trip min/avg/max/stddev = 0.507/0.693/0.866/8.157 ms
MSPUB-WS-VM@3-MAC:~ administrator$ ping -c 4 10.0.0.102
PING 10.0.0.102 (10.0.0.102): 56 data bytes

64 bytes from 10.0.0.10: i L ttl=64 time=0.593 ms
64 bytes from 10.0.0.10. i L ttl=64 time=0.458 ms
64 bytes from 10.0.0.102: icmp_se ttl=64 time=0.434 ms
64 bytes from 10.0.0.102: icmp_seq=3 ttl=64 time=0.435 ms

——— 10.0.0.102 ping statistics —

4 packets transmitted, &4 packets received, 0.0% packet loss
round-trip min/avg/max/stddev = 0.434/0.480/0.593/08.066 ms
MSPUB-WS-VM@3-MAC:~ administrator$ ping -c 4 10.0.0.104
PING 10.0.0.104 (10.0.0.104): 56 data bytes

64 bytes from 10.0.0.104: icmp_se ttl=64 time=0.784 ms
64 bytes from 10.0.0.104: icmp_se ttl=64 time=0.602 ms
64 bytes from 10.0.0.104: icmp_seq=2 ttl=64 time=0.395 ms
64 bytes from 10.0.0.104: icmp_seq=3 ttl=64 time=0.388 ms

—— 10.0.0.104 ping statistics —
4 packets transmitted, &4 packets received, 0.0% packet loss
round-trip min/avg/max/stddev = ©.388/0.542/0.784/08.164 ms @

MSPUB-WS-VM@3-MAC:~ administrator$ |

100N O0OEOROD0
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‘ Terminal Shell Edit View Window Help Q & FriMay22 5:27PM

[ ] @ & administrator — -bash — 140x33

MSPUB-WS-VM@3-MAC:~ administrator$ ping -c 4 10.0.0.11
PING 10.0.0.11 (10.0.0.11): 56 data bytes

64 bytes from 10.0.

64 bytes from 10.0.

64 bytes from 10.0.

64 bytes from 10.0.

10.0.0.11 ping statistics
4 packets transmitted, 4 packets received, @.@% packet loss
round-trip min/avg/max/stddev = 0.495/8.522/0.534/0.016 ms
MSPUB-WS-VM@3-MAC:~ administrator$ ping -c 4 10.0.0.12
0.12): 56 data bytes
2

PING 10.0.0.12 (10.0.
64 bytes from 10.0.0.12: icmp_seq=0 ttl=128 time=0.480 ms
64 bytes from 10.0.0.12: icmp_seq=1 ttl=128 tim .601 ms
64 bytes from 10.0.0.12: icmp_seq=2 ttl=128 time=0.588 ms
64 bytes from 10.0.0.12: icmp_seq=3 ttl=128 time=0.564 ms

-—- 10.0.0.12 ping statistics —

4 packets transmitted, &4 packets received, ©.0% packet loss
round-trip min/avg/max/stddev = 0.480/08.558/0.601/0.047 ms
MSPUB-WS-VM@3-MAC:~ administrator$ ping -c 4 10.0.0.13
PING 10.0.0.13 (10.0.0. 56 data bytes

64 bytes from 10.0.0. icmp_seq=0 ttl=64 time=2.167 ms

64 bytes from 10.0.

64 bytes from 10.0.

64 bytes from 10.0.0.13: icmp_seq=3 ttl=64 time=0.421 ms

-—- 10.0.0.13 ping statistics —

4 packets transmitted, 4 packets received, ©0.0% packet loss
round-trip min/avg/max/stddev = 0.408/0.871/2.167/0.749 ms
MSPUB-WS-VMB3-MAC:~ administrator$ |

000N TTYXRRB

MSPUB-WS-VMO04-KAL

ping

° MSPUB 0 3
SempPo- |~ | O A BT

mspubadmin@MSPUB-WS-VM04-K

Session Actions Edit View Help

4 10.0.0.101
PING 10.0.0.101 (10.0.0.101) 56(84) bytes of
64 bytes from 10.0.0.10
64 bytes from 10.0.0.10
64 bytes from 10.0.0.10 icmp_seq=3
64 bytes from 10.0.0.10 icmp_seq=4

— 10.0.0.101 ping statistics —
ansmitted received
rtt min/a

—! 4 10.0.0.102
PING 10.0.0.102 (10.0.0.
64 bytes from 10.0.0.10
64 bytes from 10.0.0.
64 bytes from 10.0.0.
64 bytes from 10.0.0.

— 10.0.0.102 ping statist
4 packets transmitted, & v time 3080ms
rtt min/avg/max/mdev = 0.

4 10.0.0.103
PING 10.0.0.103 (10

64 bytes f: X

64 bytes from 10.0.0.10
64 bytes from 10.0.0.

64 bytes from 10.0.0.10

— 10.0.0.103 ping statistics —
4 packets transmitted, & , 0% packet loss, time 3062ms
rtt min/a x/mdev = 0.359/0.372/0.388/0.011 ms
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qeompos- -

Session Actions Edit View Help

64 bytes
64 bytes
64 bytes
64 bytes

— 10.0.

4 10.0.0.11
PING 10.0.0.11 (10.0.0.11) 56(84)

from
from
from
from

0.11

10.0.

10.0
10.0
10.0

ping

-7l
.0.11:
.0.11:
.0.11: icmp_seq=

statistics —

4 packets transmitted, & received,
rtt min/avg/max/mdev = 0.353/0.676,

PING 10.0.0.12

64 bytes
64 bytes
64 bytes
64 bytes

— 10.0.

4 10.0.

from
from
from
from

0.1

(10

10.0.

10.0
10.0
10.0

ping

.0.12: icmp_seq=
) 2: icmp_se

4 packets transmitted,
rtt min/avg/max/mdev = 1.054/1.261

PING 10.0.0.13

64 bytes
64 bytes
64 bytes
64 bytes

— 10.0.

4
from
from
from
from

0.13

1e.0
(10

10.0.

.0.0.13) 56(84)
13: i

10.0.
10.0.
10.0.

ping

statistics —

4 packets transmitted, 4 received,
rtt min/avg/max/mdev = 0.311/1.073/2.694/0.945 ms

MSPUB-WS-VI

mspubadmin@MSPUB-WS-VM04-KAL:

bytes of data.
ttl=128 tim

ms

time=0.355 ms

4 tt1=128 time=0.

0% packet loss,
/1.580/0.52

ttl=12

0% packet loss,
/1.457/0.154 ms

bytes
ttl

2 ttl
ttl
ttl=64

0% packet loss,

.416 ms
353 ms

time 3045ms

time 3

time 3053ms

Appendix D.2 - Active Directory

MSPUB-GLEEOK-DCO1

Users and Computers

File Action View Help

es 2@ oBc= A

] Active Directory Users and Computers

ik 4

B%

T Active Directory Users and Com

&1 Domain Controllers
| ForeignSecurityPrincipal
> [ Managed Senvice Accou

Name
7 Buitin
1 Computers
1 Departments
Domain Controllers
ForeignSecurityPrincipals
"] Managed Service Accounts
3 Servers

Type
buitinDomain
Container
Organizational Unit
Organizational Unit
Container
Container
Organizational Unit

Description
Default container for upgraded computer acco...
Default container for domain controllers

Default container for security identifers (SID) a...
Default container for managed service accounts

Servers I Users Container Default container for upgraded user accounts
> Users

- 1 P v 49 PM

@ se L = CHk o oo
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DNS

£ DNS Manager - o X
File Action View Help
e @iz EHm §E@a
£ DNs Name Type Data Timestamp
v 3 MSPUB-GLEEOK-DC msdes
v (1 Forward Lookup Zones :Sm
o Cltp
] Reverse Lookup Zones || =-"9P
3 1 Trust Points JDomainDnsZones
> [ Conditional Forwarders || —iFOrestDnsZones
(same as Start of y (¢ [2235], mspub-gl . static
[ (same as parent folder) Name Server (NS) mspub-glecok-de0l.mast... static
(same as parent folder) Name Server (NS) msp-colgera-dm0T.maste...  static
] (same as parent folder) Host (4) 10.211.55.21 6/11/2026 8:00:00 PM
[ (same as parent folder) Host (A) 10001
(same as parent folder) Host (4) 1000.12
[] (same as parent folder) Host (A) 10211.55.14
(same a5 %3 ... 5/22/2026 10:00:00 AM
] (same as parent folder) IPv6 Host (AAAA) fdb2:2¢26:f4€4:0000:0270:c...  5/21/2026 2:00:00 PM
] (seme s parent folder) 1PY6 Host (AAAA) fdb22c26:/4e40000:8TT:..  6/8/2026 10:00:00 PM
[] MsP-COLGERA-DMO1 Host (A) 10.211.55.21 static
] MSP-COLGERA-DMO1 Host (4) 100012 static
[7]MsP-COLGERA-DMO1 1PV Host (ARAA) fdb2:2c26f4e40000:4133:2..._static
mspub-gleeok-dc01 Host (A) 100011 static
-] MSPUB-WS-VMO1-WIN Host (4) 10.0.0.101 5/19/2026 12:00:00 AM
mspub-ws-vm03-m Host (A) 10.0.0.103 5/29/2026 9:00:00 PM
B Q seacn EEQ@L 2 Howe

MSPUB-COLGERA-DMO01

Users and Computers

] Active Directory Users and Computers = a X
File Action View Help
e A[E0ECE HmPeEavas
[ Active Directory Users and Com|| Name Type Description
> [ Saved Queries I Buitin builinDomain
11 Computers Container Default container for up...
, j Computers 1 Departments
> & Departments 1 Domain Controllers Default container for do.
> &) Domain Controllers I ForeignSecurityPrincipals Container Default container for sec...
3 =1 ForeignSecurityPrincipali || Managed Service Accounts Container Default container for ma...
3 (] Managed Service Accou|| 15 Servers Organizational...
3 &) Servers I Users Container Default container for up...
(] Users
- s o 8:53PM
Em Q Search E = e k| =7 Qo 6/11/2026
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‘U
Z
w

%, DNS Manager
File Action View Help

|

& DNS Type Data Timestamp
v § MSP-COLGERA-DMD =
v [ Forward Lookup Zones || =7
sites
> (6] _msdes mastersword | =7
v || masterswordpubunet|| =2~
—d_udp
> [ msdes =
DomainDnsZones
> [ sites =
= "ForestDnsZones
N j o p : (same as parent folder) Start of Authority (SOA)  [2239], msp-colgera-dm0...  static
3 = DomainDnsZones | [](s2me as parent folder) Name Server (NS) mspub-gleeok-dc01mast... static
5 [ ForestDnsZones || [](s2me as parent folder) Name Server (NS) msp-colgera-dmOl.maste.. static
5 [ Reverse Lookup Zones || [ (same as parent folder) Host (4) 102115521 6/11/2026 8:00:00 PM
> [ Trust Points ] (same as parent folder) Host (4) 10001 6/8/2026 10:00:00 PM
> (1 Conditional Forwarders || [] (same as parent folder) Host (&) 100012 6/11/2026 8:00:00 PM
(same as parent folder) Host (&) 102115514 6/8/2026 10:00:00 PM
(same as parent folder) IPVG Host (AAAA) fdb2:2c26:/4e4:00004133:a... 6/11/2026 8:00:00 PM
(same as parent folder) PV Host (AAAA) fdb2:2626:4e40000:0270:c... 5/21/2026 2:00:00 PM
(same as parent folder) PV Host (AAAA) fdb2:2626:4e400008e77:..  6/8/2026 10:00:00 PM
msp-colgera-dm01 Host (&) 100012 static
msp-colgera-dmo1 Host (&) 10211.55.21 static
[ msp-colgera-dmo01 PVG Host (AAAA) 1db22c26:#4e40000:4133:2... static
[ mspub-gleeok-dedt Host (&) 100011 static
] MSPUB-WS-VMO1-WIN Host (&) 1000101 5/19/2026 12:00:00 AM
[ mspub-ws-vm03-m Host (&) 1000103 5/20/2026 9:00:00 PM
- = @
=@ B

Appendix D.3 - Linux Python Scripts

Automated Web Server System Configuration Script

User Management Script
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Appendix D.4 - Operating System Security Implementations

Windows 11

Virus and threat protection Settings

Windows Security

<«

([ Home
| O Virus & threat protection

Account protection

(Jo

() Firewall & network protection
B  App & browser control

O Device security

% Device performance & health
% Family options

D Protection history

@ Settings

% Virus & threat
protection settings

View and update Virus & threat protection
settings for Microsoft Defender Antivirus.

= Real-time protection

Locates and stops malware from installing or
running on your device. You can turn off this
setting for a short time before it turns back on
automatically.

@ o

= Dev Drive protection

Scans for threats asynchronously on Dev Drive
volumes to reduce performance impact

@ o

See volumes
Learn more

Cloud-delivered protection

— coa®w®

4 1 O

Have a question?
Get help

Help improve Windows Security

Give us feedback

Change your privacy settings
View and change privacy settings
for your Windows 11 Pro device.
Privacy settings

Privacy dashboard

Privacy Statement

1129 AM
AR Do

Windows Security

@ Home
| O Virus & threat protection
& Account protection
(@) Firewall & network protection
B App & browser control
O Device security
% Device performance & health
2 Family options

D Protection history

@3 Settings

Q Search

= Cloud-delivered protection

Provides increased and faster protection with
access to the latest protection data in the cloud.
Works best with Automatic sample submission
turned on

@ o

_> Automatic sample submission

Send sample files to Microsoft to help protect
you and others from potential threats. We'll
prompt you if the file we need is likely to contain
personal information

@ o
Submit a sample manually

= Tamper Protection

Prevents others from tampering with important
security features

@ o~

Learn more

2L 20CBa80

1130 AM
AR QOE
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Ransomeware protection

Windows Security - o x

<«

Ransomware protection

Protect your files against threats like Have a question?
ransomware, and see how to restore files in case

Home of an attack.

Get help

@
| O Virus & threat protection

Help improve Windows Security

(Jo

Account protection Controlled folder access i
Give us feedback
Protect files, folders, and memory areas on your
device from unauthorized changes by unfriendly
applications

() Firewall & network protection

B App & browser control Change your privacy settings

O Device security @ o View and change privacy settings
\ for your Windows 11 Pro device.

%7 Device performance & health Privacy settings

P Block hisry fivacy setting
% X Privacy dashboard
& Family options Protected folders

Privacy Statement

D Protection history Allow an app through Controlled folder access

Ransomware data recovery

You may be able to recover files in these
accounts in case of a ransomware attack.

A Setup OneDrive for file recovery options in
case of a ransomware attack.

Set up OneDrive
@ Settings

Disrgiss

Q search KA QN2 Ccoa 9 ~w Qo 00

Firewall Configuration

8 Allowed apps = a X

4~ > Control Panel > System and Security > Windows Defender Firewall > Allowed apps v G | | Search Control Panel »

Allow apps to communicate through Windows Defender Firewall
To add, change, or remove allowed apps and ports, click Change settings.

What are the risks of allowing an app to communicate? Change settings

Allowed apps and features:

Neme Domain Private  Public
News

[ Performance Logs and Alerts
Print Queue

Proximity Sharing
Recommended Troubleshooting

Remote Assistance [m]
=) [m]

[ Remote Desktop (WebSocket) [m] a a
[JRemote Event Log Management m] [m] a
[ Remote Event Monitor m] [m] a
[JRemote Scheduled Tasks Management ] [m] [m}
[JRemote Service Management (m] m] a

Details... Remove

Allow another app...

OK Cancel

fQua-CEBa9

1:21PM
AR o 5/24/2026
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Windows Updates

«  settings Q_ Find a setting = & %
®  Administrator Windows Update > Advanced options
@ Administrator@masterswordpub.net
Receive updates for other Microsoft products
O " " on @D
€ Home Get updates for other apps and services together with Windows updates. Learn more
Sae Get me up to date
DD Restart as soon as possible (even during active hours) to finish updating, and notify me 15
Bluetooth & devices minutes before restarting so | can make sure this device is on and plugged in

Network & internet
@ Download updates over metered connections
Data charges may apply

Personalization

Apps (1 Notity me when a restart i required to fnsh updating o @
Show notification when your device requires a restart to finish updating
Accounts
Time & language @ Active hours T CTEETI) &
We won't restart your device during these hours
# Gaming
. - Adjust active hours Manually v
K Accessibility
@ Privacy & security Starytime
8 00 AM

| ® Windows Update
End time (max 18 hours)

6 00 PM

Q Search e N 0CH & AR Qo 5/:::;:;
S ——

User Account Control (UAC)

urity and Maintenance = a X
<« > v 4 ¥ ControlPanel > System and Security > Security and Maintenance v C Search Control Panel p
Control Panel Home| % User Account Control Settings - O X 9
Change Security and Choose when to be notified about changes to your computer
Maintenance setting:
% Change User Accoun User Account Control hel potentially harmful making changes to your computer.
settings Tell me more sbout User Account Control seftings

View archived messa|
Always notify

ify ly when apps try to make changes to my
computer (default)

 Don't notify me when | make changes to Windows
settings.

Recommended if you use familiar apps and visit
-1- familiar websites.

Never notify

Cancel

See also

Windows Program
Compatibility Troubleshooter

9:18 PM
AR Do

Q search a2 LQ0CB 2
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Window Server 2025

Active Directory Domain Services (AD DS) redundancy

®

<

) &
[ Actve Directory Users and Computers — @ X [l Active Directry Users and Computers - 8 x
File Adion View Help { File Acion View Help
L1 B 40 XEBoE HE 3eamvTEs ¢$ Z2E 0Bz Hm 8 i
3 hctie Direcory Users and Com| | Nomme e ocTpe ste Description 3 Active Direcory Users and Com] [ Nome pe oCTpe ste Description
> (21 Saved Queries XEIMSP-COLGERA-DMO  Computer e Default-First-Si. > (21 Saved Queries XIMSP-COLGE.  Computer o Defoult-Firsti.
v "““S:’T(V"””’P“"”" MSPUB-GLEEOK-DC  Computer 6 Default-First-Si viHE "‘“:’T:““’"’”“""e‘ RMSPUB-GLEE.. Computer G Default-First-Si.
2 Computers Computers
> 51 Departments Departments
Domain Controlers| Domein Controles|
> 3 ForegnsecuriyPrindpals 3 ForeignsecurityPrincipals
> () Menaged Senice Accoun ) Manoged Senvice Accoun
> @ servers S Servers
1 Users 3 Users
am — N < ) 1220PM P 1220P
Q search B =2 QCL Qoo s Q search B a CL Do ® e

DNS Redundancy

MSPUB-GLEEOK-D

£, DNS Manager = 8 X [&l% ONSManager
file Acion View Help { File Adion View Help
I FEEIC R e 2E XE o
& ONs Name Type Data Tinestomp s
v B MSPUB-GLEEOK-DC T msdes 5 MSP-COLGERA-DMO
~ [ Forvard Lookup Zones 1 Forward Lookup Zones
> (1 _msdcsmasterswordp) > B _msdcsmasterswordp)
> [ masterswordpubnet. > [ masterswordpubnet
> 1 Reverse Lookup Zones 1 Reverse Lookup Zones
3 2 Comttomt ersardrs | Foresonzoes L vt
(same as parent folder) Startof Authorty (SOA)  [1490] mspub-gleeok-dcO1.. ~static !
[]same as parent folder) Name Server (NS) msp-colgera-dmO1master..  static
[](same as parent folder) Name Server (NS) mspub-gleeok-dc01maste.. static
[](same as parent folder) Host (A) 102115521 5/22/2026 400:00 PM
[ 7] (same as parent folder) Host (A) 100011 5/22/2026 10:00:00 AM
] (same as parent folder) Host (A) 102115514 £/19/2026 90000 AM
] (same as parent folder) Host (A) 100012 £/22/2026 100000 AM
] (same as parent folder) 1P6 Host (AAAN) fdb22c2674040000877d..  5/18/2026 90000 PM
] (same as parent folder) 1P6 Host (AAAN) fdb22c26740400000270c7..  5/21/2026 20000 PM
] (same as parent folder) 1P6 Host (AAAR) fdb22c26740400004133e..  5/22/2026 100000 AM
[F]MsP-COLGERA-DMO1 Host (A) 102115521 static
] MsP-COLGERA-DMO1 1PV6 Host (AMAR) fdb22c267404000041333e..  static
[ mspub-gleeok-dco1 Host (A) 102115514 static
[ mspub-gleeok-dco1 Host (A) 100011 static
[ mspub-gleeok-dco1 1PV6 Host (AMAR) fdb22c26746400008e77d..  static
] MsPUB-Ws-VMo1-WIN Host (A) 1000101 5/19/2026 120000 AM
[Flmspub-ws-vm03-m Host (A) 1000103 5/22/2026 400:00 PM
Q ser L Qo 2

B

Name

_udp.
[DomainDnsZones
ForestDnsZones

I

(same as parent folder)

1

(same as parent folder)

1

(same as parent folder)

1

(same as parent folder)
[l (same as parent folder)
[ (same as parent folder)
(same as parent folder)
(same as parent folder)
(same as parent folder)
(same as parent folder)
msp-colgera-dm01
msp-colgera-dmot

[ mspub-gleeok-dc01
mspub-gleeok-dc01
mspub-gleeok-dc01
[MSPUB-WS-VMO1-WIN
mspub-ws-vm03-m

Q search

Type Data Timestamp
Startof Authority (SOA) (1490} msp-colgera-dm0_.  static
Name Server (NS) mspub-glecok-dcdi maste.. static
Name Server (NS) msp-colgera-dm0Tmaster.  static
Host (A) 102115521 5/22/2026 40000 PM
Host (A) 100011 5/22/2026 10:00:00 AM
Host () 102115514 5/19/2026 90000 AM
Host (A) 100012 5/22/2026 10:00:00 AM
.
1/2026 20000 PM
5/22/2026 10:00:00 AM
Host () 102115521 static
196 Host (AAA) 1db22c26#4e4000041333c..  staic
Host () 100011 static
Host () 102115514 static
1Pv6 Host (AMAA) fdb2:2c26:f4e400008e77:d.  static
Host (A) 1000101 5/19/2026 1200:00 AM
Host () 1000103 5/22/2026 40000 PM
[REON" 3

B E @k~

5/26/2026

Y Administrator: Windows Powt

Windows PowerShell
Copyright (C) Microsoft Corporation. ALl rights reserved.

Install the latest PowerShell for new features and improvement:
PS C:\Users\Administrator> dfsrmig /getmigrationstate

ALl domain controllers have
Migration has reached a con

Succeeded
PS C:\Users\Administrator>

stent state on all domain controllers.

migrated successfully to the Global state ('

https://aka.ms/PSWindows

Eliminated')

L XN J
O B Administrator: Window

Windows PowerShell

GERA-DMO1

W Copyright (C) Microsoft Corporation. AlL rights reserved.
|

PS C:\Users\Administrator.MSPUB> dfsrmig /getmigrationstate

ALl domain controllers have migrated successfully to the Global state ('Eliminated').

Migration h:
Succeeded
PS C:\User:

\Administrator.

SPUB>

reached a consistent state on all domain controllers.

Install the latest PowerShell for new features and improvements! https://aka.ms/PSWindows
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Ubuntu Desktop 26.04/Kali Linux 2026

Uncomplicated Firewall (UFW) configuration

MSPUB-WS-VMO

mspubadmin@MSPUB-WS-VM02-UB

: status
[sudo: authenticate] Passwor
Status: inactive
:$ sudo ufw enable
Firewall is active and enabled on systen startup
1% sudo ufw statu

Status: active

fing), allow (outgoing), disabled (routed)

jnangun@D INRAAL @10.0.¢

GNU/L

i-rol
apt 11

Not U

Pro
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Least Privilege Administration

root
New password:
Retype new password:
passwd: password updated successfully

— root
Password:
/home/mspubadmin

/home/mspubadmin

~

/etc/ssh/sshd_config '

restart ssh
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System Updates & Package Management

MSPUB-WS-VMO2-UBT @ @ ) R @ ® N 0 0 & o @ « &

May 27 12:49 &0

Software Updater

Updated software has been issued since Ubuntu 26.04 was
released. Do you want to install it now?

Security updates
> Document Viewer (4)
v B common files used by both the Samba server and client
Hierarchical pool based memory allocator - Python3 bin...
Python 3 bindings for LDB
Technical description
Package: samba-common
Samba is animplementation of the SMB/CIFS protocol for Unix systems, providing

@ 58.5MB will be downloaded

Remind Me Later Install Now

° MSPUB-WS-VMO 3 0 B Y

BeEmpoc- = & OO A B2s |G

mspubadmin@MSPUB-WS-VMO04-KAL: ~

Session Actions Edit View Help

update

[sudo] password for mspubadmin:

Get: ttp://kali.download/kali kali-rolling InRelease [34.0 kB]

Get: //kali.download/kali olling/main arm64 Packages [20.8 MB]

Get: ://kali.download/kali rolling/main armé4 Contents (deb) [49.8 MB]
//kali.download/kali i-rolling/contrib armé64 Packages [104 kB]
//kali.download/kali rolling/contrib armé4 Contents (deb) [190 kB]
//kali.download/kali L olling/non-free armé64 Packages [150 kB]

http://kali.download/kali i-rolling/non-free arm64 Contents (deb) [879 kB]

Get:8 http://kali.download/kali kali-rolling/non-free-firmware armé4 Packages [14.5 kB]

Fetched 71.9 MB in 4s (17.3 MB/s)

172 packages can be upgraded. Run 'apt list --upgradable' to see them.

sudo upgrade
The following packages were automatically installed and are no longer required:
libavc1394-0 libmbedcryptol6 libsdl2-classic libunibreaké openjdk-21-jre-headless python3-tz
libicu76 libpostal-data libsimdutf31 libxmlsec1-1 postgresql-common-dev
libio-pty-perl libpostall libsodium23 libxmlsecl-openssll python3-pluginbase
libipc-run-perl libraw23t64 libteamdctl0 openjdk-21-jre python3-pysnmp4
Use ‘sudo apt autoremove' to remove them.

Upgrading:

LUl
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Ubuntu Server 26.04

UFW Firewall Hardening

mspubadmin@MSPUB-LYNEL-HEB®1: ™% sudo ufw enable
[sudo: authenticate] P:
Firewall is
Mmsp
Rule
| (w6)
mspubadmin@MSPUB-LYNEL-WEB®1:™% sudo ufw status
Status: active

Act ion From

ALLOW Anywhere
(WE) ALLOKW Anywhere

(vB)

imin@MSPUB-LYNEL-WEBG1: ™%

o mspubtestuser

sudo deluser --remove-home mspubtestuser
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Jadmin@MSPUB-LYNEL-WEBG1:™% sudo pas 00
‘Nem password:
Retype new password:
' word updated successfully
admin@MSPUB-LYNEL-WEBG1:™% su root

word:
root@MSPUB-LYNEL-HWEB®1: /home/mspubadming whoami
00t

ro0t@4SPUB-LYNEL-WEBO1: /home/mspubadming _

OpenSSH Administration

angum — mspubadmin@MSPUB-LYNEL-WEBO1: ~ — ssh mspubadmin@10.0.0.13 — 126x38

ITmangum@D INRALAL ~ % ssh root@ld.0.0.13

root@li 13's password:
Fermission denied, please
root@lo b.13's pass

System Updates & Package Management

t

135



© @ ® " jmangum — mspubadmin@MSPUB-LYNEL-WEBO1: ~ — ssh mspubadmin@10.0.0.13 — 169x97

dmin PUB-LYNEL EB $ ad
http://archive.ubuntu.com/ubuntu resolute InRele
http://archive.ubuntu ibun tu ute-updat
http://archive.ubuntu.com/ubuntu resolute-backpo
http uri ty.ubuntu. ¢

http://archive.ubuntu. con

http://archi Jbuntu

http://archive.ubuntu. con

http ity.ubuntu.c

http c ubuntu. com

http 1bun tu. com/ubun tu
http://archive.ubuntu. con

http://securi ty.ubuntu.con/ubuntu
http://archive.ubuntu. con

n nnot initiate

ntu.com
&

unr thi

archive.ubuntu.con connect

ubuntu
the conne
4700:10
ubuntu
t

unreachable initiate the c

nno " 0 8 0:10::6814:1c

ubuntu. con inreachable)

7 packages can be upgraded. R ee them
Failed to fetch http /resolute/InRelease Cannot to archive.ubuntu.com:88 (268

ct (181 etwork is unrez th al ive.ubuntu. 88 6686 : 47 = :ac42:98b8) . connect (181

Varning: Failed to fetch http updates/InRelease Cannot initiate the connection

cf6). connect (181: Network is unre; Cannot initiate the connection to archive.ubuntu.com: 686:47688:18: :ac42 . connect (181:
Failed to fetch http ubuntu/dists/resolute-backports/InRelease Cannot initiate the connection to archive.ubuntu.co

connect (181: Network is unreachable) Cannot initiate the connection to archive.ubuntu.com:88 (2686:4768:18::ac42 connect (18:

:1cf6). 42 8).

)
Varning: Failed to fetch http://security.ubuntu.com/ubuntu/dists/resolute-security/InRelease Cannot initiate the conn

action securi ty.ubuntu.com
(181: Network is unreachable) Cannot initiate the :

- connect (181

e download. They have been ignore:
$ >t upgrad

index fi ai L
1

MSPUB-LYNE

Sunmary
Upgrading Installing
andard LT: arity up
Download

Not Upgrading

files and ntly

crypt20_1 2ubuntud.1_arméd

im ( ul t (
aring to unpack im-common_ 2141-1ubuntud
Unpacking vim-conmon 141-1ubunt over (2:9.1
2-vin- tiny_2%3a 41-1ubuntud.2_armé4. deb.
in-tiny ibuntud. 2 141-1ubuntud.1)

ar ck 329 lubuntud.2
Unpack in-runtime

1.2141-1ubuntud r 1
Tlibssh2-1t64_1.11 _arn64. deb,
Unpacking 4 (1.11.1-1ubuntu (1.11.1-1builg
Setting up 2 2141-1ubuntud.2)
tting up I 9.1
tting up t
tting up ubun tud
tting up vim 2141-1ubuntud.2)
tting up vim-tiny 1.2141-1ubuntud.2)
Libc-bin ubun tu2
man-db ( lbuildl)

Running kernel

arting

il

stemctl restart fuupc

ontainers need to be res
running

are running outd

macOS 26 Tahoe

FileVault Disk Encryption

ub

i nc

:4788:16: :6814
Network is unreachable
8 (2606:4760:18 1
: Network unreachab
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& SystemSettings Edit View Window Help Wed May 27 6:47PM

[ ] o FileVault

FileVault

Q search
& spotlight

{2 Wallpaper

) Notifications me users are not able to u the disk Enable Users...
m Sound
Focus

8 Screen Time
Recovery Key

o Lock Screen

't Privacy & Security

. Login Password

e Users & Groups

@ Internet Accounts
@ Game Center

» iCloud

P00 E[ROED0B®TY 2O

macOS Firewall

& SystemsSettings Edit View Window Help i . ® 8 WedMay 27 6:58PM
Firewall

@ remoted @ Allow incoming connections
(& remotepairingdeviced @ Allow incoming connections
@ ruby ® Allow incoming connections
@ sharingd @ Allow incoming connections
@ smbd @ Allow incoming connections
@ sshd-keygen-wrapper ® Allow incoming connections

o

Automatically allow built-in software to receive incoming [ @)
connections

Automatically allow downloaded signed software to receive «©
incoming connections

Enable stealth mode
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Gatekeeper Application Secuirty

& SystemSettings Edit View Window Help . y Wed May 27 7:11PM
N

[ RON ] < > Privacy & Security

Q Search @ Sensitive Content Warning
LY Focus

B Screen Time @ Blocked Contacts

n Lock Screen

@ Privacy & Security

) Login Password

Q Analytics & Improvements

C] Apple Advertising

B Users & Groups

Securit
App Store
@ Internet Accounts -
Allow applications from v App Store & Known Developers ’
@ Game Center ‘

% iCloud (o) Filevault

AEAGTDLIE 0 Lockdown Mode

Keyboard
Lt 0 Background Security Improvements

.} Mouse

|-, Printers & Scanners Advanced... ?

Automatic System Updates

Automatically

Download new updates when available

Install macOS updates @

Install system data files and security updates
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Lockdown Mode

& SystemSettings Edit View Window Help ® 8 WedMay27 8:28PM

Lockdown Mode

T Lockdown Mode

Turn on this extre
(R) Screen Time

Lock Screen
@ Privacy & Security
) Login Password
‘E Users & Groups
‘@ Internet Accounts

0 Game Center

@ icloud

&8 Wallet & Apple Pay

. Keyboard

! Printers & Scanners

f000ER0S OO0

139



Appendix D.5 Security Awareness Training (SAT) Platform

Microsoft 365 Phishing Email

Microsoft 365 Account Team
Action Required: Microsoft 365 password expires in 24 hours
To: s-jayce.mangu h.edu

Microsoft 365 Account Team

Hello Jayce,

Your Microsoft 365 account password is scheduled to expire within the next 24
hours.

To avoid interruption to Outlook, Teams, OneDrive, and other Microsoft 365
services, please verify your account and update your password.

If your password has already been updated, you may safely ignore this message.

Thanks,
The Microsoft 365 Account Team

Microsoft Corporation
One Microsoft Way
Redmond, WA 98052
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Malicious Microsoft 365 Sign Page

https://masterswordpub-net.jaycemangum.com/login.htm|?p=CAPSTONE-INQUIRY

Microsft account | Sign In v

Q@ o jaycemangum.com, OVPN @ &)

Sign in

to continue to Microsoft 365

|.hero@masterswrodpub.net

No account? Create one!

Can't access your account?

Terms of use  Privacy & cookies

—/
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Security Awareness Training Report

https://masterswordpub-net.jaycemangum.com/user-failed-phishing-test.htmi?

p=CAPSTONE-INQUIRY

MSPUB Security Awareness Training X+

Q@ wordy >t jaycemangum.com,

Secuirty Awareness Training Report

Hyahhh! You just interacted with a simulated phishing attack!

This was a simulated phishing exercise on behalf of your IT & Cybersecurity team!

This exercise was created as part of the Master Sword Publishing Security Awareness Campaign. Luckily, this
simulation did not collect or store your usernames, passwords, or other personal information.

What happened?

You clicked a link in a simulated Microsoft 365 password expiration notice and were directed to a fake login page.
In a real phishing attack, entering credentials could allow an attacker access to email, files, cloud services, and
company systems.

Warning signs to watch for

* An unexpected password expiration message
» Urgent language pressuring for immediate action
* Embedded login links in email

o The URL for this simulation is , but the actual
Microsoft login page is,

» Sender addresses that do not match the official service.

o The email address for this exercise was, micrOsoft365-
admnistrator@masterswordpublishing.jayce , which is not a Microsoft domain or email
address.

« Web addresses thate are close to, but not exactly the real website.

Best practices

* Go directly to the Microsoft 365 website instead of clicking email login links.

» Verify the sender before responding.

« Hover over links and buttons before clicking them, to check if the URL is legitimate.
* Report suspicious message to your IT department.

« Use Multi Factor Authentication (MFA) whenever available.

» Use a password manager like 1Password, Bitwarden, or LastPass.

Questions or Concerns?

Please contact the MSPUB IT & Cybersecurity Department if you believe you have received a suspicious email,
text messages or security-related communication.

| Understand
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Security Awareness Completion Page

https://masterswordpub-net.jaycemangum.com/heart-container.htm|?p=CAPSTONE-

INQUIRY

Training Completed X +

Q@ wordy -t jaycemangum.com/he

Heart Container obtained!

+1 Security Awareness

Congratulations, hero. You completed the MSPUB Security Awareness Training.

You gained resistance against phishing attacks by learning how to verify sender email addresses,
inspect links, recongnize fake login pages, and report suspicious messages to the IT & Cyberseucirty
Department.

Campaign: MSPUB-SAT-2026-001

Stratus: Completed

New Skill: Phisihing Detection

Issued By: MSPUB IT & & Cybersecurity Department

Please close this tab, when completed viewing or click the button to go to the
MSPUB Portal.

Return to MSPUB Portal
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Appendix E - Incident Response Plan

Master Sword Publishing Incident Response Plan

Executive Summary

Master Sword Publishing (MSPUB) will maintain an Incident Response Plan to identify, contain,
eradicate, and recover from cybersecurity incidents. This plan provides a structured approach
for responding to security events while minimizing business disruption and protecting company
systems, data, and users.

Purpose

This document outlines the plan for responding to cybersecurity incidents at Master Sword
Publishing (MSPUB). It defines the roles and responsibilities of the participants involved in the
incident response. It also characterizes the overall incident response process and establishes
relationships with other relevant policies and procedures. Additionally, it provides guidelines for
reporting requirements.

The purpose of this Incident Response Plan is to:

« Detect cybersecurity incidents quickly

Define the roles associated with the individuals involved in an incident
Limit damage to company systems

Protect sensitive information

Restore normal business operations

Document lessons learned

Meet organizational security requirements

Standards Alignment

The Master Sword Publications (MSPUB) Incident Response Plan is aligned with the principles
of ISO/IEC 27001 Information Security Management Systems (ISMS) and ISO/IEC 27035
Information Security Incident Management. These standards provide guidance for establishing,
implementing, maintaining, and continually improving information security processes and
incident response capabilities.

This plan incorporated industry best practices for incident preparation, detection, reporting,
assessment, containment, eradication, recovery, post-incident review, and continuous
improvement. The procedures outlined in this document are intended to support MSPUB’s
commitment to protecting the confidentiality, integrity, and availability of organization
information assets while maintaining business continuity during security incidents.

Scope
This plan applies to all information systems, company data, and networks of MSPUB, as well
as any person or device that accesses system data. This plan applies to the following:

- Windows Server Domain Controllers
« Ubuntu Linux Web Server
- Windows Workstations
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« macOS Workstations

Ubuntu Linux Workstations

Kali Linux Security Workstations
Microsoft 365 Services

Google Workspace Services

+ Apple iCloud Services

» Network Infrastructure

« Company Web Applications

Incident Response Team

In the event of a cybersecurity incident, these are the assigned roles of the individuals apart of
the Incident Response Team. These roles should be reviewed and updated on a quarterly
basis.

Role Responsibility Point of Contact

Purah Sheikah

IT Administrator Incident coordinator sheikah@masterswordoub.net
. .. . Link Hero
Security Analyst Investigation and analysis I b o e

- - Robbie Sheikah
System Administrator Server remediation  sheikah@masterswordpub.net

Network Administrator Network containment . s )
.mangum@masterswordpub.net

Management Business decisions and Impa Sheikah

9 communications i.sheikah@masterswordpub.net

Incident Response Lifecycle
This section defines the lifecycle of an Incident.

Phase 1: Preparation

This phase prepares employees, critical systems, and data prior to a cybersecurity incident and
defines what activities and actions are to be taken.

- Security Awareness Training: Master Sword Publishing employees will be required to
participate in security awareness trainings on a monthly basis. These trainings may
include users watching security awareness videos, taking a short quiz that tests their
knowledge on various cyber attacks, and participating in controlled simulations
developed by the Master Sword Publishing IT & Cybersecurity department.

« Multi-Factor Authentication (MFA) implementation: All Master Sword Publishing
employees will be required to protect their company user accounts using MFA protection
with a company-approved authentication app. They will be required to enter a verification
code before accessing company resources.
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- Regular System Backups: Backups of critical systems will be backed up using the 3-2-1
backup rule. Three total copies of all company data will be stored on 2 different media
types, and one copy kept off-premise. A full backup will be run monthly of critical
systems and stored onsite. An incremental backup will be run biweekly and stored
through a cloud service provider as well as onsite. Differential Backups will be run weekly
and stored through a cloud service provider. All backups of critical systems will be
performed quarterly to ensure Master Sword Publishing can recover from a cybersecurity
incident.

« Endpoint Protection: All Master Sword Publishing workstations and servers will use
endpoint protection tools to detect malware, suspicious activity, and unauthorized
changes. Security scans will be scheduled regularly, and alerts will be reviewed by the IT
& Cybersecurity department. Any affected endpoints will be isolated from the network
until it can be investigated and cleared for use.

« Log Monitoring: Master Sword Publishing will review system, authentication, firewall,
web server, and cloud service logs to identify suspicious activity. Logs from Windows
Server, Ubuntu Server, Microsoft 365, Google Workspace, AWS, and network devices will
be used to support incident detection and investigation. Logs should be retained long
enough to support incident review and post-incident analysis.

« User Account Management: User accounts will follow the principle of least privilege
access. Employees will only receive access required for their job role. Account activity will
be monitored for failed login attempts, unusual access patterns, and privilege changes.
When an incident involves a user account, IT may disable the account, reset the
password, revoke active sessions, and verify MFA enrollment before restoring access.

Phase 2: Detection and Reporting

Users report an incident to the IT & Cybersecurity team. The IT & Cybersecurity department
investigates the incident by reviewing system logs to determine what systems may be infected,
and analyzes elements of what the user is reporting.

Example Incident:

An employee receives an email claiming that their Microsoft 365 password is about to expire.
The employee clicks the link provided in the message and enters their credentials into a
fraudulent login page. Shortly afterward, security logs show multiple failed login attempts and
authentication activity originating from locations or systems that the user would not normally
access. Review of the email headers reveals authentication failures and other indicators
commonly associated with phishing campaigns. The incident is reported to the MSPUB IT &
Cybersecurity department for investigation. Review phishing simulation results and user
behavior metrics.

Phase 3: Assessment and Analysis
Answer the following questions about the incident:
- What happened?
- A MSPUB employee received an email reporting their password was about to expire not

sent from the proper MSPUB IT channels.
- The user entered their credentials into a suspicious web form.
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- Reviewing the logs, there have been multiple failed login attempts from the user’s
account and the account appears to be accessing critical IT systems.

« Which systems are affected?

- Microsoft 365 user account

- Windows Server Active Directory environment

- Windows workstations used by the employee

« Microsoft 365 cloud services including Outlook, OneDrive, and Teams
- MSPUB web applications used during the phishing simulation

- Network authentication and logging systems

- What data is involved?

- User account credentials

- Company email communications

. Authentication and security logs

- Employee information stored within company systems

- Files accessible through Microsoft 365 services

. Potentially any data accessible through the compromised user account

« What severity level applies?
. High:
- Evidence indicates a user account may have been compromised, and
unauthorized access attempts have been observed against company systems.
- Multiple business systems may be affected, and immediate containment actions
are required.

Phase 4: Containment

Objective

Prevent further damage, stop unauthorized access, and limit the spread of the incident while
preserving evidence for investigation.

Short-Term Containment:

. Disable affected user accounts

- Revoke active user sessions

. Block unauthorized IP addresses when applicable
. Isolate affected endpoints from the network

- Preserve relevant logs and evidence

Long-Term Containment:

- Increase monitoring of affected systems and network logs
- Apply temporary access restrictions to affected accounts
- Verify MFA enrollment and enforcement

- Monitor for additional indicators of compromise

- Review related systems for similar activity

Phase 5: Eradication
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Eradication Activities:

- Remove phishing emails from company mailboxes

- Reset affected user credentials

- Revoke unauthorized sessions and tokens

. Verify that no malware or malicious software is present

- Review and correct account permissions

. Scan affected systems for indicators of compromise

- Apply required security patches and updates

- Remove unauthorized persistence mechanisms, if discovered

Phase 6: Recovery

Objective

Restore all affected systems and services to normal operation, verify that unauthorized access
has been removed, ensure user credentials are secured, and implement corrective actions to

reduce the likelihood of future incidents.

Recovery Procedure

In the event a user falls for a phishing email and evidence indicates that an account has been
compromised, the user’s account will be disabled immediately. The user will. Be required to
reset their password through the IT department, and MFA will be enabled if it is not already
configured. Affected devices will be removed from service and investigated for signs of
compromise. Logs will be reviewed and malware or antivirus scans will be performed on
affected systems. If necessary, backups will be restored to recover impacted data or services.
Any identified vulnerabilities will be remediated before systems are returned to production.
Once the incident has been confirmed as contained and eradicated, the user account and
affected systems will be restored to normal operations. Additional security awareness training
may be provided based on the severity and root cause of the incident to help prevent similar
events in the future.

Phase 7: Post-Incident Review

Objective

Identify lessons learned, improve security controls, and reduce the likelihood of similar
incidents occurring in the future.

Activities:
- Conduct root cause analysis
- Review the incident timeline and response actions
. Evaluate the effectiveness of containment and recovery efforts
- Identify gaps in policies, procedures, or security controls
- Develop corrective actions
. Develop preventive actions
- Update incident response documentation as needed
- Determine whether additional user awareness training is required

Roles and Responsibilities
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Employees

Master Sword Publishing Employees are responsible for following company security policies,
participating in security awareness trainings, and reporting suspicious emails, security
incidents, or unusual system behavior to the Master Sword Publishing IT & Cybersecurity
Department as soon as possible. Employees should not attempt to investigate or remediate
security incidents on their own.

Information Technology & Cybersecurity Department

The Master Sword Publishing IT & Cybersecurity department is responsible for coordinating all
incident response activities. Responsibilities include:

« Incident detection

« Investigation

- Containment

« Eradication

+ Recovery

- Evidence collection
- Documentation

« Post-incident review

The department will also provide guidance and communication to affected users throughout
the incident response process.

System Administrators

System Administrators are responsible for maintaining servers, network infrastructure, user
accounts, backups, and system security configurations. During an incident, administrators
assist with account management, system isolation, log collection, vulnerability remediation,
and restoration of affected services.

Management

Management is responsible for providing oversight and support during security incidents.
Responsibilities include:

« Approving major response actions

« Allocating resources

« Coordinating business communications

« Ensuring compliance with organizational policies and regulatory requirements

Third-Party Service Providers

Third-party service providers may assist with incidents involving cloud services, hosted
applications, internet service providers, or other external systems. Providers may supply
technical support, incident-related information, and recovery assistance when required.

Responsibility Matrix

Role Detection Containment Recovery Documentation

Employees Report Assist Assist N/A
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Role Detection Containment Recovery Documentation

IT & Cybersecurity Lead Lead Lead Lead
System
Administrators Support Support Support Support
Management Oversight Approve Oversight Review
Third-Party Support Support Support N/A

DvAviidAva

Incident Severity Classification

Master Sword Publishing will classify information security incidents based on their impact to
business operations, systems, users, and data. Severity levels help determine response
priorities, escalation requirements, and resource allocation.

Low Severity

Definition: Suspicious activity with no confirmed compromise and minimal impact to business
operations.

Examples:
« Spam email reported by a user
«+ Blocked phishing attempt
« Antivirus detection with no system impact
« Failed login attempts without account compromise
Response: Handled by IT & Cybersecurity department through normal operational procedures.

Medium Severity

Definition: Potential compromise affecting a single user, device, or non-critical business
system.

Examples:
« Employee clicks a phishing link but no credentials are entered
+ Malware detected on a single workstation
« Unauthorized access attempt to a non-critical system
+ Repeated suspicious login activity
Response: Investigation and containment actions initiated by IT & Cybersecurity staff.

High Severity

Definition: Confirmed compromise involving user accounts, critical business systems, or
sensitive company information.

Examples:
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« Employee enters credentials into a phishing website
« Unauthorized access to Microsoft 365 services

+ Malware affecting multiple devices

« Data exposure involving company information

Response: Immediate containment and escalation to management. Recovery activities
prioritized to minimize business impact.

Critical Severity

Definition: Major security incident resulting in significant business disruption, widespread
compromise, ransomware activity, or substantial data loss.

Examples:

« Ransomware outbreak

« Multiple compromised user accounts

« Widespread network compromise

+ Extended outage of critical business systems
« Large-scale data breach

Response: Immediate activation of the Incident Response Plan. Executive management and
external service providers may be engaged as required.

Severity Matrix

Siverity Color Code Business Impact Example
evel
Low Yellow Minimal Spam email or blocked phishing
Medium Orange Limited Suspicious ;ctﬁi\:iﬂt; ;ﬁecting one
High Red Significant Confirmed account compromise
-- Severe Widespread compromise or
Resolved Green Normal Operation Systems have been restored

MSPUB Phishing Campaign Example

- If an employee receives a phishing email and reports it without interacting with the
message, the incident would be classified as Low Severity.

- If an employee clicks the phishing link but does not enter credentials, the incident would
be classified as Medium Severity.

« If an employee enters credentials into a fraudulent login page, the incident would be
classified as High Severity and immediate containment actions would be required.

Incident Scenario

Master Sword Publishing just completed a successful phishing email campaign to get a
general scope of how employees are at recognizing a phishing attack.
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Incident ID: MSPUB-SAT-2026-001
Campaign Start Date: 06 June 2026 9:00 AM
Campaign End Date: 10 June 2026 9:00 PM

Phishing Simulation Outcomes Severity Levels

Scenario Severity Level
User reports email without clicking Low
User opens email but takes no action Low
User clicks phishing link only Medium
User reaches login page but enters nothing Medium

User enters credentials into phishing page
Multiple users enter credentials
Evidence of account compromise after credential entry

Multiple compromised accounts affecting business operations

Malware/ransomware delivered through phishing campaign

MSPUB employees received an email from what appears to be from Microsoft 365 Account
Team requiring immediate action to reset their Microsoft 365 account password.

Clicking the “Update Password” button takes users to a suspicious sign-in page asking them
to enter their account name and password. In an actual phishing attack, the credential form
could record the user’s username and password.
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Microsft account | Sign In

Q o jaycemangum.com

[ 1}
[ |

Sign in

to continue to Microsoft 365

l.hero@masterswrodpub.net

No account? Create one!

Can't access your account?

Terms of use  Privacy & cookies

In this controlled simulation attack, the user’s credentials were not recorded; however, clicking

any links or buttons was logged. Clicking the “Sign in” button took users to a “Security
Awareness Training” page where users learned about how to spot a phishing email and to
immediately report them to the IT department.

) MSPUB Security Awereness Training X+
(&)

jaycemangum.com;

Secuirty Awareness Training Report
Hyahhh! You just interacted with a simulated phishing attack!

This was a simulated phishing exercise on behalf of your IT & Cybersecurity team!

This exercise was created as part of the Master Sword Publishing Security Awareness Campaign. Luckily, this
simulation did not collect or store your usermnames, passwords, or other personal information.

What happened?

You clicked a link in a simulated Microsoft 365 password expiration notice and were directed to a fake login page.
In a real phishing attack, entering credentials could allow an attacker access to email files, cloud services, and
company systems.

Warning signs to watch for

+ An unexpected password expiration message
« Urgent language pressuring for immediate action
« Embedded login links in email

o The URL for this simulation is . but the actual
Microsoft login page is,

« Sender addresses that do not match the official service.

o The email address for this exercise was, micr0soft365-
admistrator@masterswordpublishing jaycemangum.com, which is not a Microsoft domain or email
address.

« Web addresses thate are close to, but not exactly the real website.

Best practices

+ Go directly to the Microsoft 365 website instead of ciicking email login links,
+ Verify the sender before responding.

» Hover over links and buttons before clicking them, to check if the URL is legitimate.
« Report suspicious message to your IT department.

+ Use Mult Factor Authentication (MFA) whenever available.

* Use a password manager like 1Password, Bitwarden, or LastPass.

Questions or Concerns?

Please contact the MSPUB IT & Cybersecurity Department if you believe you have received a suspicious email,
text messages or security-related communication.
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Once users completed the training material, they clicked the “l Understand” button, and it took
them to a certification page, congratulating them on completing the training. They were
instructed to close this tab.

Training Complated X +

(] -t jaycemangum.com/

Heart Container obtained!

+1 Security Awareness

Congratulations, hero. You completed the MSPUB Security Awareness Training.

You gained resistance against phishing attacks by learning how to verify sender email addresses,
inspect links, recongnize fake login pages, and report suspicious messages to the IT & Cyberseucirty
Department.

Campaign: MSPUB-SAT-2026-001

Stratus: Completed

New Skill: Phisihing Detection

Issued By: MSPUB IT & & Cybersecurity Department

Please close this tab, when completed viewing or click the button to go to the
MSPUB Portal.

Return to MSPUB Portal

Each employee was given a ParticipantID to track their progress in an Amazon Web Services
DynamoDB, which can then be recorded into an employee progress tracker.

Table: MSPUB-SAT-2026-001-Results - Items returned (50) (©) (actions v )
Scan started on June 06, 2026, 17:30:39

event_id (String) v campaign_id v event_type v \ page v participa... ¢ timestamp

7117e50c-dd76-4bc2-9874-0cc865dc3156 MSPUB-SAT-2026-001 training_completed heart-container.html participant00 2026-06-06T22:40:54.333222+00:00
8978e452-2242-4c8d-a3¢9-9c34cf4c58c7 MSPUB-SAT-2026-001 training_page_view user-failed-phishing-test.html participant00 2026-06-06T22:40:22.062894+00:00
a079343a-c841-407b-9aad-4f970fe7435b MSPUB-SAT-2026-001 login_attempt login.html participant00 2026-06-06T22:40:21.929175+00:00
daf649d0-987d-48fa-97a7-4bd7120d0fc4 MSPUB-SAT-2026-001 email_link_clicked login.html participant00 2026-06-06T22:39:22.327141+00:00

The IT & Cybersecurity department logs this in a separate spreadsheet to track which
employees either ignored or reported the email, or if the employee clicked the link, entered
their credentials in the form, and went through the training.

Participant Tracker

QAAEEe e @ @ @ @ @
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AWS DynamoDB Event Types Severity Levels

event_type ID Severity Level Reason

email_link_clicked Medium User(s) accessed a phishing link

User entered their credentials into a credential capture

farm

login_attempt

training_page_view -

training_completed Resolved User completed the Security Awareness Training

User submitted their credentials to a capture form and
reached remediation

Looking at participant00’s data on the AWS DynamoDB table, the user first clicked the email
link and was brought to the credential capture form. This would be classified as Medium
Severity. The user then entered their credentials into the credentials capture form and clicked
the fake “sign in” button, which submitted the form. These events escalated the severity level
to High. Once the user read through the training material and clicked “I Understand,” the user
completed their training on phishing emails and moved the incident into the Resolved level.

Security Awareness Campaign Exception

Incidents generated during authorized Master Sword Publishing Security Awareness Training
campaigns are simulated events and do not represent actual compromises. Severity
classifications may still be assigned for training and reporting purposes to measure employee
susceptibility and improve future awareness efforts.

Communication & Escalation Procedures
Purpose

The purpose of communication and escalation procedures is to ensure that security incidents
are reported, communicated, and escalated in a timely manner. Effective communication helps
Master Sword Publishing coordinate response activities, reduce business impact, and maintain
accurate documentation throughout the incident lifecycle.

Incident Reporting

All Master Sword Publishing employees are responsible for reporting suspected security
incidents immediately to the IT & Cybersecurity department. Reports may include suspicious
emails, phishing attempts, malware alerts, unauthorized access attempts, unusual system
behavior, or any activity that could affect the confidentiality, integrity, or availability of company
information systems.

Employees should provide as much information as possible, including screenshots, email
messages, timestamps, and descriptions of observed activity.

Escalation Requirements

Low Severity incidents will be handled by the IT & Cybersecurity Department through normal
operational procedures. Management notification is not typically required unless the incident
becomes recurring or indicates a larger security issue.
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Medium Severity incidents will be investigated by the IT & Cybersecurity Department. System
Administrators may be notified when technical assistance is required. Management may be
informed if business operations could be affected.

High Severity incidents require immediate notification of Management, the IT & Cybersecurity
Department, and System Administrators. Containment and recovery efforts should begin
immediately to minimize business impact.

Critical Severity incidents require immediate escalation to executive management and all
appropriate response personnel. External service providers, cloud providers, legal counsel, law
enforcement, or regulatory agencies may be contacted when required by law, contractual
obligations, or the severity of the incident.

Communication Methods

Audience Communication Method
Employees Email, Microsoft Teams, Phone
IT & Cybersecurity Department Email, Microsoft Teams, Phone
System Administrators Email, Microsoft Teams, Phone
Management Email, Phone, Scheduled Briefings
Third-Party Providers Vendor Support Portals, Email, Phone

Incident Documentation

All communications related to an incident must be documented. Documentation should include
incident reports, notifications, response actions, decisions made during the investigation,
recovery activities, and post-incident review findings. Incident documentation will be retained
in accordance with MSPUB record retention policies and may be used to support future
investigations, audits, security awareness training, and continuous improvement activities.

During the phishing simulations and security awareness campaigns, participant interactions,
training completion records, and incident metrics may be collected and reviewed by the IT &
Cybersecurity department to evaluate employee awareness and improve future training
initiatives.

Evidence Collection & Preservation
Purpose

Evidence collection and preservation are to ensure that relevant information is identified,
collected, protected, and retained throughout the incident response process. Proper evidence
handling supports investigations, recovery efforts, root cause analysis, audits, and potential
legal or regulatory requirements.

Evidence Collection
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During a security incident, Master Sword Publishing personnel will collect relevant evidence to
support investigation and response activities. Evidence should be gathered as soon as
possible while minimizing disruption to business operations and preserving data integrity.

Examples of Evidence

Evidence collected during an incident may include:

« System and server logs

+ Authentication and login records

+ Firewall and network logs

+ Email messages and email headers

+ Screenshots of suspicious activity

« Malware detection and antivirus reports
« User statements and incident reports
- Security alerts and monitoring records
« AWS CloudWatch logs

« AWS Lambda execution logs

« DynamoDB event records

+ Microsoft 365 audit logs

« Backup and recovery records

Evidence Preservation

Collected evidence must be protected from unauthorized modification, deletion, or disclosure.
Evidence should be stored in secure locations and access should be limited to personnel
directly involved in the incident. Whenever possible, original evidence should be preserved and
copies should be used for analysis to maintain data integrity.

Chain of Custody

Master Sword Publishing will maintain documentation identifying who collected evidence,
when the evidence was collected, where it was stored, and who has accessed it. Maintaining a
chain of custody helps preserve the integrity and reliability of evidence throughout the
investigation process.

Evidence Retention

Incident-related evidence will be retained in accordance with Master Sword Publishing’s record
retention requirements and organizational policies. Evidence may be used for incident
investigations, post-incident reviews, compliance audits, security awareness training, and
future security improvements.

Phishing Simulation Example

For phishing awareness campaigns, evidence may include participant interaction records,
phishing email delivery records, login attempt logs, training page views, training completion
events, and AWS DynamoDB records collected throughout the Master Sword Publishing
Security Awareness Training platform. These records may be analyzed to measure employee
awareness and improve future training initiatives.
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Continuous Improvement
Purpose

Continuous improvements ensure that Master Sword Publishing learns from security incidents

and continuously strengthens its security posture. Following each incident, the organization will
review response activities, identify areas for improvement, and implement corrective actions to
reduce the likelihood and impact of future incidents.

Post-Incident Review

Following the resolution of an incident, Master Sword Publishing will conduct a Post-Incident
Review to evaluate the effectiveness of the response process. This review should occur as
soon as recovery activities have been completed.

The review will focus on:

+ Incident timeline and sequence of events

« Effectiveness of detection and reporting

« Containment and eradication activities

« Recovery efforts

« Communication and escalation procedures
« Impact of business operations

- Opportunities for improvement

Root Cause Analysis

Master Sword Publishing will perform a Root Cause Analysis to identify the underlying factors
that contributed to the incident. Understanding the root cause helps prevent similar incidents
from occurring in the future.

Examples may include:

« Successful phishing attacks

« Weak passwords

« Lack of user awareness

+ Misconfigured systems

 Delayed detection of suspicious activity
« Unpatched software vulnerabilities

« Inadequate security controls

Corrective Actions

Corrective actions will be developed and implemented to address weaknesses identified during
the Post-Incident Review.

Examples may include:

« Updating security policies and procedures

+ Improving monitoring and alerting capabilities
« Enhancing access control measures

+ Implementing additional security controls

« Updating incident response documentation

- Strengthening authentication requirements

158



Security Awareness and Training (SAT)

Master Sword Publishing recognizes that employees play a critical role in information security.
Security awareness training will be reviewed and updated regularly based on incident trends
and lessons learned.

Activities may include:

« Additional phishing awareness training

« Simulated phishing campaigns

«» Security awareness reminders

« User education on reporting suspicious activity

+ Review of common social engineering techniques

Future Testing and Exercises

To ensure continued readiness, Master Sword Publishing will periodically test its Incident
Response Plan through tabletop exercises, phishing simulations, and other security awareness
activities. Results from these exercises will be reviewed and used to improve response
procedures, training materials, and organizational preparedness.

Continuous Improvement Objectives

Master Sword Publishing will strive to:

« Improve incident detection capabilities

« Reduce response and recovery times

« Increase employee security awareness

- Strengthen security controls

« Improve documentation and record-keeping
+ Reduce the likelihood of future incidents

Results from the MSPUB Security Awareness Training (SAT) phishing simulation program will
be reviewed to identify trends in employee behavior, measure training effectiveness, and
support future security awareness initiatives. Findings may be incorporated into future training
campaigns, incident response procedures, and security improvement efforts.

Legal & Regulatory Considerations

Master Sword Publishing will comply with applicable legal, contractual, and regulatory
requirements when responding to security incidents. Depending on the nature and severity of
an incident, MSPUB may be required to preserve evidence, notify affected parties, coordinate
with third-party service providers, or comply with reporting obligations.

All incident investigations will be conducted in accordance with organizational policies and
applicable laws. Sensitive information collected during investigations will be protected from
unauthorized disclosure, and access will be limited to authorized personnel.

Document Control

The purpose of Document Control and Maintenance is to ensure that the Master Sword
Publishing Incident Repose Plan remains current, accurate, and effective. This document will
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be reviewed regularly and updated as necessary to reflect changes in technology, business
operations, security requirements, and lessons learned from incidents and exercises.

ltem Value

Document Name MSPUB Incident Response Plan

Version 1.0

Owner MSPUB IT & Cybersecurity Department
Approved By MSPUB Management

Effective Date June 2026

Review Cycle Annually or following a major security incident

Review & Update Process

The MSPUB IT & Cybersecurity department is responsible for reviewing and maintaining this
Incident Response Plan. Reviews will be conducted annually and after significant security
incidents, organizational changes, technology changes, or regulatory updates.

Distribution

The Incident Repose Plan will be made available to authorized Master Sword Publishing
personnel for incident repose activities. Employees may be provided with relevant portions of
the plan based on their roles and responsibilities as part of their onboarding documentation
and in the employee handbook.

Plan Testing

To ensure effectiveness, Master Sword Publishing will periodically test the Incident Response
Plan through tabletop exercises, phishing simulations, security awareness training activities,
and incident response drills. Results from testing activities will be documented and used to
support continuous improvement efforts.

160



Appendix F - Project Diagrams

Appendix F.1 - MSPUB Virtual Machine Topology
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Appendix F.2 - MSPUB Network Topology
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Appendix F.3 - MSPUB Security Awareness Training Topology
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